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What's New in Communications Software Bt

New FactoryTalk® Linx Name

Studio5000 adds option to New OPC UA Client and
utilize FactoryTalk® Linx Server communications

Redundant network paths New FactoryTalk® Linx

to a Logix controller Fa Ct 0 I‘yTa Ik@ Linxm Gateway catalog numbers

Improved operation with FactoryTalk® Linx Gateway
ControlLogix® redundancy delivers CIP Energy data

FactoryTalk Linx direct access to New Data Bridge software to
Logix Tag Based Alarm attributes move data between servers

KepServer Enterprise adds
additional communications drivers

Extending the reach of The Connected Enterprise®

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 2

PUBLIC



Rockwell

Introducing FactoryTalk® Linx Automation

RSLinx FactoryTalk" Gateway

o O

FactoryTalk’ Linx" FactoryTalk’Linx" Gateway

Data Server For Rockwell Automation Purchased For Third-party OPC DA & UA
Control Hardware Software Access

Name changed to appropriately reflect FactoryTalk® Linx Revised name for FactoryTalk® Linx Gateway provides a
as the premier communications service included with closer tie between the communications service and
FactoryTalk® software portfolio purchased OPC option.
(New catalog numbers and activation keys)

RSLinx® Classic retains original name

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 3



Connectivity Software Typical Uses

Browse a network to located
the desired device and
communications service for
Rockwell Automation Software
to manage equipment

PUBLIC

RSLinx

CLASSIC

View all connected devices
and access details, diagnostics
and configuration

w FactoryTalk’ LinxCommDTM

Rockwell
Automation

OPERATE

Access runtime operational
data for Visualization and
Information Software

FactoryTalk"Linx"

FactoryTalk’Linx” Gateway

KepServer Enterprise

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.
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Fac:torg/Talk® Linx Communications Rockwell

Studio 5000® Adoption Automation

Overview
@ Logix Designer

© FILE EDT VIEW SEARCH LOGIC | COMMUNICATIONS | TOOLS WINDOW HELP S FaCtoryTaIk® Linx V6.00 added network brOWSing
DR8] G F e Adie oo s s e B component and communications services for

Y B ORUN &k Select Recent Path... % . . ] ®
B oK : I : Path: « Select Communication Software... % @ 0 StUdIO 5000 LOng DESIgneI’
I Energy Storage .

1o No Controller Go Online i | Redundancy S

e Choose which Linx edition for on-line interactions
Driver configuration integrated in network browser

e ° Enhanced usability, topology search and auto EDS
Upload

RSLin)(® FaCtOI‘yTaIk® Linx’” Large 4,000 byte connection for download operations

CLASSIC

Benefits

» Reduces steps and time required to configure
network drivers
Streamlines network setup and system navigation

Shorter download time over Wi-Fi and VPN remote
connections gives faster startup and system recovery

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Automation

Fa(:torg/Talk® Linx Communications S
Adoption

Studio 5000

LGX =>V31.00, FTL=>V6.00

@ Logix Designer .
FILE EDIT VIEW SEARCH LOGIC | COMMUNICATIONS | TOOLS WINDOW  HELP OverVI eW
G A R B8 Who Active - ez ey | O (Bl

 maun % Select Recent Patn : * New option for Studio 5000 Logix Designer® V31 to
5 oK : I © Path: Select Communication Software... ® =z A =

. M Energy Storage utilize FactoryTalk® Linx to interface with controllers

im0 No Controller Redundancy

i f Go Online i
I
Select Communication Software
Select the commurication software you would

e Benefits

@FMMerchoc

« The new FactoryTalk® Linx network browser
enhances productivity

Add / change Ethernet driver configuration within the
@%@ aa ?n . browser directly (vs. external app)

Go Online

# WIN-OBUWV7C1RMBM

P — | pees Search function to locate a browsed device more quickly

I B3 Backplane Dowrload o 3 .
S o Zooming to adjust the tree to see an appropriate

D f] 10.82.22.33, 1756-EN2TR, 1756-EN2TR/B |eve| Of detall
] 10.88.22.34, 1783 NATR, 1783-NATR
) vt onas Option for automatic EDS upload
b 3 PCvialISB, 17:Node USB CIP Port 2

4 25 EtherNet, AB_ETHIP-1 Configure range of IP addresses

P = EtherMet, Ethemet v

Erowsing - node 10.88.22 36, 1756-EN2TR, 1756-EN2TR/C found Zoom: 100% (EX. 10.88.22. 1 —_— 10.88.22. 100)
S E——— Copy / paste full IP address list to text editors

Clear Project Path

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Communications Rockwell
for Studio 5000®

Automation

Overview

Rockwell Software’ « Upload option from the Studio 5000® Launcher can now
Studio 50 y & utilize either RSLinx® Classic or FactoryTalk® Linx

User choice or automatic if only one install
(RSLinx® Classic is default)

Recent Projects mi=i g (R FactoryTalk® Linx improvements
» Configure Ethernet drivers directly in the browser
P  Search, zooming, anchor and many other usability

P> B3 Backplane

4 =5 EtherNet, AB_ETH-1 exte n S i O n S

A ﬂ 10.88.22.33, 1756-EM2TR, 1756-EM2TR/B
- . Backplane, 1756-A4/A or B

|l 00,1756-0816D/A, 1756-0B16D/A DCOUT DIAG
J 01,1756-1B16D/A, 1756-1B16D/A DCIN DIAG
f] 02,1756-EN2TR, 1756-EN2TR/B -
b f 03,1756-173, RA B en efItS
[» BB PCvialSE, 17-Node USE CIP Port
[] 10.88.2234[192.168.0.1], 1783-NATR, 1783-NATR
> f] 10.88.22.36[192.168.0.11], 1756-EN2TR, 1756-EN2TR/C

b g Chret ADETHP1  Improved productivity with FactoryTalk® Linx

D & EtherMet. Ethernet

Browsing - node 03, 1756-L73, RA found o n etWO rk b rowser

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Rockwell

FactoryTalk® Linx Network Browser Automation

FTL =>v5.90

Settings (New) Tree Size Zooming (New)

Auto-Browse Enable / arch Search Previously
Disable Go Online discovered topology (New)
# DESKTOP-WTV2MSI
prGiherNet, Ethemet 4 - Upload...

. n Download
Add Driver (NeW) [ 10.38.22 33, 1756-EN2TRAA, 1756-EN2TR/B

b @8 Backpiane, T756-Ad/A or B Update Firmware- Inline / touch friendly ltem
[» B3 PCvialU5B, 17-Mode USE CIF Port & .
El 10.88.22.34[152.168.0.1], 1783-NATR, 1783-NATR Close context optlons
A ﬂ 10.88.22.35[152.168.0.10], 1756-ENBT/A, 1756-ENBT/A
4 B3 Backplane, 1756-A17/ A ar B
[» ﬂ 00, 1756-L62, 1756-L62/B LOGIXE562
b ﬂ 01, 1756-L62, 1756-L62/B LOGIXE562 1
[ ﬂ 02, 1756-0NB, 1756-0DMNB DeviceMet Scanner
i 04, 1756-0B161/A, 1756-0B16l/A DCOUT 1S0OL

EH NFE A7RC IDACIAA ATRC IDACT AR DIk 1S

Browsing - node 10.88.22 33, 1756-EN2TR/A, 1756-EN2TR/B found Zoom: 100% Set Project Path

Path Breadcrumb Help

Fath: Ethernet 4410.88.22.33 Clear Project Path
Path in Project: <none=

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Network Browser Rockwell

Network Device Discovery

Automation

Local Subnet UDP

Broadcast Discovery

General Advanced a General Advanced
Mame: Discovery Method: [Ethernet 3 General Advanced Name piscovery Methed:

[Ethernet 3 | |Device List/ Range b
|Ethernet3 |Erl:|adcast

Marne:

® Local Broadcast [Ethernet 3 [1|No.| ¥ Device List / Range e Add Mew

| Broadcast
. . _) Remote Broadcast
i® Local Broadcast Device List / Range 11 10.88.22.34 Delete

[y | o n

() Remnote Broadcast ® Remote Broadcast

Multiple Methods to discover 1P Address
active devices on the network 0. 8. 2.3

Cancel
A

Cancel Jill DHCP Name, IP Address

Cancel Remote Subnet UDP LN REgE

Broadcast Discovery

» Merges the Capabilities from RSLinx Classic » A Broadcast message is transmitted locally or on the specified subnet

“EtherNet/IP” and “Ethernet Devices” into a (most switches block this message by default)
single interface * CIP Devices respond accordingly and are added to the topology tree

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Rockwell

FactoryTalk® Linx Discovery Methods Automation

NETWORK POLL BROADCAST DEVICE LIST

Ping each available UDP Broadcast sent to all User defined list of devices
address on the network devices on a subnet

(te1)
= A

Can create unwanted traffic Requires every device to respond Results in the least amount of
Unused Ethernet addresses Typically only works on local network traffic

create ARP messages subnet, most Ethernet switches Requires user to track down and
Non-Ethernet drivers and are pre-configured to block desired address

downstream Ethernet in new “Ethernet” driver User entered devices and list in
shared network browser control new shared network browser

control

FactoryTalk® Linx utilizes different approaches for device discovery to control or optimize the network impact

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 10



Rockwell

FactoryTalk® Linx Discovery Methods Automation

General Advanced Advanced

Discovery Method:

Mame: Discovery Method:

‘Ethametd ‘
|Ethemet4 | |Bmadcast

[ ¥ MNo. ¥ Device List/ Range (@

() Local Broadcast O 1 10882233 ] .
_ Serial Number: Port Number\IP Address: Poll Timeout (msec):
Def L

= —_— t=3000. Min=1 Max=65535
(@ Remote Broadcast [ 2 10882234 Bridge 2 980519 21192168011 1=3000. Min=1 Max=65535

n 10.88.22.37-39 (3)
IP Address Subnet Mask [/ ¥ No. ¥ Device List/ Range @ Add New
Poll interval between browse cycles (msec):
| | : : | | : : : n 192.168.0.1-128 (128) = === Defau=1000, Min=1 Max=55535 yeles :

Copy

Maximum concurrent packets to this network:

Default=584, Min=1, Max=12F)

[¥] Enable discovery using subnet mask

Paste

Cancel Tened

Broadcast List / Range Bridged Ethernet

(Downstream)
« UDP Broadcast CIP Identity request User selected device and IP address or a « Results in the least amount of
* Local subnet for the workstation range of IP Addresses (unused IP network traffic
» Option to choose the computer’s Network addresses will result in Network ARPS) - Requires user to track down and
Interface Connection (NIC) and listen to Available for both device list and desired address
unsolicited CIP message (avoids conflicts downstream configurations « User entered devices and list in new
with RSLinx® Classic) Individual UPD CIP Identity request shared network browser control

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Network Browser Rockwell

Point to Point List Automation

FactoryTalk® Linx

* Will send a targeted message to each item to identify the
device

Similar to the RSLinx® Classic “Ethernet Devices” Driver
fi et IP Address

Discovery Methods Range Multiple ways to specify the target device
| |DE\.riceList/Range IP Address

Multiple 1P
Addresses

¥ Device List/ Range @ Add New IP Address with Descriptive Text

1] 1 10.82.22.33 "MyController” Delete

_ DHCP Device / Host Name
g :’ Efizm IP Address Range (New)

Copy/Paste selected items to

clipboard (New method to

DHCP Name move between drivers or
email to a different computer)

PUBLIC
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FactoryTalk® Linx Network Browser Rockwell

Access the list configuration with other tools Automation

FTL =>v5.90
General Advanced H ©- 5 Bookl - Excel 7ot i R R | 4

FILE HOME IMSERT PAGELAY FORMULA DATA REVIEW VIEW RonaldE.. -

Marme: Discovery Method:
Ethernet 3 | |DE".fiCE List / Range

Formulas

| A 1 10.88.22.33

=
=

A E D E
10.88.22.33
10.88.22.34
10.88.22.35
10.88.22.36
10.88.22.37
10.88.22.33
10.88.22.39
10.88.22.40

[ ] Me. ¥ Device List / Range a

L ————

T0GG.LL, 50

10.83.22.37

10.88.22.39

0 =l h v W R

T
5
& 10.88.22.38
-
a

10.88.22.40

-

COUNT: 27 EH M -—F—+ 100%

Cancel

Alternative method to configure, deliver to another person or even
simple backup/restore for address list

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 13



FactoryTalk® Linx Network Browser Rockwell

Search / Filter browsed contents

Text search to locate devices more quickly

8 Who Active

Q%8 A
I UCoRTor v ] Search

Device OnlineMName
ﬂ 1756-L73 BlueDemo_V28

ﬂ 1756-L62 1756-L62/B LOGIXB5E62
ﬂ 1796162 1756-L62/B LOGIX5562 1

4
Browsing - node 10.91.79.181. , PowerFlex 755 found

Path: Ethernet 2
Path in Project: <none>

Q> 1756-U

Location

DESKTOP-VTW2MEI!Ethemet 4410.88.22.
DESKTOP-VTW2MEI!Ethemet 4410.88.22.
DESKTOP-VTW2ZMEI!Ethemet 4410.88.22.

Go Online
Upload. ..
Download
Update Firmware...
Close

Help

Set Project Path

Clear Project Path

PUBLIC

Automation

Overview

Searched the browsed topology and provides a filtered
view of the devices that match the requested string

Limit the text to a specific attribute

Compound expressions supported

Cancel to restore topology view

Double click to navigate back to tree with context

Benefits

* Locate items and go on-line more quickly
» Diagnose and reduce system downtime

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Network Browser
Display Anchor

& Who Active

Q% & a q Q~ Search

# DESKTOP-VTWV2ME|

I U, 1/96-1B 1el/A, [958 1BI/A LILIN 15UL

i 06, 1756-IR6I/A, 1756-IR6l/A BEEEBB

i 07, 1756083274, 17560832/ DCOUT

A ﬂ 08, 1756-EN2TR/A, 1756-EN2TR/C

4 = A BtherNet 6, Bridge 1

El 192.168.0.1, 1783-NATR, 1783-NATR
A ﬂ 152.168.0.10, 1756-ENBT /A, 1?59—EN :

.. Backplane, 1756-A10/Aor B 3

> f] 00. 1756162, 1756-L62/B LOGI¥88
[ ﬂ 01, 1756-L62, 1756-L62/B LOGIX5562 1
[+3 ﬂ 02, 1756-DMB, 1756-DNE DeviceMet Scanner
i 04, 1756-0B161/A, 1756-0B161/A DCOUT ISOL
i 06, 1756-IREI/A, 1756-IR6I/4 BEBBBE
i 07, 1756-0B32/A, 1756-0B32/A DCOUT
] ﬂ 08, 1756-EN2TR/A, 1756-EN2TR/C
i 09, 1756-F6I/A, 1756-IF6I/A ARAAAA
> B3 PCviaUSB, 17-Node USB CIP Port 4
i 09, 1756-IF6I/A, 1756-IF61/A AAAMAL
b ﬂ 10.88.22.36[192.168.0.11]. 1756-EN2TRAA, 1756-ENZTR/C
x 10.88.22 .37, Unknown, Unknown Device

PR - T T B ] pmam

Browsing - node PCvialUSB, 17-Node USB CIF Port 6 found

Path: Ethernet 4110.88.22. 35\Backplane81a\192. 168.0. 10\Badkplane
Path in Project: <none>

Go Online

Update Firmware...

Anchor View
Selection

Set Project Path

Clear Project Path

Hot Links in Path
& Who Active Breadcrumb

C’J i Ao = Qr Search

Rockwell
Automation

FTL =>v5.90

f Backplane §,

—

. 1756-L62, 1756-L62/B LOGIX5562

. 1756-L62, 1756-L62/B LOGIX5562 1

. 1756-DNB, 1756-DNB DeviceMNet Scanner

. 1756-0B161/A, 1756-0B161/A4 DCOUT 1SOL
. 1756-IB161/A, 1756-IB161/4 DCIN 1S0L

. 1756-IREI/A, 1756-IRE1/A BEBEBE
1756083274, 1756-0B32/4 DCOUT

, 1756-EN2TRAA, 1756-EN2TRAC

, 1756-IFEI/A, 1756-IFEI/A ARAARA

v vV

-
= o i ) o =
BESRERFRERSS

View reduced to
selected branch

Browsing - node 05, 1756-1B161/A, 1756-1B161/A DCIN ISOL found

Path: Ethernet 4110.88.22. 35\Backplanegla 192, 168.0. 10\Backplane
Fath in Project: <none

DESKTOP-VTV2MEl > Ethernet4 > 10.88.22.35 > Backplane > 08 > A > 152.168.0.10 >

Go Online

Upload...

Download
Update Firmware. ..
Close

Help

Set Project Path

Clear Project Path

Limits the view to selected area of topology to reduce clutter

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.

PUBLIC




FactoryTalk® Linx Network Browser Rockwell

Electronic Data Sheet (EDS) Upload Automation

S5K=>V31.00, FTL=>v6.00

Overview
%% aa 2

13[\\“ Q- Search — » Electronic Data Sheet (EDS) files provide information for

f WIN-OBUVICIRMEM

P UMIWWOBLWUF] L X oo a device (name, ICON, parameters and communications
[» &3 Backplane Download

methods)
4 2= EtherNet, AB_ETH-1

4§ 1080223, T7SGENZTR, T7S6ENZTVE re— Most EDS files delivered and installed with FactoryTalk®

4 '?ﬁﬁ'ﬂ“%ﬁﬁ?éﬁii“??mm N Gose Linx. Many devices embed EDS files

g U1 TSSIBTED/A 755 IBTED/A DCIN DIAG Help New FactoryTalk® Linx network browser option to perform
' ' EDS upload (Manual or Automatic options)

b €9 PCuiaUSB, 17-Node USBCIPPot | 3 Add Anchor
El 10.88.22 34 1783-NATR, 1783-NATR
(', Refresh

4 [] 10.88.22.36, 1756-EN2TR, 1756-EN2TR/ B .I:.t
4 B3 Backplane, 1756-A10/A or B J Property ene | S
b ] 001756162, 1756-162/B LOGIX, & Delete
3 ﬂ 01, 1756-L72, InstantFizz_Controlle

« Teaches FactoryTalk® Linx how to work with new devices
b f] 02 1756-L85E, InstantFizz I T3 EDS Upload I B | ]
[l 03. 1756.08161/A, 17560816 « Enhanced productivity when using FactoryTalk® Linx

[ 04, 1756-ENBT/A, 1756-ENBT/A . : :
E 06, 1756-IR61/A. 1756-REI/A BEBBEE network browser to naV|gate the SyStem from within

i 07 15508z 175508323 ocouT - Studio 5000 or ControlFLASH™

Browsing - node PCwviall5B, 17-Node USE CIP Port 3 found Zoom: 100%

Path: AB_ETH-1110.88.22.33\Backplane\3 Set Project Path

Path in Project:
Clear Project Path

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Facto ryTaI k® Linx Rockwell
Find on add Add Device Selection Dialog

Automation

Overview

(7 oo ramrsmier o T =) » FactoryTalk® Linx allows manual addition of devices to the

Fie View Tools Window Help network topology hierarch
K poliogy y

Explorr & New “Find” option added to help locate desired item(s)

== FactoryTalk Linx, WIN-OBUVT CIRMEM _ - . 2
Add DeviceSelection « Searches for partial or full string

Add Device vaillable Devices H ol
Dot [N 7 e ezes mera a1 -~  Opens the device to show revisions

Delete Children - #m 1732E5-IB8XOBS/A, A-E 1732E5-IB8XOBE IP67 8/8 i
- 173265-IB8X0BVA/A, A-B 1732E5-IBBXOBVA IP67 8/4 (o ° i “c e i i i

- 1734-AENT, 1734-AENT PaintlO EtherNet/IP Adapter Click “Find again for next / multi ple items
5[] 1734-AENTR, 1734-AENTR/B EtherNet Adapter

[j---U 1738-AENT, 1738-AENT ArmorPeint EtherMet/IP Adapter
i

i

E

Show All Devices

Start Browsing

Properties

o | 1738-AENTR, 1738-AENTR EtherNet/IP Adapter
o f] 1747-RENTR

o Benefits
ﬂ 1756-EM2F, Major Revision 10

ﬂ 1756-EM2F, Major Revision 4

. § 1755-EN2F Major Revsion 5 ! * Permits off-line configuration when devices are not available

4| m | r

£DS Pl Bronse « Permits FactoryTalk® Linx to discover devices are on different
- . | : [ Cancel ] [ Help Subnets

Made: Online Mot Browsing

T | =1 * “Find” option enhances productivity by locating items
more quickly

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 17



Facto ryTaI k® Linx Rockwell
Redundant Paths to Single Logix Controller

Automation

FactoryTalk® Software  [IRSYCNEY

Two paths configured to a Logix 5000™ controller
Simultaneous connections via both paths
Y ShortcuiName Communicate via one path a time

tggmg Queries controller ~2sec to detect path failure and
switches automatically

Shares single set of optimized tag lists
Holds last state to minimize HMI blind time
@Define tags to monitor and switch paths

Redundant
Controller
Paths _
Benefits

*  Prevents network hardware or cable failure from
Impacting system operation

Increased system availability with minimal impact to
network traffic

Fast recovery maximizes system output

192.168.0.10
192.168.0.12

hNot available on PanelView™ Plus

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx

Redundant ControlLogix® Controller Paths

FactoryTalk® Software

Primary Secondary
Data Server Data Server

V ShortcutName
|:PrimaryPath
SecondaryPath

IP‘Address
Swapping

V¥V ShortcutName
PrimaryPath
SecondaryPath

Requires new Logix v31.5x and EN2T Firmware (Mid 2018)

Not available on PanelView™ Plus

PUBLIC

Rockwell
Automation

Overview

 Set of paths configured to each ControlLogix® Redundant
Controller

Simultaneous connections to both controllers
All communicate to primary (cross-loads secondary)

Queries secondary ~100msec for redundancy switchover
and switches paths automatically

ControlLogix redundancy switchover on CPU/network
connection loss (add PRP for increased availability)

Fast switchover with last state held to maintain HMI data
presentation (avoids blind time)

@Define tags to monitor and switch paths from HMI

Benefits

« Continuous HMI data feed to increase system availability
with minimal impact to network traffic

» Fast recovery maximizes system output

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Access

Logix Tag-Based Alarms
r "

E FactoryTalk ViewPoint

E FactoryTalk’View SE

FactoryTalk
Alarms & Events

E FactoryTalk’ Linx

Supported in 5580, 5480 and 5380 Only

PUBLIC

Rockwell
Automation

Overview

 Studio 5000 Logix Designer® v31 adds new alarming
functionality in the controller. With the new Logix Tag-
Based Alarming, alarms can now be defined on “tags” or
“structures” in the controller with periodic evaluation.

FactoryTalk® Linx extended to support direct access to
alarm data members

» To configure user select base reference and manually
types member names (future tag browser extension)

» Access to alarm and alarm set values (shelve, disable,
state and configuration)

Benefits

» Useful to animate or initiate alarm actions from
FactoryTalk® View SE graphics*

* Not supported on FactoryTalk® View ME / PanelView® Plus or the FactoryTalk® Linx Gateway

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 20



Logix Tag-Based Alarms
Adding an Alarm to Any Structure of Tags (example: UDTs and AOls)

@‘ Logix Designer - Process [1756-L85E 31.1]*

FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW  HELP
P 2 s % s

% I RUN
I OK
Energy Storage
L mE o

¥ 0 &l f

\I;

Offline

Path: OfficeCL¥\10.88.46.28'\Backplane\0®

B. MoForces F_ No Edits 3

Controller Organizer AO. Alarms: Process =

4 Contraoller Process

O ==

PG R G

| 2tlwlofolof

Rockwell
Automation

" Favorites

Add-On

Add-0

Safety

Alarms  Bit

Timer/Counter

Input/Output

Compare

Compute/Math  Move/Logical FilefMisc.  File/Shift Program Control  For/Break  Special

<7 Controller Tags Cwiner

Input

Expressiol

Limit

Message

Target Tag

Alarm Group

Contreller Fault Handler Examplel

Examplel.Member3

=

0

Power-Up Handler Example2

Example?. Member3

=

]

4 Tasks Example3

Example3.Member3

=

]

@ Al
4 (D) Fast
P L I0_Processing
I L Motors
P L Pumps
B L Valves
4 (D) Slow
L PIDE
Unscheduled
4 Motion Groups
Ungrouped Axes
4 Alarm Manager

 Alarm Definitions

Every structure instance will now have an alarm. Alarm instances can now be customized!

PUBLIC

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.
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Logix Tag-Based Alarm Attributes

MyTagName.@Alarms.MyAlarmName.

InFault
Condition
AckRequired
Latched
ProgAck
OperAck
ProgReset
OperReset
ProgSuppress
OperSuppress
ProgUnsuppress
OperUnsuppress
OperShelve
ProgUnshelve
OperUnshelve

ProgDisable
OperDisable
ProgEnable
OperEnable
AlarmCountReset
Limit

Severity

OnDelay
OffDelay
ShelveDuration

MaxShelveDuration

Deadband
InAlarm
Acked
InAlarmUnack

Suppressed
Shelved

Disabled

Used
AlarmCount
InAlarmTime
AckTime
RetToNormalTime
AlarmCountResetTime
ShelveTime
UnshelveTime
Status

AlarmFault
InFaulted

Severitylnv

Rockwell
Automation

LGX =>V31, FTL=>v6.00

* Limitinv

« Deadbandinv

*  Overflow

--- Alarm Set Attributes ----

* InAlarmUnackedCount

* InAlarmAckedCount

*  NormalUnackedCount

* SuppressedCount

* ShelvedCount

* DisabledCount

« HasUnackedAlarm

* HighestSeverity

* HighestSeverityAlarmName
* HighestSeverityAlarmType

Initially must be manually entered into FactoryTalk applications, tag browsing of members is planned in future

PUBLIC
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Rockwell

FactoryTalk® Linx OPC UA Extensions Automation

Third-party OPC® Cap ab | I Ity

Client SO « New FactoryTalk ® Linx OPC® UA Client Connector

ﬁ ﬁw Included with FactoryTalk ® Service Platform (no charge)

FactoryTalk® Linx Gateway adds OPC® UA Server
FactoryTalk’ FactoryTalk’Linx" Gateway capabilities

FactoryTalk \liew SE SOFTWARE
‘ * Purchased new as 9355-LNXGWxxx

upgrade
OPC UA Specification v1.03 Data Access

FactoryTalk  Services

. 3 £ %

e 31 Party OPC FactoryTalk’Linx .
getonyTalk L DA Servers UA Connector B e N ef | t

ﬁ ﬁ - Enables FactoryTalk® software to interface with
third-party systems

EH 3" Party OPC | |31 party OPC « Data is universally accessible across the
DA Servers DA Servers ®
FactoryTalk® system

< ' f || > * Previous users in support, obtain through version

Initially limited to data access via non-secured endpoint,
and networked FactoryTalk Directory

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx OPC UA Connector

FactoryTalk

Vis & Info Software

FactoryTalk

Services Namespace

@ SYSTEM TAG BROWSER @ RUNTIME DATA REQUESTS

FactoryTalk Linx' OPC UA Connector

BROWSER DATA DIAGNOSTIC
SERVICE VALUES VALUES

THIRD-PARTY OPC UA SERVER

PUBLIC

Rockwell
Automation

Overview
 New connector adds OPC UA communications for
FactoryTalk® software

OPC UA data definitions merged into FactoryTalk®
namespace with other controller definitions

OPC UA TCP data exchange vs OPC DA DCOM
Released January 2018 with FTSP v3.00

Benefits
« Nothing new to buy, simply update FactoryTalk® Linx to
version 6.00

Permits FactoryTalk® Software to interface with
third-party data servers

More productive system namespace browsing

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Rockwell

FactoryTalk® Software Portfolio Automation

FactoryTalk View SE FactoryTalk Historian SE FactoryTalk’ ProductionCentre
FactoryTalk Transaction Manager  FactoryTalk® EnergyMetrix FactoryTalk® Metrics

FactoryTalk VantagePoint FactoryTalk’Batch FactoryTalk’Linx’ Gateway —» OTHER THIRD-PARTY

ENABLING THE CONNECTED ENTERPRISE

scablefrom sinde 1 FactoryTalk™ Services Reduced system

PC to large distributed impact through tag
fi . Included free with FactoryTalk® software to deliver )
con |gurat|ons information across the portfolio value sharlng

DATA SOURCES FOR THE CONNECTED ENTERPRISE

FactoryTalk’ Linx" «=z Classic — FactoryTalk®LinX

FactoryTalk View SE High Performance Data Server = Client OPC UA Connector
HMI TAG SERVER %

Rockwell
Automation Control Hardware Third-party Software & Hardware

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 29



Connecting FactoryTalk® Software L

External OPC UA Servers Automation

All Software on a FactoryTalk to External OPC Isolated Software
Single PC External OPC Server Server on Different PCs

a FactoryTalk’ é FactoryTalk é FactoryTalk % FactoryTalk < FactoryTalk® Services
Software Software Software Software
|

Software Software

FactoryTalk’ a FactoryTalk’

FactoryTalk’Linx FactoryTaIk Linx
OPC UA Connector OPC UA Connector

FactoryTalk’Linx" FactoryTalk’Linx’ FactoryTalk’Linx’ FactoryTalk’ Linx"
OPC UA Connector OPC UA Connector OPC UA Connector OPC UA Connector

OPC UA Server ﬂ OPC UA Server 3 OPC UA Server 3 OPC UA Server — | [ — |
Software Software “ Software/Hardware “ Software/Hardware OPC UA OPC UA OPC UA

. X 1 Server Server Server

] ]
| 1 ] ]
Endpoint Endpoint Endpoint Endpoint

Scalable solution for multiple system configurations Distribute connectors for larger configurations

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved. 30



FactoryTalk® Linx OPC UA Connector

Configuration & Diagnostics

' FactoryTalk Administration Console

File View Tools Window Help

¥
oo Newhea. [ Il
= Network (THIS COMPUTER) Add Mew Server 2 Rockwell Automation Device Server (FactoryTalk Lins...
O ff Samplefpp
=L Datadres - OPC DA Server...
5B UAConnectorl Logical Name 3
f/A UAQuickStartServe

o5 UASampleServer i
Ua p Resource Editor...
e FactoryTalk Linx OPC UA Server...

Syste————————— —
E C'Dy AE(: FactoryTalk Linx OPC UA Connector

{2 Pol
/{3 Col
@5 Net
/D Use

@00 Cof | |, OPCUA Servers
(23 Pe =

o) ‘Conneclor Setings OPC UA Servers
Configure client
name and location

Name Location UAQuickStartServer Properties
Configure multiple
endpoint URLs . opcicpifiocalhost62547/Quickstaris/DataAccessSer—  [IIRRCLLL]
Outgeing Certificate UASampleS: top/flocalhost 51210/UA/SampleS: Name:
F2 View outgoing ®| UnSampleServer | opoepiooah mpiESene UAQuickStartServer

Description (optional)

Endpoint URL:
opc top:flocalhost 62547/ Quickstarts/DatahcoessServer

@ Communicating with server
4 Security

Security Mode:

None

{

Security Policy
[Mene

Configure the FactoryTalk

Linx OPC UA Connector to

interface with multiple UA
Servers

Individual UA Server Endpoint
configuration and diagnostic
information

PUBLIC

Rockwell
Automation

Overview

« FactoryTalk® Administration Console configures all your
data servers in a system
« FactoryTalk® Linx, OPC DA, OPC UA
» Server(s) located on the same computer or distributed
on remote computers
* Add multiple UA Server to a connector
» Comprehensive diagnostic information
» Predefined diagnostic @tags for servers and connector
roll-up
Status and select diagnostic values available in user
interface
Embedded FactoryTalk® Diagnostic log viewer

Benefits

* Access all servers from anywhere in system

« Scalable solution meets diverse system needs

 Utilize diagnostic information on HMI displays and trigger
alarms to reduce downtime

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Gateway v6.00 . Roclwell
OPC UA Support

1

THIRD-PARTY OPC THIRD-PARTY OPC Overview
DA CLIENT UA CLIENT M:M FactoryTalk® Linx Gateway adds ability to server data to

t ‘ OPC UA clients
DA DCOM UA TCP

Uses FactoryTalk® Linx high performance station and
distributed server capabilities

Browse service to deliver controller data definitions to

FactoryTalk’ Linx” Gateway external OPC Clients

(9355-LNXGWxXXENE) OPC UA uses TCP vs DCOM from OPC DA

New catalog numbers and activations targeted release:
‘ April 2018

FactoryTalk’ Linx’ Benetits

Existing users of FactoryTalk® Gateway will also be able to
SYSTEM TAG DATA DIAGNOSTIC : :
access OPC UA services with software update
Scalable from single station to multi-server systems

B Provides third-party software access to Allen-Bradley®
- controllers and equipment

TCP enhances capacity and stability

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Gateway v6.00 —

New Catalog Numbers and Activations

FactoryTalk®
Linx Gateway
Product

Basic

9355-LNXGWBASENE
LINXGW.BASIC

Standard

9355-LNXGWBASENM
LINXGW.STANDARD

Distributed

9355-LNXGWBASENM
LINXGW.DISTRIBUTED

Professional

9355-LNXGWBASENM
LINXGW.PROFESSIONAL

PUBLIC

OPC Tag
Quantity

DA 1,000
UA 1,000

DA 5,000
UA 5,000

DA 32,000
UA 32,000

No Fixed
Limit

FactoryTalk®
Directory /
Linx

Local / Single

Local / Single

Networked /
Multiple
Distributed &
Redundant

Networked /
Multiple
Distributed &
Redundant

FactoryTalk®
Linx Data
Bridge
Not Available

Not Available

Not Available

Included

Automation

Overview

» Four new scalable product offerings
« Small standalone to large distributed and redundant
« FactoryTalk® Linx Data Bridge and future features

Previous FactoryTalk® Gateway catalog numbers
discontinued

« EXxisting activations continue to be supported at their
current tag levels for both OPC DA and UA

Step-Forward upgrade from older or smaller products at a
reduced price

Benefits

» Purchase just enough capability for the application

* No need to purchase a new license to access OPC UA
tag data (simply update to v6.00 if in support)

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Serving Data to External OPC Clients Rockwell

FactoryTalk® Linx Gateway Automation

All Software on External OPC Isolated Linx Isolated Software Distribute and redundant Solution for
a Single PC Client Data Server on Different PCs larger configurations

OPC Client OPC Client OPC Client OPC Client OPC Client OPC Client OPC Client
Software Software Software Software Software Software Software

FactoryTalk’ Linx" Gateway FactoryTalk’ Linx" Gateway
FactoryTalk’ Linx" Gateway FactoryTalk’ Linx" Gateway FactoryTalk’Linx’ Gateway FactoryTalk’ Linx" Gateway

FactoryTalk® Services

FactoryTalk’Linx" E FactoryTalk’Linx FactoryTalk’Linx FactoryTalk’Linx" >

FactoryTalk’Linx" FactoryTalk’Linx"

<«— Basic or Standard —
< Distributed or Professional

Scalable solution for multiple system configurations

PUBLIC
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FactoryTalk® Linx Gateway —

Configuration & Diagnostics

Automation

Overview

" « FactoryTalk® Administration Console configures all your data

[} % FoctonTolk DirectorySevr Opton.. servers in a system

Explorer FactoryTalk Security Authority Identifier...

5 Neny  Temporay Pz « FactoryTalk® Linx, OPC DA, OPC UA

E‘E{R 54 FactoryTalk Diagnostics
o

Eaport Polices. « Server(s) located on the same computer or distributed on

& FactoryTalk Linx Gateway Configuration...

(-85 FactoryTalk Linx remOte ComleterS
BD Systemn

YT — ) « Add multiple UA Server to a connector
o srercomouten  Sanr Contgrion « Comprehensive diagnostic information

* Predefined diagnostic @tags for servers and connector

UA Server Endpoints RMA//$Global/SampleApp/Datalirea I I
n/J Configure OPCUA ro -u p

Server Endpaint Ua Server

o o s Serer ) Status and select diagnostic values available in user
Wiew revision and nhibr

activation information i H : interface

B Gt eand || s Embedded FactoryTalk® Diagnostic log viewer

diagnostic information

Da Server

Benefits

g | e o] e B2 [ * Access all servers from anywhere in system
OMBINEE L1assic | » Scalable solution meets diverse system needs
and OPC UA Server o : | : : .
« Utilize diagnostic information on HMI displays and trigger

Configuration _
alarms to reduce downtime

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx™ Gateway v6.00 Rockwell

High Availability Support with Redundant FactoryTalk® Linx Data Servers A"

' 1 Overview

OPC Client Software « Install FactoryTalk® Linx Gateway on the OPC Client workstation
g ® -
Em—. ) to utilize FactoryTalk® Linx redundant servers

FactoryTalke Generl | Fecundancy | Aams and Evert| The FactoryTalk Linx® Gateway will make simultaneous requests
Linx™ Gateway to both FactoryTalk® Linx servers

& [ Provide redundancy using & secondary server.

Distributed or Professional ot g sy s - Each data server establishes a connection to the controller(s)

“ « When the acting primary fails, the secondary starts delivering
Switchover options
- data
© pomany sorvrbocomes svatdo sgan e . : : :
e _ Option to switch back to primary when available
g.:\;tilc;lgovert_o primary server when it becomes

le again

Perform PC and operating system updates one server at a time
FactoryTalk® FactoryTalk® while maintaining the other

Linx™ Linx™ Similar to OPC UA Part 4 — 6.6.2.3 Transparent Redundancy

Benefits

» Deliver data for critical systems that cannot shut down
* Redundancy is transparent to the OPC Client
* Eliminates the data server as a single point of failure

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Rockwell

Phased Addition of OPC UA Automation

Unified Architecture

FactoryTalk Linx’
OPC UA Connector

PUBLIC

Starting with a base functionality

» OPC UA specification revision v1.03

» Tag value access; read, write and subscribe

« TCP / Binary open / non-secured / non-redundant transport
»  With or without initial certificate exchange

Future Extensions planned

» Security user mode and encryption
« OPC Foundation Conformance
 Enhanced data access

 Arrays access for the FactoryTalk® Linx OPC UA
Connector

» Access to meta data, other pre-defined and custom types

Add other capabilities (example: Methods, Alarms,
Redundancy, etc.)

Work with OPC Foundation to enhance the standard
Adopt new functionality added to the standard

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.

37



Rockwell

FactoryTalk® Linx Data Bridge v1.00 Automation

- =
Overview

b e VALUES « FactoryTalk® Linx Data Bridge delivers data from one
FactoryTalk® source to another

» Logix Controller via FactoryTalk® Linx

« OPC UA Servers via FactoryTalk® Linx OPC UA
Connector

Tag Pairs - Subscribes to tags from one source and
t t delivers data and diagnostic status to a different source

FactoryTalk’LinX" Data Bridge

Manual configuration via user interface or import/export of
configuration to manipulate with desktop software

Factor, y Talk'Linx Shares a new FactoryTalk® Linx Gateway Professional
OPC UA Connector activation

t - Target release: April 2018

Benefits

Thlrd-Party » Enables Logix 5000™ controllers to indirectly interface
OPC UA Server with OPC UA Servers
* Included with FactoryTalk® Linx Gateway Professional

FactoryTalk’ Linx"

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



Source Destination

UASrvl:TagZ Lgx1l:TagA
FactoryTalk’ Linx"
Data Bridge

FactoryTalk® Services

FactoryTalk’ Linx"

UA Connector

)

A Third-party
-E!!!!! OPC UA Server

0 Lgx1:TagA 0 UASrvl:TagZ

FactoryTalk’ Linx|

PUBLIC

Rockwell

FactoryTalk® Linx Data Bridge Operation [GEIEEEE

Windows Application delivered and licensed with
FactoryTalk® Linx Gateway (specifics TBD)

* Operate on single PC or distributed

« Can share a local activation with FactoryTalk® Linx
Gateway Professional

Utilizes any FactoryTalk® Source
 Logix controllers via FactoryTalk® Linx
 OPC UA Servers

 OPC DA Servers

User configured tag pairs

« Subscription to data source based on user selected
rate

Source data delivered to the Data Bridge is forwarded
to destination

Optional quality and timestamp values delivered to
both source and destination

Configuration import / export to backup the settings or
streamline the setup process

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx Gateway —
ODVA CIP Energy Object Support

Automation

Overview

« FactoryTalk® Linx v5.80 enabled connectivity to CIP
Energy information directly from select control and power
monitor devices for FactoryTalk software

» Create Faceplates and Dashboards to monitor status
and usage

« FactoryTalk® Linx Gateway v6.00 permits access for
third-party software

FactoryTalk VantagePoint”  FactoryTalk Historian
FactoryTalk View FactoryTalk’Linx" Gateway

FactoryTalk’ Linx"

Energy Usage, Voltage, Current and Frequency Benefits

* Monitor your machine, line or plant’s energy usage
CIP Energy » Track historical energy usage
; « Compare usage across similar lines

E300™ PowerFlex®  Kinetix® 5500 PowerMonitor™ PowerMonitor™
Electronic 755 & 755HIP 5000 1000
Overload Relay  >=Vv10.001

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



FactoryTalk® Linx™ CommDTM Rockwell

Communication Service for EtherNet/IP Process Devices

Automation
FactoryTalk

FTLCDTM V1.00
ASSETCENTRE OV@fVl ew

Communications Device Type Manager (DTM) bridging
EtherNet/IP capable process devices to hosting Field Device Tool
(FDT) applications

Compatible with FactoryTalk® AssetCentre and Endress +
Hauser FieldCare software products

Coexists with the existing Rockwell Automation portfolio of
modules DTM, which are required for HART, FF and PA process
devices

Leverages Rockwell Automation communications software
products

Users can choose to use RSLinx® Classic or FactoryTalk® Linx

Free of charge — available now from Rockwell Automation
support product download site

See www.fdtgroup.orqg for additional information

Benefits

* Delivers a modern, easy-to-use communications solution for
customers adopting EtherNet/IP based process instruments

* Improved user experience

PUBLIC Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.


http://www.fdtgroup.org/

KepServer Enterprise 10.0

Overview

* Adding new drivers for the PC edition (not included in
PanelView™ Plus)

PUBLIC

FactoryTalk View SE

Third-party Devices and Software

Rockwell
Automation

Beckhoff TwWinCAT
Mettler Toledo
MTConnect Client
OPC DA Client
OPC UA Client
OPC XML Client
System Monitor

Based on Kepware’s KepServerEX v5.21

Benefits

Permits FactoryTalk View SE to connect and interact
with additional hardware and software

Sold and supported by Rockwell Automation
Expands the reach of The Connected Enterprise

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.



MARKET DRIVERS

Industrial Big Data and Internet of Things
(IloT) applications for historical tracking and
post-mortem analysis

Increased data rates for real-time analytics
Reduce system setup time and complexity

Continuous / non-stop operation in high
availability systems

Connectivity between third-party software
and hardware via industry standard methods

Rockwell

Connectivity Market Drivers & Priorities Automation

PRIORITIES

* Add capacity, performance and capabilities
for demanding application

Enable access to Logix extended information
to streamline system development

Unify Rockwell Automation® software with a
single communications package

Extend redundancy and runtime changes
OPC UA extensions
Improved security capabilities

Focused on Capacity, Productivity, Availability and Security

PUBLIC
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Enabling The Connected Enterprise

FactoryTalk" LinX’

Highest capacity and
performance

Logix data server
(delivered with FactoryTalk®
Service Platform)
(Formerly RSLinx® Enterprise)

FactoryTalk' Linx

OPC UA CONNECTOR

Provides connectivity to third-
party OPC UA Servers for
FactoryTalk Software

(delivered with FactoryTalk®
Service Platform)

FactoryTalk’Linx" Gateway

Delivers data from
FactoryTalk® Linx to third-
party software via

OPC DA and UA
(Formerly FactoryTalk® Gateway)

FactoryTalk’ Linx' CommDTM

Communications service for
asset management of
EtherNet/IP process devices

RSLinx’

CLASSIC

Provides OPC DA access for
third-party software, with
best support for legacy
control equipment

PUBLIC

KepServer Enterprise

Enables FactoryTalk® View
software to access data from
third-party control equipment

Copyright © 2018 Rockwell Automation, Inc. All Rights Reserved.
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LISTEN.
THINK.
SOLVE!

Thank Youl!

w PUBLIC

K18 M £ ] connect with us. Rockwell

www.rockwellautomation.com Allen-Bradley - Rockwell Software A“iomaiion
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