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Agenda

Connectivity OS Updates FactoryTalk Linx FactoryTalk Linx
Product List V6.20 Features OPC UA Connector
V6.20 Features

FactoryTalk Linx RSLinx Classic Kepserver Tool and Utilities
Gateway / Data 4.20 Features Enterprise V12
Bridge v6.20 Features

New Features
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FactoryTalk® Linx v6.20

FactoryTalk® Linx Gateway v6.20
FactoryTalk® Live Data v6.

FactoryTalk® Data Bridg

KEPServer Enterprise

RSLinx® Classic V4.12 & v4.20 (C

Release Sep

What's NEW in Communication Software at R



— FactoryTalk® Software Portfolio

Communications Services

@) Maintenancesuite FactoryTalk® FactoryTalk® FactoryTalk® FactoryTalk®
@ DesignSuite Linx CommDTM Linx Data Bridge Linx Gateway Edge Gateway
- Communications service for *Moves data between *Enables third-party *Enables cloud and
e OperationSuite asset management of ® OPC-DA / UA Software to ThingWorx Software to
FactoryTalk® sources : : : .
share information share information

EtherNet/IP process devices

(planned late 2020)

FactoryTalk® Services Platform

FactoryTalk® Linx FactoryTalk® OPC-DA Interface

Premier connectivity to . _
Allen-Bradley® control hardware Connectivity to third-party OPC-DA Servers

Connectivity to third-party OPC UA Servers

FactoryTalk® KEPServer Enterprise

*Connectivity for third-party
hardware and network protocols

@* Hﬂmﬁﬁﬁ[&y
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Significant v6.20 Capabilities Released Sept 2020

1.

FactoryTalk® Linx

o
FactoryTalk® Linx OPC UA Connector

-

R N
¥

FactoryTalk® Linx
Gateway

Access CIP device data (e.g. » Certificate import
PowerFlex®, E300, third-party...) Redundant connectors

Network browser device « Access tags defined in tags (sub-

commissioning folder)

EtherNet/IP to DH+™ bridging Subscription rate override
CIP Security Proxy device

e 4 ¥ S .“aw'v'lm..a ..... < R i
_ g o - .y A A . -

i

Certificate import
Indexed array reads

Data Bridge capacity increase
(200K tags)







Windows Operating System Testing
Install Errors, Warnings and New Editions @ Linx Gateway

i iR
et fRITELLRN
B R Lol LK

Operating System Installation Message This version of FactoryTalk Linx Gateway
Win7 SP1 or Windows Server 2008 R2 and Earlier Prevents Installation may not be compatible with this
Windows 7 SP1 and Newer operating system

Windows 8 For a full list of supported operating systems, see the
Windows 8.1 Warning - Not Compatible release notes.

Windows 10 32-bit

Windows 10 Versions <= 1511

Windows Server 2019

Windows 10 1903, 1909, 2004, and IOT Enterprise LSB 1809

Release notes

Tested and Compatible

 Documentation can be found in Release Notes
* Benefit
- Supports latest Windows releases

- Receive immediate feedback when installing on an operating system
that is not being tested

Continue
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RSLC 2v4.12, FTL 2v6.20

Windows 10 Secure Boot Extensions

RSLinx® Classic and FactoryTalk® Linx kernel driver updates

Enables Windows to operate with secure boot enabled to
enhance workstation security

 Qverview

- Windows 10 build 1607 Microsoft changed secure boot requirements

- Kernel drivers modified after July 29, 2015 must be signed by
Microsoft (drivers built prior to this date are still supported)

- Impacted FactoryTalk® Linx and RSLinx® Classic Virtual Secure Boot

Backplane, USB, PCICS, PKTCS and PKTX drivers ——
. FactoryTalk® Linx v6.20 and RSLinx® Classic v4.12/4.20 completed
the PKTX Driver RSLinx" Classic FactoryTalk® Linx
* Benefits

Windows Kernel Drivers

. : : S !
Permits operation of older Rockwell Automation® PCI cards with USB Virtual Backplane

newer Windows 10 operating system

1784-PCICS 1784-PKTCS  1784-PKTX
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FactoryTalk® Linx Network Browser T e

Alternative to RSLinx® Classic browser with a more productive user interface '

=
B I
ik

E‘. Rethmlacy

i o
— Select Communecation Software x

Gelect B commurscaton software you sould
e to une.

() RSline Classic
() Fipc oy T Lo

[oc ] cme

Existing Support:

« Studio 5000® Launcher v31 and Studio 5000® Logix Designer v31
« PlantPAX Process Object Online Configuration tool v4.10.01

e ControlFLASH™ v14, ControlFLASH ™+ v1

« CCWv12

« FactoryTalk® Asset Centre v9

» FactoryTalk Policy Manager v1.0 a B rounzz ssez
« FactoryTalk® CommDTM v1 R

B 0 0 1756-18
b B 03, 17561 RSFR, FlaniFaxkletadaca
ﬂ M, 1755-FMRTFA. 1T5R-FHRT A
F ] U 05, 1756-0ME, 1754-0ME Devicetlet Scanner
A &5 & DeviceMat
ﬂ 00, 1TE6-DHE, 1728-0MR Dev ceMel Srannsi
r Bon . 1ma Lasssl

New Support with Version 6.20 s
« Studio 5000° Logix Designer v33 defaults to FactoryTalk® Linx | > E%g -> o T
° See Image (top rlght) . 5-0B32/4, 1756-0832/4 DCOUT

1 PREFRATR, 17RA-FNITRAC

I I - R R B O e .
o DESETOR-CoE0kEl
4 Br racionTalk Lins - Coskiag
I B B kel
A F5 Ltharnet. A3_ETH-1
B [ 10882233 1756-§
[ 10um.22.52 192 160

™ EDS Auto Upload
@ Cip Security Indicators

2 Logon..

£ Log Off DESKTOP-C930JSINLABUSER

25 A Ebherfct 8 Bnidge 1

 PowerFlex eHIM v1.0

t [l 122188 1.20, 5089 L4BERR:
P 1e 168120 250, Powerf| Ll

E Dewvice Property

Dievice Statistics

« Studio 5000® View Designer v7 b LMY
[ 5 1756~ T56-LE2 g
¢ FaCtoryTaIk® BatCh V14 [ [l 1&35.5‘2:[.-36. iESEL-ELi.S:E 'iSLSLEESI&?BGIﬁ n EDS Upluad
B F. Fibwinet, 85 ZTHIF-1
® PIantPAX MPC V2 O A ga Fibsinwl, Fhmes
- 5] IF 192,166 109,151, FactaryTals Lirg - Descbap, DERETOR-CO3005)
* More to come... b e usa
II"‘hu'hJ-nM!-.’\ =eartde drand Ao A
T neliguee Shorot
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RA Software Adoption of FactoryTalk Linx

Studio 5000® View Designer V7

« View Designer v7.0 switched from RSLinx® Classic to utilize
FactoryTalk® Linx to transfer applications

« The FactoryTalk® Linx Network Browser is now part of the
View Designers user interface

FactoryTalk® Batch V14

Application :
Configure target HMI Target HMI Device
Device sattings . '
Location: | Select path to HMI device v | [.._]
E References Type: 9" PanelView 5510 2715P-TSWD LTI
conhgure —
& [———
Browse for HMI Device LB
O%e aa 200 Tt

# RSLinx Enterprise
4 =} RSLinx Enterprise - Desktop, RSLinx Enterprise
D &9 Backplane

4 25 EtherNet, Ethernet
b § 108832184, 1756-EN2T, 1756-EN2T/D

I 1088.32.204, PanelView 5510 121" Wide Touch, 2715P-T12WD PanelView 5510
10.8833.37, PanelView 5510 90" Wide Touch, 2715P-TOWD PanelView 5510

"7\ Rockwell
Automaltion

FactoryTalk Batch utilized both FactoryTalk® Linx and
RSLinx® Classic for runtime communications

- FactoryTalk® Linx provided data acquisition

- RSLinx® Classic delivered phase manager state
information and batch sequence management

« FactoryTalk® Batch v14 will utilize FactoryTalk® Linx for all
runtime communications

- Future extensions will improve operation with
ControlLogix® redundancy and CIP Security

R P L I K STRMTRETY AT Rrwudaie 9T FLIT

[ T e 3

T B L T i R
< e a2 W s
==y i T e P b i Wi &

R 2~ |

Add Data Server

M | ]

Type | LogsS000 CIF b
Liogix Desigreer Project Fie
F stk
[ ] Erowsrae .
R evizion

Caritiolle T




FactoryTalk® Linx Network Browser Enhancements

Driver Management Dialog — List Configured Drivers
* Add / Modify / Delete Drivers from dialog
 Similar to RSLinx® Classic driver configuration

Device Property — New Attributes Added
» Supports new ODVA specification (Includes device label S/N)
» Added to select Rockwell Automation hardware

Device Web Page — Detect / Display device embedded web page

» Limited to devices on the same Ethernet subnet
» Ethernet modules / Stratix Switches / L8 Controllers Supported

Device Statistics — Access network module diagnostic counters
* Monitor Port / Connection / Backplane / USB Traffic
* Troubleshoot network device issues

Device Configuration — Configure Device network settings
« Configure Internet Protocol / Port / Network settings
 Use to Commission an EtherNet/IP device

"7\ Rockwell
Automaltion
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FTL 2 v6.20,FTSP 2 v6.20

FactoryTalk® Linx Network Browser Security

Authorization with FactoryTalk® Security

» Control, Limit, and Track Changes to devices from the Network
Browser

- Network browser settings

- Driver configuration

- Device configuration

- Device Diagnostics

- Inherits signed on user or login as different user

« v6.20 also adds FactoryTalk® Audit to track driver and device
changes

"7\ Rockwell
Automaltion

O Yelaals

# DESKTOP-CRING)

4 b= Factory Talk Ling
o B Eackalane

Etherhet, AB

2 SERN O Logan..
b ff 10052233, 1758
% 10822 34102 ] R Log OF DESKTOR-CHIUSALABUSER |

B[ 10,8822 35] 102 1HEED

w Qr Secren

1 EDS At Uplosd
Diesit

W Cip Security Indicetors

B[ 1oes2d
B &5 Etherbiet, &
B 25 Fthwrhiot, F
[ o LISE

Brawsing - nedi 1

Feature Security Properties

Policy Settings

=

View FactoryTalk Linx Properties Configure Security

Configure Security
Corfigure Security
Configure Security
Configure Security
Corfigure Security
Configure Security
Corfigure Security

‘“iew Driver Properties

Add | Modify Drvier Properties

Delete Driver

View Device and ltem Properties

Add / Modify Device and ltem Properties

Delete Device, ltem or ltem Children from Topology

Start / Stop Netwaork Browsing

v Category A

Feset CIF Security Corfigure Security

View Browser Settings Configure Security

Modify Browser Settings Corfigure Security

“iew Bridged Module Discovery Settings Configure Security s
View FactoryTalk Linx Properties

Set permiszions to determine whether users can view Properties and Show All
Inhibited Devices of a FactoryTalk Linx server.

Cancel Apply Help

PUBLIC | Copyright ©2020 Rockwell Automation, Inc. 22
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Demo Network Browser
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FactoryTalk® Linx Bridging to DH+

Interface with DH+ legacy controllers from EtherNet/IP @ e

0 DesignSuite

« Enables FactoryTalk Software to interface with older @ b s
Syste m S ‘ “ iﬁ Eﬁh i:]N:;?saT;:';5ﬁ- EM2TR, 1756-EN2TR/B
4 B3 Backplane, 1756-A13/A or B
- V6.20 adds the ability to bridge from EtherNet/IP o o,
across a ControlLogix chassis to DH+ FactoryTalk® Linx > 5 05 e % MasbaLamgoacione

b ] 04,1756-L75, CIP_IO1

b ] 05,1756-L75, UnsclMSG

> f] 06, 1756-EN2T, 1756-EN2T/D
B 07, 1756-L85E, CIP_10

f] 08, 1756-L8SE, CIP_10

f 09, 1756-EN2TR, 1756-EN2TR/B
f] 10, 1756-L75, UnsolMSG
i
4

* Benefits:
- Eliminates the need for a PCI slot for DH+ PC Card

- Support processor shortcut with polled/solicited
data

I
B
4
>

EtherNet/IP 1784-PKTx

12, 1756-DHRIO,/C, 1756-DHRIO/C
== A, Data Highway Plus

F |

B[, 1784-KTX, PC/ISA bus to DH+, T
b ] . 1756-DHRIO/C, 1756-DHRIO/C
> f] ,1756-DHRIO/C, 1756-DHRIO/C
il 1785-L80C15, TEST22
> f] . 1756-DHRIO/C, 1756-DHRIO/C
b ] . 1756-DHRIO/C, 1756-DHRIO/C
> f] ,1756-DHRIO/D, 1756-DHRIO/D

ST, 1785-L80CLS, TEST22

b @, 1747-1543, SDEFAULT

New for ]

- Migrates another RSLinx® Classic capability to Factory Talk® Linx

FactoryTalk® Linx

« Supported on Windows PC and PanelView® Plus v12

And Hﬂc EI! PUBLIC | C ight ©2020 Rockwell Aut ti | 25 =
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. .
HART Integration

Interfacing with online HART instruments

: . ] . Studio 5000® Logix Designer
Enable Studio 5000® Logix Designer’s new HART device ‘

capabilities to interface and configure HART instruments
FactoryTalk® Linx  RSLinx”Classic

« New HART modules, FactoryTalk® Linx v6.20 and RSLinx® ‘

EtherNet/IP

Classic v4.20 present information about HART devices in
the topology view

- Requires new 5094-IF8IH and 5094-OF8IH HART
Modules

- Browse, detect and display HART instruments

) o A FrherNet4
- 1921681 34 1734 AENT, 1734 AENT/B Ethernes Adaptes
=@ 1921681 84, 5054-AENTR, S06¢ Ethemet Adapeer, 2-Port, Twisted-Pair Media, 840
=@ Backplane, 2 Slot 5094 Backplane 3
=) @ 0. 50-ADNTR, 5094 Ethernet Adapter, 2-Port, Twisted-Pair Media, 8-1/0 1
= 1, 500M- OF &S, WNMI
g a5 HART, HART 2
) 0, 3048C Ternp, HART Device
) 1. 3044C Temp, HART Devicel
B 2 3044C Ternp, HART Device 2
B 3. 3046C Ternp. HART Device 3
5 69 PCvisUSE, 17-Node USE CIP Pent 2

i Hﬂc EI! PUBLIC | C ight ©2020 Rockwell A i | e
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FTPM 2v?.?, FTL 2 Vv6.20

® [
FactoryTalk® Linx | ) Montenancesiic
Interfacing with the CIP Security Proxy Device (1783-CSP) @ - FactoryTalk®
Standalone hardware solution that provides CIP Security for a device - Policy Manager
that does not natively support CIP Security 6 OperationSuite

» Use CIP Security Proxy to interface with a device that does not originate
connections

- ControlLogix L8 controllers and FactoryTalk Linx can originate CIP Security FactoryTaI k®Linx
connections to devices behind the proxy

* Proxy connection origination future enhancement

» Target AFC Early 2021

* Provides a path forward for non-CIP Security capable products
CIP Security
| | | Proxy
FactoryTalk Linx v6.20 adds support for CIP Security Proxy device
» Browse and display information to/for a device configured behind the CIP
Proxy

* Direct to device communications using CIP security

» The proxy prevents the device from being accessed by other workstations
of equipment not defined in FactoryTalk® Policy Manager

8 Rockwell (e.9. 300, Bowermiex.Dive, SMG, 119, —

Automation



FactoryTalk® Linx
Shortcuts linked using “Network Path”

Reduced effort to relocate a server or perform
configuration restore and improves system uptime

« With FactoryTalk® Linx v6.11 and earlier, shortcuts are
bound to a device by name

- Certain scenarios resulted in manual operations to
restore shortcut operation

« FactoryTalk® Linx v6.20 adds and uses relative
based network path attribute to shortcuts

- More resilient than device names
- Device names retained for backward compatibility

- Shortcut “Verifier” dialog includes an option to
“Synchronize” device and network shortcuts and will
convert and old configuration to add the new format

"7\ Rockwell
Automaltion

FTL 2 v6.20,FTSP 2 v6.20

" G Y - Console - K Setun - ANAL/SGlobal'Sampile Data_AreaFactonyTalk Ly - a x

ul e View toox window e -5 x

He = ¥

Device Shoricuts Py

S R Netseork (THIS COMPUTER) i oy B YSRe vy | r TN T S

CPR: 9
v o Server: RNA://$Global/Sample /Data_Area/FactoryTak Linx' on 'DESKTOP-C93015J.
i 4 Shortcut path for data communication: Network Path, If the Network Path is unavailable, data communi

« Device path: EtherNet 2.E300 Overload Relay
« Network path: AB_ETH-1110.88.22.35\Backplane\8\A\192. 168.0.30
b Note: Path is assigned to Primary device [Cip Object Device].

« Device path: EtherNet 2,E300 Overload Relay

« Network path: AB_ETH-1\10.88.22.35'\Backplane\8\A\192. 168.0.30
. Note: Path is assigned to Primary device [Cip Object Device].

Full network path to device
now saved for shortcut

PUBLIC | Copyright ©2020 Rockwell Automation, Inc. 29




FactoryTalk® Linx ODVA CIP Messaging

Direct access to device data

Enables FactoryTalk® and third —party software to directly
access EtherNet/IP & CIP device data

+[E300)ClA:4: 2100, str Trnip Reset Cmd

@ +[E300)ClAcd:2:4 ulb 1
@ [E300)ClA:xO008:0: 1, ulb 2

« Use FactoryTalk® Linx v6.20 to read/write device data directly
- New “CIP Object — Class/Instance/Attribute access” shortcut type
- Use custom reference with CIA codes and type specifier
- Works with CIP Secured device

- User option to block writes FaCtO ryTaI k® |_| NX
- Available to most FactoryTalk® software and third-party software using E ot e o
FactoryTalk® Linx Gateway %ﬁ FOblect |Class/instance/Atibute Messace

[” Disable write service

» Access data in PowerFlex® drives, E300 motor protectors, SMC™ soft starts, CIP Set / Get Service
other Allen-Bradley® and third-party equipment

+ Review ODVA CIP specification, device documentation or contact vendor for
CIP message codes (similar to Logix MSG instruction)

« FactoryTalk® Linx Gateway v6.20 added a user option to block read/write and
a FactoryTalk® Security policy to control OPC UA client access

» Supported on Windows PC and PanelView Plus

Al H EI! PUBLIC | C ight ©2020 Rockwell Aut ti | 30 =
A“l'ﬂmnl'lﬂn | Copyrig ockwell Automation, Inc.



FactoryTalk® Linx

Option to close connections after data request terminate

Reduces connection issues in systems with isolated
FactoryTalk Linx data servers (e.g station-based HMIs)

» FactoryTalk Services open many CIP connections to each Logix
controller

- FactoryTalk Linx opens ~8 connections to upload the
namespace, access extended tag properties, read / write
data and monitor the controller’'s namespace for changes

- FactoryTalk Alarms and Events open ~4 connections
- Most connections held open for quicker data retrieval
- Controllers have limited connection capacity

« FactoryTalk Linx V6.20 provides option to close many
connections after a time-period where no data is requested

- Default setting keeps connections open
- New inactivity timeout 32, 64, 128, 256, 512, 1024 seconds

*Limited to FactoryTalk “Network” applications (not supported by “Local” directory or PanelView
Plus)

"7\ Rockwell
Automaltion

FTLGW 2 v6.20

I & ﬂCommunicaﬁon Setup - RNA://SGlobal/SampleApp/DatafArea/FactoryTalk Linx _

—Device Shortcuts Primary |
Add | Remove | Apply | == FactoryTalk Linx - Desktop, DESKTOP-GCOBIVD
...... « L3 -3 1789-A17, Backplane

125 EtherNet, AB_ETH-1

-, W 192.168.0.220, 1756-L85E, InstantFizz
: --- Backplane, 1736-A10/A or B
-8 PCviallSB, 17-Node USE CIP Port
-2 EtherNet, AB_ETHIP-1

-,_r,E,g EtherMet, Ethernet

|Mode: Online |N:}t Browsing

Offline Taq File | Browse... |
Shortcut Type

IConnection Inactivity Timeout (sec.)
gix Extended Tag Properties

This path is currently assigned to the selected shortcut,

& Ok I Eancell \-‘erifyl Helpl

PUBLIC | Copyright ©2020 Rockwell Automation, Inc. 31
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Demo Shortcut Editor
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FactoryTalk® Linx
Support for new Logix data-types
Allows larger values to be stored in smaller tags

to reduced Logix memory usage and improve
communications bandwidth

* Logix V32 added several new data-types
« USINT, UINT, UDINT, ULINT, LREAL
« FactoryTalk® Linx v6.20 adds support to access tags of
these types

- Support is limited to certain FactoryTalk® client
software

- FactoryTalk® Live Data test client and FactoryTalk®
Linx Gateway updated to support

"7\ Rockwell
Automaltion

FTLGW 2 v6.20

L]
Ing U4
Tay UKT
Ing Ui
Tag I0INT
Tag_LAzdl

o fcobDengne £ DFRES TS REF TR0 |

FLE EDT WIEW IEARLF  LDGE OORTHLHCATIOME  WOOLE W HDDRY  RES

T — e S SR

¢ g ol #

e e—— Fark: S bR -2 HE L s LI L 1] — ¥ ER

:m?_".x Progran Bl ma s P HuBLk = § Ferartes  &d-dn Tafdy  Samm BE TrecCsokr ek Deman Gorakeiel

Sartst - ; (R - e raretos srtonat v eviers [
s Unoga ‘idae = e Liata tpae Upecrigt ™

Lzed e 1E=H) Haz L=
Lpcdd KT

Lzzd

Lazd

N [
k=S _HH Haz o
15857 TN 1YY M e LN E o
MRS sl Flesl LizaL

i 1‘.‘."" TRETPEEE (5 Manitor Tage (P21 Tace J

Evors [ Scunch ol A gt
=crl FactoryTalk Live Data Test Client - RMA://SGlobal/Application
File Group Data View Help
Add Group... I IGroup1 vl v Active Rate (mSec): IZE'D Hemave Groupl ftem Properties I
Current Quality I Updates (/5Sec) I Run Avg.
@::[LB]Program:NewTags.Tag_LReaI le+23 Good 1{0) 0.022
@::[LS]Program:NewTags.Tag_UDINT 4204967295 Good 1(0) 0.022
l@::[LB]F’rogram:I'w.le*u\t'Tags.Tag_UINT 65535 Good 1(0) 0.022
l@::[L3]F-"rc»gram:l\let-\t'Tags.Tag_ULll\IT 18446744073709551615 Good 1(0) 0.022
l@::[LB]P‘rogram:I'\Ie*u\rTags.Tag_USII\IT 255 Good 1(0) 0.022
ltems: 5 |Pid: 11268 Elapsed: 0

Ready
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.
FactoryTalk® Linx

Alias Tag Description Pass-through / Concatenation

Greatly enhances FactoryTalk® View SE productivity by
creating parameterized reusable faceplate and objects

| - | FactoryTalk® View SE
« FactoryTalk® Linx v5.90 added the ability to read Logix Tag
Descriptions from the controller (base reference only) f

« FactoryTalk® Linx v6.10 adds option to enable description pass-
through / concatenation similar to Logix Designer

AliasTag @Description

- Root / base tag, parent or UDT member

- Combines descriptions from multiple levels to create more
complete description

- Option to disable if not desired (enabled by default) BaseTag / element / subcomponent
» FactoryTalk® Linx v6.20 adds alias tags @Description

- L7 Limited to user tags references

- L8 supports I/O and AOI alias references

And Hﬂc EI! PUBLIC | C ight ©2020 Rockwell Aut ti | 35 ==
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FTLGW 2 v6.20

FactoryTalk® Linx
New Logix Extended Tag Attributes for FactoryTalk® View SE. ME and PanelView® Plus

FactoryTalk® View SE / ME

*

FactoryTalk® View SE improved design productivity by
Inheriting display text from Logix applications

- Logix V21 introduced Extended Tag Attributes FactoryTalk® Linx

« FactoryTalk® Linx V5.90 added support for Logix Extended
Tag Properties

« FactoryTalk® Linx V6.10 added UDT Description pass-
through and improved screen load performance

. . L] [ u ®
» Logix V33 and FactoryTalk® Linx V6.20 adds new Fg%‘gggﬂgt{oﬁx'st'"g ?@?\I‘Zme r\éeLv:IbIZIlantPAX
Extended Tag Attributes for PlantPAX® process gfﬂ?rg'”ee””gun't @Scope @Library
Instructions and to obtain access to tag communication @Max @Quality  @Instruction
. @State0 @Timestamp @Area
status from Logix @Statel @URL

@Navigation

. Rockwell
i - PUBLIC | C ight ©2020 Rock
Automaltion | Copyrig ockwe



FTLGW 2 v6.20

FactoryTalk® Linx

Tag Reference Modifiers

Permits FactoryTalk® software or OPC UA Client to change how
tag referenced from FactoryTalk® Linx, enhances productivity
by eliminating controller conversion code

[ShortcutName]TagName,Modifier

« FactoryTalk® Linx v6.20 adds new tag modifiers

. “,Ctime” — Convert LINT / ULINT to a date/time string formatted - T -
as YYYY/MM/DD HH:MM:SS.SSS using the Logix time epoch :Shortcut: Ll_ntTag’Ctlme
base Shortcut]DintTag,SC4
. “ SC#” — Converts a humeric tag to ASCII string of 8bit 'Shortcut]@ Status,S1
h t i -
Selati 'Shortcut] @ Status,S2

- £,891” & “,S2” — Retrieve a tag from the Primary (S1) or
Secondary (S2) FactoryTalk Linx data server in a redundant
configuration (vs from the currently active server), valuable for
status (also functions with the FactoryTalk® Linx OPC UA
Connector)

« See FactoryTalk® Service Platform Help — “Modifiers in FactoryTalk
Linx”

-7 Rockwell
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Windows Font Scaling with FactoryTalk® Linx Shortcut Dialog

Manage FactoryTalk® Linx at any display resolution

’ Tacloaylak )-mv;m‘nn Curscle U lv‘lm.ll -;ll;lt Selugr - ANAG S Gt 1T 22 AT g Talk ey
|.§ TR Vew Tock Wedew Il - 8
3 @™
o o o o ,'cmunsmp.um,, / Ares/ y = ,_
« High resolution monitors (eg. 4K) require user to set text e (e )
i f o Do ol B = B lacturyTak Lra - Diadiiop, DESCTO P COO05S:
scaling to >100% to be able to read screen content o v
. FactoryTalk Linx shortcut dialog could only operate with [
font scaling set to 100%

Settin ':;wu LU 1800
- Forces display to a resolution that is difficult to read i s e
« FactoryTalk® Linx v6.20 reworks the dialog to support font Byt Display
Scal | ng Find a setting ol A
« Patch released for v5.90, v6.00, v6.10 and v6.11 System 100% (Recommended)
125%
- Patch: Cannot display Communication Setup dialog, | = oisplay R
FactoryTalk Linx 5.90/6.00/6.10/6.11 ;
4") Sound vanceda scaling setiings
Display resolution
[ZJ Notifications & actions
1276 x 911 ]
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https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1085791

FactoryTalk® Linx

Eliminate need for Windows Admin rights to deploy FactoryTalk® View ME application

Enhances workstation security by eliminating the need for
administrative rights to access a project

« Previously when a FactoryTalk® View ME application was opened, the
Windows User Account Control (UAC) requested administrative rights

- Caused when the MER unpacker restarted FactoryTalk® Linx to load
the network / shortcut configuration from the MER file

« FactoryTalk® Linx Version 6.20 was enhanced to eliminate the privilege
escalation

- Changed the method used to reload the configuration so
FactoryTalk® Linx did not have to be reset

- MER deploy now works with either admin or user privileges

"7\ Rockwell
Automaltion

‘W UnpackMERJIl in FactoryTalk Linx

A
Verified publisher; | Automation Inc
File origin: Hard drive on this cemputer

Show more details

To continue, enter an admin user name and password.
Administrator

'-\. SSWord

FLORATOWIN 10ENT\Administrator
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FactoryTalk® Linx

Instance 2 adds support for Logix based alarms

Reduce system cost by using fewer computers in
large applications

« FactoryTalk® Linx V6.10 added the ability to run two
Instances of the data server on a single computer

- Initially the second instance was limited to data
- Alarms and Events options were disabled

* Version 6.20 extends the second instance to support
FactoryTalk® Alarms and events

« Ensure workstation has sufficient resources

- Best practice to avoid pointing both instances at
same controllers in order minimize resource impact

"7\ Rockwell
Automaltion

FTL 2 v6.20,FTSP 2 v6.20

FactoryTalk Linx Server Properties
General Redundancy Alams and Events

Name
FactoryTalk Lirx Instance 02

Description

X

Computer hosting the Factory Talk Lirnx send

/8 | DESKTOPC33MS

Server Type:

FactoryTalk Lirx Instance(? Server

Factory Talk Linx Instancel1 Server

Factory Talk Linx Instance(2 Server

FactoryTalk Linx Server Properties

eneral  Redundancy Aams and Events

& []Enable alam and event support
Priorities
Enable server-assigned priorties
Severity Range
High

Priority Low

Urgert 751

1000
750

[250]

High 501

251

Medium
Low

Alarm and Evert History
Enable history
Database definition:

Computer name:
Database name:

Cache file path:
C:A\ProgramData*Rockwelams

Log language:

Apply

Help
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Offline Tag File C:\WsersYabuser\DesktopWMisc\Projects\InstantFizz_v32_L75.ACD Browse... |
Shartout Type Processor ;I
Logix Extended Tag Properties

A u t O m at I C D I ag n O S t I C S ™ Upload all extended tag properties [ Provide pass-through descriptions For tags

Alarms & Events

FactoryTalk® View SE display of device diagnostic information I s .Everts Notiicton Hesseges B
Euﬁ’er Timeout (min.) ' [All Alarms & Events Notification Messages
Dnly_Alarms Notification Messages
Improves detection information about device or module © B U S nofite AL AL AT
failures while eliminating the controller programming | EventTime | State | Area |ServerNome | Message | Message Code
<all= <al... L2]<al.. 2]<all D<all= D) <all» jolpt
1/14/2019 4:27... A= fLinel... FactoryTalk ... Minor Fault TO4.. CTRL_FLT 4.4 _C
» Logix v33 Automatic Diagnostics 11/14/2019 £54... A~ /Linel... FactoryTalk.. Connectionlos.. CONN_LOSS U
) ) ) ) ) 1171472019 4:54., A~ /Lingl... FactoryTalk.. Connection Los.. COMNMN_LOS5S u
- Diagnostics automatically created for all devices in IO tree 7
- Logix controller collects diagnostic events from connected E;T:”
devices and I/O and pushes event notifications to FactoryTalk  sute active andlunsuppress
Alarms and Events Area: Linel_Dat

« FactoryTalk® Alarms and Events v6.20 provides both real time and =~ Message: Major [lault T04:C34 - Pragram Falt: A timer instruction had 2 negative value for it
historic diagnostic information

- Default option when creating a FactoryTalk® Linx v6.20
shortcut

. = . _ Maintenance
« FactoryTalk® View SE V12.00 Automatic Diagnostic frame is
automatically populated with device diagnostics events ~_ Screens Alarms and Events
Connection Fault North Building rack 8 slot 3
Open Wire Channel 3 module 7 slot 5 I database

—

"7\ Rockwell
Automaltion

LGX = V33, FTLGW 2= v6.20, FTVSE = v12




FactoryTalk Linx

Local Language Support

FactoryTalk View users are able to utilize local language
versions of FactoryTalk Linx

* Previously the FactoryTalk Linx user visible content was limited to English
- Data Server Configuration
- Shortcut Configuration
- Error / warning screens
- On-line help

« Starting with V6.20 some localized FactoryTalk Linx content is included
with FactoryTalk View Studio SE / ME

- Note the standalone FactoryTalk Service Platform and FactoryTalk
Linx install is limited to English

- FactoryTalk Linx Network Browser, FactoryTalk Linx OPC UA
Connector and FactoryTalk Linx Gateway are limited to English

-7y Rockwell
Automaltion

;."-. [Qq’?'m%i——nw.’*v
.- : O & [P TP e—— e &

s & Rawas ‘ FactoryTalk Services Patform R we
N FactoryTalk Services e
Platform #8) FacroryTal W
aCtory T ol ® Services Puttorm R0 - SR 9IRS

& MDA Fac alk Service

it o

o P g o A0 ey NI BB e V] U006 s S, e ¥ ey T

FactoryTalk
Administration Console

Yes Yes

English

Chinese Yes Yes
Japanese Yes No
German Yes No
French Yes No
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.
FactoryTalk® Linx OPC UA Connector

Redundancy
Enabling communications to an OPC UA server @ OperationSuite
In a High Availability application ‘

. | { ® : \
* FactoryTalk® Linx OPC UA Connector v6.20 adds option for \ FactoryTalk® Services /
redundant operation

- Configure both connectors to a single OPC UA server or ‘ ‘ ‘ t
to different / redundant OPC UA servers Eactory Talk® Linx il Lin
- Two workstation with UA Connector provide warm L SRl ="

- Only active server delivers data
- Switches to standby when active Connector fails
o ili i I Single Primary Secondary
Ability to force swllt.chover via GUI N e At P
- 4,517 & “,S2" modifiers pull data from specific server Server Server Server

- Utilize FactoryTalk View SE sever status function and
switchover command monitor or change state

"7\ Rockwell
Automaltion

standby operation (similar to FactoryTalk® Linx)
- Tag requests simultaneously made to both Primary Secondary  Primary Secondary
[ ]
g &° v
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FactoryTalk® Linx OPC UA Connector

Redundancy Configuration

B ““'-”““"‘:‘l Crrnpair hoskirg o FadanTalk Lina OFT US Corrwran

Enable
Redundancy

N\

Tab Select Secondary

Workstation

FazzzryTalk Lime OFC U4 Conrector T = Varbarglnk Lire 1126 102 nenertne
Conscvio Sollage al C ctor S
by Connector Sehngs
rowree mnd ke
u “dwrra:
Hanageme r
pouk iy Cawrods

[[os | ook |

Secondary
Endpoint Tab

DR F it Propeiies

Secondary
e URL option

Escypusini UFL
o] Wiize the s UFL 25 privary endpainl

apc inzidirmciore 21 512 126 185 s mpinS aner

W TorvTen aing Wil seiver

Corpaina ol b FudongTob e OFC UA Zonevia

FILEARY Cirere.

e DI IR S
i Crerkpure reaolpls o n
e UALa e

i Comie Laing secondany server sven e primarny seree becores eweilable agais.

Manual _— e —
Switchover |." o S R

D CHN 1 tmrear llazureaney D bra | Lnnnwchon * e | lwhrvine=; finia Comsachon litahr
[ 0SS ramdtir il

|.C:.1rr|'r|.mﬁn1wl|wmr|ﬂ fem— .

Primary/secondary
L Status

"7\ Rockwell
Automaltion

Secondary
Certificate Tabs

Lo sty
— FE=
Eopiestin Time e Frenl bl Do P Ptk dar
sEmEME e ¥ Sk
L i
FI== )

Lamon

C 7 rogwliatn: & ooirwd i crraciod
#irdlwl i (et aPrrvaied P e

i ol el Dty cvded™ b bty Cme

T
Tl Linec 09T, WA Conmoome

Commcrn

spgiookor UH
O ST O L0 YD Tlockoael Tpc e ¥ TL e roside

Feorma
[ESRTOP-SL0ERD
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Redundant OPC UA Connector Demo
@ FactoryTalk @ OperationSuite

by ROCKWELL AUTOMATION

Redundancy Server Function Status

Drclinmal Borver status

Loacding
Starting
Ready to provide service

Hynehramizing with Active
Lynchrarmzing with Stancby

DE® DN RGNS

P‘ Rockwell : . -7\ Rockwell
l@ A“'ﬂm“'iﬂn CONFIDENTIAL | Copyright ©2019 Rockwell Automation, Inc. | 47 - A“lﬂ l'iﬂn PUBLIC | Copyright ©2020 Rockwell Automation, Inc.




FactoryTalk® View SE

Redundancy functions and command

Monitor OPC UA Connector redundancy state and force
switchover from FactoryTalk View SE screen

Cemmand Wizard Step 1 of 2

Choose a command and click Next to fill in ts parameters.
Command Categaries:

7] Most Recently Used O
-] All Commands and Macrg Switchover Switches the Active server in redundant server pair. Switchover <server path

[—]{:I System
D Tag and Database
{_] Bxtemal Applications

Functions

Function Categones Choices within Category

All FrimarpServerStatus] ServerMame ]- Current status code of the primary server L[] Muttimedia

bl ath SecondarnyS erverStatus] Serverame | - Current status code of the secondary server LTTF e

Fie T Pk Use as a
ime: Lo .

Tsg "3 Actty Log button action

SecLrity \ E Redundancy

Display value on
screen or trigger -0 Loge and Cortrol

--{_7] RecipePro+

an | m atl 0 n --{_] Mlam and Evert
W,

.

Help Cancel Mext = Finigh

-7 Rockwell
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FactoryTalk® Linx OPC UA Connector

Individual Item quality + timestamp

Improved accuracy of data delivered from an OPC UA Server

» FactoryTalk Live Data was designed to optimize data delivery, so
each group of tags shared a single quality and timestamp

- This worked well for FactoryTalk Linx since most information is

delivered as a group

- Many OPC UA servers accessed by FactoryTalk Linx OPC UA

Connector operated differently

- When one OPC UA Server item reported bad quality, up to 100 items
would return bad quality from the FactoryTalk Linx OPC UA

connector

« With v6.20 FactoryTalk Live Data and the FactoryTalk Linx OPC UA
Connector were enhanced to provide each tag its own quality and

timestamp

"7\ Rockwell
Automaltion

FTLUAC 2 v6.20

[i] FactoryTalk Live Data Test Client - RNA://SGlobal /FTViewDemo — | X
File Group Data View Help
Add Group... | Group1 - I [ Active Rate (mSec) /250 Bemove Group ltem Properties

I Current Value

Current Quality Updates (...

orl:[UAServer 01]\Server\Auditing Off
orl:[UAServer 01]\Server\ServiceLevel 255
orl:[UAServer 01T\CTT\Scalar\Scalar_Simulation\Scalar_Simulation_Boolean Off
orl:[UAServer 01\CTT\Scalar\Scalar_Simulation\Scalar_Simulation_Byte 127
orl:[UAServer 01T\NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Double -3.21667e+22
orl:[UAServer 01T\NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Enabled On
orl:[UAServer 01NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Float -1.63915e+09
orl:[UAServer 01\NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Int16 10237
orl:[UAServer 01I\NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Int32 1337985191

orl:[UAServer 01\NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Int64 869940989473,
orl:[UAServer 01TNCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Interval 1000
orl:[UAServer 01]\CTT\Scalar\Scalar_Simulation\Scalar_Simulation_SByte -93
orl:[UAServer 01]\CTT\Scalar\Scalar_Simulation\Scalar_Simulation_String Cow+ Dog Sn..
orlz[UAServer 01\NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Ulnt16 45883

orl:[UAServer 01NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_UInt32 681491890

.| Communications failure 135 ()

Communications failure 2
Communications failure 2
Communications failure 61 (0)
Communications failure 135 (0
Communications failure 135 ()
Communications failure 2
Communications failure 135 (0)
Communications failure 135 (0)
Communications failure 135 ()

Communications failure 2

Communications failure 133 (0
Communications failure 135 ()
Communications failure 135 (0)
Communications failure 135 (0)

orl:[UAServer 01T\NCTT\Scalar\Scalar_Simulation\Scalar_Simulation_Ulnt64 137906768453,

.| Communications failure 135 (0)

<

Ready ltems: 17 Pid: 16128  Elapsed: 0:00:04:11 | Y

e.g. Data from OPC UA Server prior to v6.20 — Grouj

Bl 1 tearptate 1 res i et i - TR AL i T

Fie Guuae [ula Wiew Hodp

bem D

il aaz Grrapl - b Reckes [Ee T ar.wGwy | mPizpaten

B Lirel DataiConnacion UG s D bampeiiacieg

Bt _Dals e e T {URS srna ST Saraa e e e |

B Urel _DatzéConnzsior TIGS srver DIT SemsaisMamapaceamay 7]

W irel DAl wnnesbr TS sver T [Lamsei M ama g reimag 1]

W L Dt Sl g ccATap 2]

@ Lire! Dt2iConnacion 2y

Ll (LI EY ER H H e LU AT T B N T | e lAlean Sl i _Sirmilsine_thie

B Lirc ] Dotz Tusscnver MTCTTY S ation Scalor_Sirulodo

L JRET] [RETERS alar Symelahon sl s ridsan mhe
sl Dl alar Ainclation B a_Sirulaioe Eral:kel
@ Lire] Dtads lar Sim. brton’ Soalar Sireulzans Fset
B ral als Alar S laleah Sl e _Sarmalshines ol B

W Lire_Danzs 2hap S bt Soad o _Eirdlodor w3l

smslsheniSealar Srians Il
i sl
Sk
alar S labon S s Sling
Aim b Soalon_Sivulodos Wit (&

Wt Liat
B s e
B Urel iz T
W) vl 12l s ke
L _DanzdConnesion 1]
FLirel Datasionnesize
Bt s e i
W Urel Dotz Connzsion 1

lezzsie

- n e
| cumen valie | Comem Cuaity | Upds
o Lo Tin
B Cazes 1
hEpSaprioun.  Gom 1 i
wrcedkdnperis oo 1in
g oo, Gos iom
PHEopsn . Gom 1
) [FETH EhH
iz 0 Lo
LMiEeds=T1 Lo L A
T Cuzed i0m
TSI Comd @i
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g Bk o Eoms Lol
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i Csems 10
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e
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1
b

Barrs 21 P ASEA Hlageedi (EDOCEND | o

e.g. V6.20 data from OPC UA S

erver — Individual Q
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.
FactoryTalk® Linx OPC UA Connector

Subscription rate override
e OperationSuite

Reduce amount of load placed on the system ‘
FactoryTalk® Linx
+ The FactoryTalk® Linx OPC UA connector subscribes to ~ ©FPC UA Connector

data in an OPC UA server using the rate requested by a Tag update rate override:
Facto ryTa|k® Client ] LL:E client-configured tag update
rate
. SPEED —
- FactoryTalk View SE uses the screen refresh rate LIMIT ® Requested tag update rate
. : Tag update rate ()
- In some cases this rate is faster than the OPC UA 05 -
05

server can deliver

Array a{ 1
2
e
110

« FactoryTalk Linx OPC UA Connector v6.20 now provides a
user option to define the rate for each endpoint

=,
|~!__I

- Tip: create different endpoints for normal and slow b

120

speed data (e.g. configuration settings) to balance

system loading

And Hﬂc EI! PUBLIC | C ight ©2020 Rockwell Aut ti | 50 =
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.
FactoryTalk® Linx OPC UA Connector

Expanding data access capabilities Nested tags

Permits FactoryTalk® software to directly
access more type of system data =
D atatype ancel
. ] ] INative v[ VVVVV
 The earlier FactoryTalk® Linx OPC UA Connector versions |7« e e
could access tags or structure members that had a pre- . '
defined node ID
 Version 6.20 adds support for tags defined in other tags
- “Tag.@UA_Folder” created to present the embedded sonmana
tags -

...@UA _Folder

E Roclowell
: Alll'ﬂn'ltll'iﬂn PUBLIC | Copyright ©2020 Rockwell Automation, Inc. 51 =



OPC UA Certificate Import / Signing Request

Permits use of a company
preferred certificate authority

« The FactoryTalk Linx® Gateway and FactoryTalk Linx® OPC
UA Connector provide a self signed outgoing X509 certificate

by default

« With v6.20 externally generated / signed certificates can be

more easily utilized

- Import certificate and public/private key files

- Generate a custom Certificate Signing Request (CSR)
that can be signed by an external Certificate Authority

(CE)

- Supports DER, CER, PEM, CRT, P7B, P7C, PFX and

P12 formatted files

- Incoming certificates can also be imported to pre-load a
system and streamline incoming certificate approvals

"7\ Rockwell
Automaltion

File  Halz

e Surnr Comfiguration
L0

= rhgure senes

184, Spruer Erafparinby
f Configure DAL
Serser Endeaink
Tertifunts tn e
‘LertiFicate Managemant
= v —— -
sasbgnng rectficates

File  Halz

e Surnr Comfiguration
L0

= rhgure senes

Cortificate Management

14 Spruer Eradpainb
f Conhigune DRCUE

Lertitlcte Manaqamant
B M icsiviing st
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%" Create Certificate Signing Request

Incoming Carrheass | Cutouing

FTLGW & FTLUAC 2 v6.20

Cortificate Management

Harre

-

Cartiicabe Proppearhes

dl Caracal

RNasie
cmrt figw amens ssreercsr

iiiii

iiiii

Common Mame (*): |FactoryTalk Linx Gateway
Organization:

Organization Unit:

Locality:

State:

Country:

Email:

Domain Name (*): | DESKTOP-C930J5)

o

F_'-"= Impart CertFicanes

4 |5l & ThePC s Documents
Jrganize = Mo folder

- Heme
# Quick srces

Craght

B Dekop e
& Downloads
4 Documerts o
&= Pictures

FactorgTalk Live

I
B Musc o

File marme:

B

X

- m @

Oate modifies

15275201 B 12:20

Type

Tile felda

DER Filkes (e o]

DER Files (".den ™. oo
PER Files (* parm;".cri™

el
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FTLGW 2 v6.20

FactoryTalk® Linx Gateway | |
Third-party OPC UA or DA Client

Network Station Operation

Enables FactoryTalk® Linx Gateway to operated with ‘
FactoryTalk® View SE and FactoryTalk® Historian in a “Network
Station” configuration FactoryTal K® Linx
Gateway Basic or Standard
« Initially FactoryTalk® Linx Gateway activated as “Basic” or “Station” were
limited to a “Local” FactoryTalk® directory / application
FactoryTalk®
« V6.20 adds support for “Network Station” for these activation levels Local or Network FactoryTalk® View SE
) F ] Station Application
- Supports a Network directory / application where FactoryTalk Linx
Gateway and FactoryTalk Linx are operating on the same

werS Ll FactoryTalk® Linx
* V6.20 also permits the user to choose which activation to request from the
activation server

- Simplifies the workstation setup to ensure the correct activation is FactoryTalk View Studio M
loaded o

- Previously activation file management was required

"7\ Rockwell Grie | | s
Automaltion




FactoryTalk® Linx Gateway and Data Bric

Selecting the desired activation

ge

FTLGW & FTLDB 2 v6.20

Ensures the correct functionality is enabled in large systems

with multiple installations and a centralized FactoryTalk®
Activation server

« Previously FactoryTalk® Linx Gateway and Data Bridge requested to most
functional activation available

- When using an FactoryTalk® Activation server, server startup order

Fie Help

E Configure server

could result in the different activation being used than was needed

%% FactorTalk Linw Gatewasy Configuration - Network\App

Server Configuration

- Optionally an activation configuration file could be created to force a
specific activation request

« With V6.20 both FactoryTalk® Linx Gateway and Data Bridge permit the
user to select the desired activation

- Simplifies the activations selection

- Defaults to Automatic Selection like previous versions

general settings FactoryTalk Directory Scope —
RNAJ/S Global/App Select
y UA Server Endpoints _— -
o« Configure OPCUA
Sary ’,’ g :'1, s Actvation to be utikzed:
" e ot
= Certificate Management
» Manage incoming and LUNXGW.BASIC
outgong certdicates LINXGW.STANDARD blnng A
UNXCW.OISTRIBUTED
FactoryTakk LINXGW.PROFESSIONAL
3 Disguostic Log RSOPCS.1500
;e RSOPCD.1500
RSOPCS.S000
RSOPCD.5000
RSOPCS.32000
RSOPCD.32000
RSOPCD, 70000
RSOPCO.UNLTD
s FactoryTalk Link Data Bridge
File Help
General Settings General Settings
& Configure general
setlings FactoryTalk Carectory Scope:
Select
Configurations

3 -
= Confiqure source tags

and destination tags

FactoryTalk
tl Diagnostic Log

View hstoncal
diagnaostics

Activation 1o be utilized:

Automatic Selection

Automatic Selection

LINY DATABRIDGE

| LINXGEW. FROFESSICONAL

Service Status:

"7\ Rockwell
Automaltion

PUBLIC | Copyright ©2020 Rockwell Automation, Inc.




FactoryTalk® Linx Gateway

Contiguous multi-element array read

Improved client efficiency and enhanced development
productivity

« Initially FactoryTalk® Linx Gateway was limited to accessing
scalar tags only

« With v6.20, the OPC UA interface includes abllity to read
multiple contiguous elements from an array with a single
request

- OPC UA Client must request starting and ending indexes

- Array range confirmed and appropriate error responses
provided when request exceeds array size

- Limited to Logix single dimension arrays

"7\ Rockwell
Automaltion

FTLGW 2 v6.20

W0 P A G B S I P Al

Ml Wou %

BEE [ETERnTG jooE

RS
e —
EREEED [+]- e T
n“.‘:‘,:j»"” iy ) B P e by | ::." :... =
Rhseaeckibynsliektbats (o L B Node ld: ns=2:s=[L8]Arraydim1
f':.:: | Attribute: Value
—- E I )
e Sampling Interval (ms): 1000 %
Index Range:
Liscara Uldes
A RS AT A% SR N AN AT A Sampling in Connected State [
Log Values: |
Status: Reporting
ea) 4|
0 T AT\ T I {0 111 222 [333 |444 |555)
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FactoryTalk® Linx Gateway

CIP CIA Messaging security controls

Control and track device level access by OPC UA clients
connected via FactoryTalk Linx Gateway

« FactoryTalk Linx v6.20 adds CIP Class/Instance/Attribute (CIA)
messaging capability direct to CIP / EtherNet/IP connected devices

- Useful for read / write data to PowerFlex drives, E300 Motor
protectors and other devices

« FactoryTalk Linx Gateway provides security options to limit access to this
capability

- OPC UA Endpoint anonymous read / write
- OPC UA & DA FactoryTalk security policy
- Enabled by default, user options to disable

- FactoryTalk Audit tracking if value writes initiated from OPC UA
Clients

"7\ Rockwell
Automaltion

ol

A Authentication Settings

Anocnymous

- [] Limit to read-only access

Enable read access to ClA message
Enable write access to ClA message

. FTL & FTLGW 2 v6.20

Cl4 Message Client Read Access

Cl4 Message Client Wite Access

Corfigure Security
Corfigure Security

Feature Security Properties ot

Policy Settings

=]

w Category
View Gateway Server Properties Configure Security
Modify Gateway Server Properties Configure Security
Wiew UL Server Endpoint Properties Configure Security
Remaove A Server Endpoint Corfigure Security
Add/Configure LA Server Endpoint Properties Corfigure Security
Manage Incoming U4 Certificate Corfigure Security
Wiew Outgoing UA Certificate Properties Corfigure Security
Medify Outgoing UA Certificate Properties Corfigure Security
OPC UA Client Read Access Corfigure Security
QOPC UA Client Write Access Confiqure Secur

View Gateway Server Properties

Server Configuration tab.

Set permission to determine whether users can view Server settings and status in the

Cancel Apply

Help

PUBLIC | Copyright ©2020 Rockwell Automation, Inc.
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FTLDB 2 v6.20

FactoryTalk® Linx Data Bridge

«:
».
M

Connectivity Availability Data Access
* Moves data between multiple » Included with FactoryTalk® Linx » User configurable tag groups and
FactoryTalk® sources Gateway Professional edition update rates
Allen-Bradley® control hardware e D620 * Includes time stamp and quality
enhanced to support 200K tag status tag both source and
OPC UA Servers airs) s 1ag
alls destination
S cvers * Purchase standalone « Import / export of configuration
Third-party equipment via 9355-LNXDBENE

« Enables Logix controllers to

' 2K tag pairs
KEPServer Enterprise ( g pairs) access OPC UA server data

"% Roclkwell
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. |
FactoryTalk® Linx Data Bridge

Option to disable type matching

.......

Relaxes type matching to permit exchange of more data .

« The FactoryTalk® Linx Data Bridge initially required the source and
destination tag type to have the same type o TR R

- Ensures data is directly usable in the destination without modification

- In some cases this has proven to be too strict

» V6.20 adds a user option to permit delivery of data when the source and
destination tag types do not match 7

Ensure data type consistency

- Requires recipient to perform type conversion

-7 Rockwell
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| |
RSLinx® Classic

OPC DA Connection Management Improvement

Increased system uptime

 OPC DA does not provide a method to close unneeded Client
connections to an OPC DA server

Options ? -

General DDE/OPC

¥ Log Communication Emors

« RSLinx Classic was forced to retain connections even though [ Bl ke g Eraes
. [T Use i nguage for onversations
they were orphaned by an OPC DA client e
. File Mame: I ﬂl
- Memory and threads were retained, and worst case N ‘
eXpended ¥ Enable Automatic Client Connection Cleanup
Interval fhrs): I _%

- Periodic restart required to release resources

« RSLinx® Classic v4.12 will periodically check / close orphaned
OPC DA client connections

- User selectable time period to determine how often to run the
check

(8] 4 I Cancel Apply Help
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RSLinx® Classic

Securing access to Data Monitor

 v4.12 of RSLinx Classic Lite removed access to the Data
Monitor feature

* v4.12 of RSLinx Classic Single Node, OEM and Gateway

continue to support Data Monitor but were enhanced to provide
a Security Policy to control which users can leverage the feature

» Patch released to v4.11 with similar changes

"7\ Rockwell
Automaltion

8y RsLing Classic Gateway - [RSWho - 1]

C

@2 File Edit View Communications Station DDE/OPC  Security Wind

& 4] 28] elie] ¥

W Autobeowse eie | [0 | @ | Browsing - node 1 found

=-El Workstation, DESKTOP-C330)5)
E-gg Line Gateways, Ethernet
=-&5 AB_ETH-1, Ethernet
w8 10.88.22.33, 1756-EN2TR

=

Eg..g 01, 1756-L72 LOGIXS
g 02, 1756-L85E LOGIK
il 08, 1736-08B16IA, 11
(-~ 04,1756-ENBT/A, 17
- 05 1756-DNE, 1756-
[ 06 1756-IRS1/A, 175

E 10.88.22.34 [ 192.168.0.1], 1783-MATR, 1783-NATR
B § 10.88.22.35 [192.168.0.10] 1756-ENBT/A, 1756-ENBT/A
| =B Backplane, 1756-410/4 or B

Remowve

Station Diagnostics

Configure Mew DDEOPC Topic
Data Maonitor

i 07, 1756-0B32/4, 17 onfigure Drver
m-§ 08 1756-EM Upload EDS file from device
¥ 10.88.22.35, Un ized L
Security...
For Help, Device Properties p
E [Data Table Mondtor DESKTOP-C305E0AR_ETH-1 AdBackpl. - [ ®
Tag Mame V. Radix Type Access Rights| ~
AlarmFilarConyam 0 | Decimal BooL Readivrie
AlarmLaballam 0 | Decimal BOOL Read/rite
Alarmil otorOvarHeat 1 | Decimal BoOOL Readfivrie
AlarmPapendut 0 | Decimal BOOL Bead/iVrite
AlarmiTank 1 Diclam 0 | Decimal BOOL Readfiirite
AlarmiTank2Fillam 0 | Decimal BOOL Bead/iVrite
B DspenserLine Readiirite
B3 Cusfomeriame ReadVrile
E-Partiome ReadiVriie
E+HOrdertiame ReadiWrile
- OrderQty 40000 | Decimal DINT ReadWrile
[ HMI_Mabon Read Ve
Menu_BOTO_dx 10 | Decimal DiNT ReadiVrie
Menu_00TO_H 451 | Decimal DINT Faad Ve
Manu_GOTO_POS 470 | Decimal DHNT Readirie
B MLHMI Readiirie
MotionSimCir 0 | Decimal DHNT Readiirite
B MatisnSimCnlr Readfiirite
B MotionSimCouwnt Decimal Read/iVrite
MotionSmEn 0 | Decimal DINT Readiirite
B Modor_1 Readrite
B Motor_1_1 Read/Wrile -

Status: Active
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RSLC = v4.12

RSLinx® Classic
Single Node and OEM Activations on Windows x64 bit Operating Systems

» RSLinx Classic “Single Node” and “OEM” activations are limited to OPC %" Initial Connection o x
DA Clients running on the same workstation BT @Es T @
- Certain clients would not activate on x64 bit Windows because of e oK
how COM interfaces functioned with 32 bit application Py Cancel
RSOPC Gatew -
- This required some customers to purchase the Gateway activation " Browse...
* RSLinx Classic V4.12 added a new local OPC DA interface that is Help
accessible to clients on x64 bit Windows ~ OPC DA Server Machine
@ local ¢ Remote |DESKTOP-C330JSJ

- Address a long-standing limitation

ice i ' i OPC DA Server Locale ID:  [1033
- New service is automatically installed and started when needed on erverLocae D: |

x64 bit windows
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BootP / DHCP EtherNet/IP Node Commissioning Tool

Improved robustness to bring devices online more quickly

B BootP DHCP EtherNet/IP Commissioning Tool - X
» Recent version of the tool have greatly improved its operation F”E_ To‘,'s;%%grklntﬁace
- Detect / report DHCP port conflicts [ ?deD'gH rose | Heshame
- User NIC selection vs default e
g/ aded onlinehielp
- Windows Font scaling A [erwwshame | Description
- Static button anomaly
* Improvements to v3.04 of the BooTP/DHCP Tool (released 6/19/20) Select Networknterace %
. Warn user when selected NIC is configured on different subnet fron —— — i
device (block-\RiEEITEEIEI) USRS R
- Prompt user for subnet setting R— >
- Option to change NIC selection without tool restart ol
- Reset network settings with NIC change e e
* Improvements to v3.05 of the BooTP/DHCP Tool Supret || 285 . 255 . 255 . O

Gateway: | 192 . 168 . 109 . 2

- Warning if windows firewall blocks the required port

Frimary | 192 168 . 109 . 2

Secondary |

Dramain |Iu:u:a|dnmain

Reset Defaultz | []:4 | Catcel

-7 Rockwell

A“I.umnl.inn PUBLIC | Copyright ©2020 Rockwell Automation, Inc. 65



FactoryTalk Updater™

No more wondering what you have on various PCs

Software Inventory | System Logs

MName

- FactoryTolk View Site Edition
. F.artor.}fTall-c View Studio Enter;:-ris-l.a 10.00.00...
FactoryTalk View Site Edition Senver 10000.0...
FactoryTalk View Site Edition Client 10.00.0...

+ FactoryTalk ViewPaint

+ FactoryTalk Activation

+ FactoryTalk Services

+ RSLinx Classic Lite

+ Studio 5000 Logix Designer
+ Studio 5000 View Designer
+ ControlFLASH

# Connected to Download Center

-7y Rockwell
Automaltion

@ Rockwell Software Update Notice o

FactoryTalk View Site Edition V11.00.00 is available. Click i

for more information

FactoryTalk Updater [ x
o)
inszalied Scftwane: 2 % Export Rurfrech

Installed Version Latest Version Latest Patch

10.,00.00 10000.01 Pateh Roll-up - Aug 2018

10.00.00

10.00.00

10000.00

10.00.00 Up to date

4.02.00 4.03.02

6.00.00 Up to date Patch Roll-up - Aug 2018

4.00.00 CPR 9 SR 10.0 4.00.01

31.00.00 31.00.01

4.2.00000,00035 Up to date

15.01.00 Up to date

8 N

©e 0 Ao
03 a . o
*» 8 6 ¥ O
® o

1)

At-a-Glance

* What software and version is installed on your PC

* The latest version available for software and patch
rollups

» Desktop notifications when new versions release

29)More than a PC

See software and patch rollup information for any
machine on the same network.
Compare multiple machine software inventory.

Disconnected Inventory

Collect multiple machine inventories even from
disconnected networks. Maintain visibility without all
individual machines being connected to the internet.
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KEPServer Enterprise v12

Capabilities that align with Kepware's KepserverEX v6.9.584 (released 10/30/2020)

Enabling FactoryTalk Software to interface with third-party
hardware and network protocols | o8 KePServernterprise 6 Setu —

Welcome to the

. KEPServerEnterprise 6 Setup -
Added support for Windows Server 2019 Wizard (V6.9.584.0) |

: I m proved Securlty The Setup Wizard will install KEP ServerEntemprise & on your

computer. Click Next to continue or Cancel to exit the Setup

 Stability and robustness Wizard. |
« Configuration now limited to local runtime (non-remote) |
* 64bit types for ThingWorx interface | |
« OPC DA Client new system to control group active / inactive .

« OPC UA Client expanded access to additional properties and types |

 OPC UA interface added Basic256Sha256 security Policy = —

« Torque tool driver added new devices |
» U-con driver added new CRC DCE3 (16-bit)

-7 Rockwell
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FactoryTalk® Linx v6.20 CPR9-SR12.0

Logix v33, FTView v12, PVP V12 (W/ ODVA CT16) .

Validation testing with Windows 10 1903 &1909, 10T Enterprise LTSC
v1809, Server 2019 and stop testing with Server 2008 R2 (blocked)
and Win 10 32 bit (warning)

Windows 10 Secure boot with Microsoft signed PKTX driver
RSLinx® Classic enhancements in v4.12 & v4.20
Periodically check and close orphaned OPC DA client connections

Data Monitor security policy and removed from Lite Edition -
Single Node and OEM Activation on x64 Windows

FactoryTalk® Linx
HART instrument / device browsing

New CIP Identity object attributes

Class/Instance/Attribute (CIA) Messading "

Browsing and Routing from EtherNet/IP to DH+

Retain off-line configured shortcut (Network Path)

Logix new data-types (LREAL, USINT, UINT, UDINT, ULINT)
Support for PlantPAX controllers

PlantPAX Instruction extended tag properties

Instance 2 supports FactoryTalk Alarms and Events

Localized user interface in FactoryTalk Administration Console German, French,
Japanese and Chinese and help in Chinese

. Option for FactoryTalk® Alarms and Events to collect “Automatic Device Diagnostics”
from Logix

. Eliminate need for Windows Admin rights to deploy FTView ME application

. Option to close some controller connections after data requests terminate

-7 Roclkwell

Automation

FactoryTalk® Linx Network Browser

Added driver management screen

EtherNet/IP device address configuration and statistics

Web based user interface for FactoryTalk Policy Manager and ControlFlash Plus
FT Security and Audit of configuration changes

Logix Designer defaults to FactoryTalk Linx

Browsing through CIP Security proxy (1783-CSP)

FactoryTalk® Linx Gateway

Network Station activation for Basic and Standard keys
User activation selection
Certificate import and signing request

Read Multiple scalar array items with a single request

FactoryTalk® Linx OPC UA Connector

Redundant OPC UA Connector workstations
Individual Item quality + timestamp

Access to tags defined under other tags
User configurable tag update rate override

Certificate import and signing request

FactoryTalk® Linx Data Bridge

Option to disable type matching
Capacity and performance improvements

User activation selection

KEPServer Enterprise V12.00

Kepware Version 6.09 for PC operation (not supported on PanelView® Plus)
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FactoryTalk® Linx Priorities

Ensuring FactoryTalk® Linx is the preferred communications service for Rockwell Automation

« Migrate RSLinx® < Structures « Local languages
Classic . Device « Many OPC UA

« Capacity connectivity extensions

« Performance * High availability « SECURITY

« Differentiate  PTC connectivity

e TSR

-7y Rockwell
Automation
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Rockwell

Questions

| flc-|O]in]w]o!

www.rockwellautomation.com


http://rockwellautomation.com/rockwellautomation/news/blog/overview.page
http://facebook.com/ROKAutomation
http://plus.google.com/+RockwellautomationInc/posts
http://instagram.com/rokautomation
http://linkedin.com/company/rockwell-automation/
http://twitter.com/ROKAutomation
http://youtube.com/user/ROKAutomation/home

