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expanding human possibility’
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Digital Engineering Use Cases
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Machine Prototyping Virtual Throughput Analysis Operator Training
Easily design and build the Commissioning Optimize throughput with Simulators
next generation of machines Design, test, validate, & real-time 3D simulation of Reduce risk by training your
with confidence commission machines dynamic processes workforce in a safe, virtual

before they go into service environment




Digital Twin Workflow

Mitigates risks and adds flexibility in your projects

TRADITIONAL SCHEDULE
System
Design

DIGITAL TWIN SCHEDULE
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Reduce hardware

dependencies

Reduce
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Emulate ControlLogix”
5580 Controllers

* Fully test your control codeina
safe, virtual environment

* The emulated chassis supports
up to 17 controllers

» Execute controller project as
designed without modifications

@ PUBLIC

Ethernet Connectivity

* Front port of controller
emulated

e Produce/Consume and MSGs
between emulated controllers

e (Connectto HMl or other
software with Class 3 MSGs

SDK (Public Interface)

* Interface with high fidelity
process simulators and
Operator Training Simulators
(OTS)

 High-speed data exchange
e Virtual time-scaling

 Snapshots



0 Logix Echo

Access is Similar to a Physical Controller

Configuring an emulated controller is fast

* Getthe corresponding emulator firmware kit from the PCDC

* Create emulated controller instance with appropriate
firmware revision and |P address

« Configured controllers appear in FactoryTalk® Linx software

e Create up 17 emulated controllers in one emulated chassis

@ PUBLIC

Add Controller *

Type
ControlLogix 5580 Emu...

Name Revision
MyS3Emu 33.11.00 -
IP Address
Description 192.168.1.3 -
@ FactoryTalk Logix Echo Dashbeard - O #

File View Help

% [00] PlantPAX_R5_00_Demo Apply Cance + PlantPAx_R5_00 Demo gy
0_Demo

Project:: PlantPAx_RS5_DI
7 [01] MyS1EMU

X
% [02] MyS2Emu General §,  Mode
RUN -
—_— D:h
Vendor: ) m ] O
Rockwell Automation/Allen-Bradley RUN oK 0
Type
YRE- ~ MyS1Emu
O F & 8 8 ? ~ Qv Filter
# GC63303

4 [B= FactoryTalk Linx - Desktop, GC63303
I B3 Backplane
P & Ethernet, AB_ETH-1
I &% Ethernet, AB_ETHIP-1

. Ethernet, EmulateEthernet

B [ 192.168.1.1, 9310-WED300ENT, Ernulate 5580 Controller_136_Ernul
b PR 192.168.1.2, 9310-WED300ENT, Ernulate 5580 Controller_136_Ernul
b PR 192.168.1.22, 9310-WED3D0ENT, PlantPx_R5_00_Demo




0 Logix Echo

Apply Same Project to Physical or Emulated Controller

Same Project File

No changes to the project file required. The same
project file developed for the physical controller
will download to the emulator. The I/0 tree will be
maintained, all languages and instructions
supported.

Studio 5000
Logix

Designer®
Project File

Logix Echo

Co-located

PUBLIC

Logix Echo

Remote




Logix Echo

Supported Controllers

ControlLogix” 5580 Controllers

All -E, -XT, -NSE and -P controllers

Logix Echo

Firmware version 33 or later

Catalogs

1756-L81E 1756-L82E 1756-L83E 1756-L84E 1756-L85E
1756-L81EK 1756-L82EK 1756-L83EK 1756-L84EK 1756-L85EK
1756-L81E-NSE 1756-L82E-NSE 1756-L83E-NSE 1756-L84E-NSE 1756-L85E-NSE
1756-L81EXT 1756-L82EXT 1756-L83EXT 1756-L84EXT 1756-L85EXT
1756-L81EP 1756-L83EP 1756-L85EP

Future Releases: GuardLogix® 5580, CompactLogix™ 5380 and Compact GuardLogix® 5380 Controllers
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Logix Echo

Simulate Control Code and HMI Interaction All from a Single Workstation or Distributed

PlantPAx

F8 Emulator] -Logix D

File Edit View Search Logic Commumications Tools Window Help

LW e V% %ot B Ty 0 e Ga 3
= R o 0o _
= Controllsr OK AN Path: Ethernet\192.163.1.22 R & B i x 03>

9 Energy Smarage OK

i — Y e — Step 1: create Logix application and run in Studio 5000°
T T Logix Emulate™

© Contraller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 D) Fast (100 ms)
b L FastProgram
@ Normal (250 ms)

XT100_hp_PVData

S

b L A1000_CIPN T - —
b % A1000_Demo_EM z Sty o X
b 5 A1100_Storage_EM XT100_tp_PVUncertain np_ PYncartain
b L AT100_Storage N @ Pl Properties - XTI00 File View Help
b L A1200 Hesting N
b L A1300 Drying N L) e =
b & TKTOTEM xrioo_n| | General WeEpigtms 76093955 mA DC Devices = T PlantPAx_R5_00_Demo =
l; 2 m:gﬁx PV fail check High: Scaling:
4 @ Sow 500 me) advances [00] PlantPAx_R5_00_Dem Appl; Cance ~ PlantPAx_R5 00 Demo gy @l
bt ke s = s
b E A1I00 Storage S 3 [01] MyS1EmU
b 5 A1200 Heating 5 Alarms PV quality |
P & A1300 Drying § ot % [02] MyS2Emu General -~ Mode
4 @® System (1000 ms) arameters Use input valus o .
4 1 LIB_ProcessStrategies Tag Last good PV value | - Oﬁ
USRS - m O
Rockwell Automation/Allen-Bradley RUN oK
c Jaruaey 28, 2020 L2 - :
ke Library Area 55526 PAL B v A e = w0 s
PlantbAx b & @ X o= 0% = e | e e - Mys1Emy
e ;:.u o ) ControlLogix 5580 Emulator
Objocts = Objects Objocts Objects
| Revision Mode
Dual Sensor Motiple I Mode
Analog nput Discrote nput  Analog Output  Discrete Output. 2 2
Analog lnput  Analog Input 33.11.136 REMOTE .
Name ACD Path: (] [} (]
Basic Analog Input Description
o ok 2 Analog Input Option PlantPAx_R5_00_Demo CAUsers\baprosak RUN oK |
The Pr
Use the PAI s.gm:m.;zs\‘.gwn:man + MyS2Emu @O
The PAlinstructon
Monit hannet Mode
X 708 o et d - Description: | REMOTE
dsplay units. Tank -
Fillrs PV to reduce signal noise. - @00
Monitors PV source, PV quality and PV out-of-range condition.
Overides o Py o matenance o O m O
o for o operator training RUN oK
Calcutates the PV dewation from reference, or setpoint, value: 282 <
Calculates the PV rate of change — x ® L
R S
riggers alamms on PV faike, L ation fom the reference af

T T Step 2: Existing HMI shortcut(s) will work provided the
emulated controller is at same IP as physical controller

Process

282 2.5 o T
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0 Logix Echo

Virtual SD Card Support

e FactoryTalk Logix Echo Dashboard

Support for SD Cards

File View Help

« By default, avirtual SD card is attached to a B PlantPAx_R5_00_Demo

controller (as a folder on your Windows directory) 3 [00] PlantPAx_RS_00_[igsaa
View 5D Card
 You can backup/restore projects, read/write Delete
data from the controller applications, log, just as
you would with a physical SD card in the e w
Controller. Home Share View . | L
. . ) * u : Eztpypath x '1' g:::::cr:s:‘ _
* Unlike the physical controller: TS O o TGO G g
° Firmware iS not Stored tO the Virtual SD ui <« f8504d2d-alfa-4eeb-8d3b-8b76a7d%f3b0 » Root » sd v 0 2 Searchsd
RA A [ Name - Date modified Type Size
° The CO ntent iS Stored unencrypted ::: RockwellAutomation /1072021 10:19 AM File folder
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0 Logix Echo

Studio 5000 Logix Designer® to Emulator Instance

Studio 5000 Logix Designer® can
download over Ethernet. It can also bridge
through one emulator instance connected
over Ethernet to another emulator
instance through the emulated
backplane.

o2

Studio 5000 Logix
Designer®
A

- X

Ethernet

PUBLIC



0 Logix Echo

Emulator-2-Emulator Communications

Class 1(Produce/Consume)or Class 3 (Messages)
communication between emulator instances can
be established across:

« the emulated backplane

« Ethernetusing the EtherNet/IP protocol.

PUBLIC

- X

Ethernet



0 Logix Echo

Emulator-2-HMI/Other CIP-based software

Class 3 (Messages)communication between
emulator instance and HMI/other CIP-based
software:

Over EtherNet/IP

Bridged over backplane to EtherNet/IP

- X

PUBLIC

HMI

HMI/EOI (CIP Class 3)

Ethernet



0 Logix Echo

Remote connections to Emulators

Remote instances of Studio 5000° Logix Emulate™ and HMI software can communicate with the emulator instances over

Ethernet.
« When Studio 5000 Logix Designer” is not installed on the same 0S as FactoryTalk® Logix Echo certain workflows are

disabled that depend on Logix Designer application services(that is Creating an emulator from ACD, program Download
through FactoryTalk® Logix Echo dashboard or API)

Workstation or Virtual Machine #1 Workstation or Virtual Machine #2

Designer®
0 ® L
OO O _
Dﬁ = HMI/EOI (CIP Class 3)
[] [] N
Ethernet

PUBLIC



0 Logix Echo

|P address Considerations

IP address Considerations

« Only one controller needs an IP address assigned (the rest of the controllers can be bridged to
through the Ethernet connected controller, over the backplane

 The dashboard will only present IP addresses that are configured on the workstation including
the loopback address, reserved in Windows for testing, 127.0.0.1.

« After assigning 127.0.0.1to an emulator, you can reassign the IP address to any loopback address
(127.x.x.x) on the general properties pane of the controller.

« Alternatively, if you have administrative privileges, additional IP addresses can be assigned to
your network adapters to support additional controllers on Ethernet.

Important

« Studio 5000 Logix Designer” will not allow you to use loopback addresses for the controller in the
|/0 tree, helping help prevent you from using loopback addresses for Produce/Consume
messages between emulators over Ethernet.

@ PUBLIC



0 Logix Echo

Performance - Communications

Maximum Achievable Specifications

* C(Class 1Produced/Consumed messages between emulators: 20,000 pps
 C(lass 1chassis total: 160,000 pps

« C(Class 3: 700 messages/second

« C(Class 3 chassis total: 3,700 messages/second

* Minimum RPI: 15ms

Important

« Asthe software runs as a normal user program, it can and will be interrupted by other Windows
services and processes adversely impacting performance

» Despite 99.9% of messages getting successfully transmitted/received, CIP connections will
occasionally time out due to interrupts from other Windows services

PUBLIC



0 Logix Echo

Performance - Installation Hardware Requirements

CPU - 2.2 GHz Intel Core i3 or faster processor:

At least one logical core for the 0OS

At least two logical cores for the core FactoryTalk® Logix Echo
application

At least one logical core per emulated controller instance

Additional logical cores dependent on additional software installed
on workstation

Memory - at least 8GB:

2GB for the base FactoryTalk® Logix Echo application

256MB per emulated controller instance (4.52GB for full 17 controller

emulated chassis

Additional memory for OS and other software applications

Virtual Machine Consideration

Use Intel Virtualization Technology

PUBLIC

Hardware QOptions

Device

E=Memory

I .FProcessors

=\ Hard Disk (MVMe)
(%) CDO/DVD (SATA)
USE Controller
t]1 Sound Card

éé'.: Printer

[pisplay

Summary

8 GE

4

60 GB

Auto detect
MNAT
Present
Auto detect
Present
Auto detect

Processors

Mumber of processors:

Mumber of cores per processor: | 2

s
[X]
II

Total processor cores:

Virtualization engine

Virtualize Intel VT-1/EPT or AMD-V/RVI
[Jvirtualize CPU performance counters

Virtualize IOMMU (IO memory management unit)




0 Logix Echo

Performance - Download

Note on Building the Project
« Studio 5000 Logix Designer® will build for the physical controller by default
First Download

 |f you build before connecting to the emulator, the build process will be repeated when
connecting to the emulated controller for the first time

« Subsequent downloads are typically 2x faster than on physical controllers

PUBLIC



Logix Echo i) @?@E

Simulation Connectivity Capabilities . =
View ME View SE Studio 5000 View Designer”
[ —N
Emulated Controllers (T HMI HMI/EOI (CIP Class 3)
O L 40_-;
én- -.nnEuEug ' - E :':".' I
g = v > ¥ Other Emulated Controllers
I :
Logix Echo @
Public Interface e Q_ﬁ Other Software (CIP Class 3, OPC)

Linx Gateway

1 I

External Simulations: User Application Dynamic Digital Twin Operator Training Studio 5000° Co-Simulation

* Device - Simulators Simulation s

*Machine 9, </> € |§J 6 Interfac@ = fm Inverfacs %

* Process : — e

e Plant - | |oo © ) MATLAB 4\ TWINBUILDER
(CH/.NET) emuLATESD — SSIMULINK?

@ PUBLIC



FactoryTalk® Logix Echo SDK O

Integrate FactoryTalk® Logix Echo into your own Software Applications 3¢
(C#/.NET)

Integrate all FactoryTalk® Logix Echo functionality into your
own software application. Use the SDK and API to build
applications to connect directly to controllers for simulation

and data analysis
- FactoryTalk Logix Echo SDK: SDK D X

&« G @ | file///C/Program Files (x86)/Rockwell Soft. *== IN D & HH » =

The SDK documentation kit contains:

 Detailed explanations of all APl functions and their uses FactoryTaIk LOQiX Echo &9V
with sample code A

FactoryTalk Logix Echo SDK

« NuGet package, which includes .NET Standard 2.0 SDK Documentaton SDK Documentation
. . controllerclient
assemblies that allow access to API. (Installable in any .NET Mamespaces The FactoryTalk Logix Echo SDK provides programmtic
application that Supports . N ET Standard 20) Namespace List access for 3rd party applications to manage and interact
FactoryTalk Logix Echa SDK with emulated controllers. The IServiceApiClientv1
Extensions interface exposes the functionality of the SDK. The
. RockwellAutomation factory method GetServiceApiClientv1() will return an
Two sets Of APIS' FactoryTalklLogixEcho instance of a client that implements the interface.
« Service API: Use to manage the system and to perform all Ao
. Client
the functions that can be done from the dashboard Iterfaces
« Controller API: Use to control the execution, scale time, and e

access tags in an emulated controller

@ PUBLIC



. Dynamic Digital Twin o
Emulate3D™ Integration .

.

EMULATEDSD

Introduction: A note about Free-Running vs. Co-Simulation Modes

Free-Running mode:

» By default the virtual timing model of the emulated controller tracks real-time (windows system
time) as closely as possible (to within a few milliseconds), we refer to this as ‘Free-Running mode'.

* Inthe event there are not enough computing resources to track the system time, the model will
begin skipping Continuous Task scans (and will set a fault once too many scan skips are necessary
to keep up)

FMI for Co-Simulation

« Through the API, the emulator can be switched into Co-Simulation mode using the FMI for Co-
Simulation Interface. This is an open standard interface for coupling simulation modelsin a co-
simulation environment. The data exchange between models (for example the controller model and
the plant/machine model in Emulate3D™) is restricted to discrete communication points. In the
time between, the models are solved independently from each other. A time master application (in
our case Emulate3D™) controls the data exchange between the models and the time
synchronization.

@ PUBLIC



o R . Dynamic Digital Twin @
Functional Mockup Interface for Co-Simulation .

.

EmMuUuLATE=D

Available in Emulate3D™ 2020 minor release at launch of FactoryTalk® Logix Echo

Integration using Co-Simulation and Data Exchange API

* Enables E3D model and controller model to be synchronized

» Supports time-scaling (Change between Free-running
mode and Co-Simulation mode)

« Modifying Continuous Task Fidelity (skip task scans)

Integration over Class 1or Class 3

 E3D can communicate over EtherNet/IP just like physical
controllers

PUBLIC



Emulate3D™ Integration

Dynamic Digital Twin

Available in Emulate3D™ 2020 minor release at launch of FactoryTalk® Logix Echo I
EMULATE=D
Example 1:
 E3Druns as fast as possible with
Controller in Co-Simulation mode * = B T e e e Wiy T
« Emulate3D™ reports the controller can ~B e T Al T e 1T
be scaled to ~3x e — 8o 2 Bt 4 e W0

@ PUBLIC

ContinuousT askfidelity
Controlier contnucus task fidebty. Require: server reconnection for
changes to take effect.




Emulate3D™ Integration

Available in Emulate3D™ 2020 minor release at launch of FactoryTalk® Logix Echo

Example 2:

 EmulatedD™ runs as fast as possible
with Controller in Co-Simulation mode

» Userreduces the Continuous Task
Fidelity to 10%

 EmulatedD™ reports the controller can
be scaled to ~11x-12x

@ PUBLIC

Dynamic Digital Twin

EMULATEDSD
& n - x
\range - -0
sITEE | F o B e ® b
Serect Navigoe r;: Py — e, u Bt A
o —
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Opergtor Training @
Operator Training Simulators Simulators .

High-Speed Data Exchange and Co-Simulation Interface for Integration with OTS (N
Overview
@ FactoryTalk Logix Echo Dashboard - m] x
e Useyour own or third-party party simulation tools c r—
to interact with emulated controllers to create and B (e TSR ©
. o A General Mod (B
simulate the plant responses T -
Emulated —
Benefits controllers o Fo =
* Provides dynamic, real-time responses like the B s
actual plant SEh

« Train operators in specific scenarios in a safe, fully
functioning virtual system using the actual
displays from operations

. Operator
 Develop and test new control strategies or plant Training
optimizations in a lab environment Simulator

@ PUBLIC



0 Logix Echo

Snapshot Capabilities

Snapshot Concept

Save one or more controller’s state at a specific point
in time that can latter be restored

Operator Training

Simulators
O+

4

Add Snapshot

MName:
Two Controller

Description:
A snapshot of two controllers

* Includes controller time, application tag data and
execution context

Use Cases

e Operator Training Simulators: Restore training
scenarios that are difficult or time-consuming to
recreate

« Automated Testing: Continuously recall a known
scenario for testing

@ PUBLIC

Name

Restore
Delete
Edit

Export

oshot

Select controllers to include in the snapshot:

Controller

Type Revision

| MySloto1Project | ControlLogix® 5580 Emulator | 33.11.749%

| MySlot02Emulator_EIP

ControlLogix® 5580 Emulator | 33.11.749%

Controllers:
Controller Name Type
MySlotO1Project ControlLogix® 558...
MySlotO2Emulator_EIP ControlLogix® 558...

Add

Revi...

SR

BV

5.

1
2

IP Address
127.0.0.1
192.168.0.7



@LOgix Echo o

Snapshot - What happens ,TG\I@
N—

Saving a Snapshot Snapshot

Command I

1
{ Stop Controller at
Safe Spot

A“Power Cycle Persistence Snapshot”: We take an entire
capture of the controller (static and dynamic data, like what
happens during a power down of a physical controller)

Sequence of Events

« Snapshot Command: To help prevent data integrity
issues that the controller is paused at the end of task
scanning (beginning or end of continuous task (or idle if
no continuous task)

Power Down
of controller

Snapshot saved

* The controller powers down to save dynamic and static
data

« Power up of the controller (first scan and pre-scan
skipped)

The full state is captured as a snapshot
@ PUBLIC



@LOgix Echo o

Snapshot - What happens

Restoring a Snapshot
. Restore
Replaces over existing controllers —,_I

Sequence of Events j Turns off existing

controller

* Snapshot Restore: Turns off existing controllers.
Controllers must be present in target slots of the snapshot
restore. Inconsistencies presented to the user.

Replaces
Persistence Files

 The persistence files are replaced with the files from the

snapshot
Power-up (no pre/first scan)
of controller

Snapshot Restored

I

 On power-up the controller restores and resumes user
execution, skipping first scan or pre-scan operations

* While the IP address from the snapshot will be applied to the
controller, it will not bind to the |IP address unless that [P is
present on the workstation

@ PUBLIC




0 Logix Echo

Integration with Studio 5000® Simulation Interface™

Connect

Leverage Studio 5000° Simulation Interface™ to map
tags in your emulated controller to variables in your
mathematical model for precise simulation scenarios

Supported Interfaces

 Functional Mockup Interface: Open standard for
model data exchange. Import FM| 2.0 co-
simulation compliant models in Studio 5000®
Simulation Interface™

« MATLAB with Simulink. Exchange data with
Simulink models.

 New: Import and reduced order model digital twins

@ PUBLIC

Studio 5000®
Simulation
Interface™

Studio 5000°®
Simulation

| ™
ng@e

wwwwwwwwww

TLAB 4\

"  Functiona MA
'fm. Mok U CSIMULINK

Interface

0000

TWIN BUILDER



-cho
V2

29 L@ Rockwell
Aulomation

PUBLIC « Copyright ®2021 Rockwell Automation, Inc.



Emulate GuardLogix® 5580
Controllers

* Fully test your standard and
safety control code in an
isolated, virtual environment

» Execute controller project
configured as SIL2/PId and
SIL3/PLe as designed without
modifications

Architecture & interfacing

enhancements
 Multiple chasses instancesin
one node

e Produce/Consume and MSGs
between emulated controllers
in another chassis

e Echo APlenhancements

30

PUBLIC « Copyright ®2021 Rockwell Automation, Inc.

L@ Rockwell
( Automation

Axis Test Mode

« 5580 ControlLogix® &
GuardLogix® Standard task
motion logic and CIP Motion
drive connection emulation

 Low Fidelity CIP Motion
axis/drive simulation model for

tlwec, PowerFlex® CIP Motion
drives and 5730 iTRAK®

Available

022 -Feb 2023



@ Logix Echo

Emulated GuardLogix® 5580

GuardLogix® 5580 Controller Emulation

Fully test your safety control code in a safe, virtual
environment

Execute controller project as designed without
modifications. The I/0 tree will be maintained, all
languages, instructions and task types supported

All functionalities introduced in FactoryTalk® Logix Echo V1
apply to GuardLogix® Emulator

Virtual SD Card

Emulator 2 Emulator Ethernet and Backplane

communication(Class 0/1& 3)

Snapshot - controller state save

Service and Controller API

PUBLIC « Copyright ©2021 Rockwell Automation, Inc.
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Controller Organizer v 3 X

a5

rl Controller FTEcho_GLX_3380_Emulate_Preview
<7 Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 % MainTask
P4 MainProgram
4 b SafetyProgram
<7 Parameters and Local Tags
B MainRoutine
Unscheduled
4 Muotion Groups

4 5 M1
<A
Ungrouped Axes
4 Alarm Manager
4 | Assets

Add-0On Instructions

4 Data Types
1z User-Det

1= Strings

1= Add-0On
Pl Predefin

B &k Module- Mame:*

Trends Safety PL_1

Add controller

Type
GuardLogix® 5580 Emulator

Revision
35.01.00

™. Logical Model
4 1/0 Configurati
Description:

4 B3 1736 Backpl
[ [0] 1756+

il 111736
4 Fx Ethernet
[ 1736-La

Partner available*

'@ Rockwell
( Automation

IP Address:

192 168 . 48 . 141 M

Slot:

a4

Add



@ Logix Echo

Emulated GuardLogix® 5580

All -ES -ESK controllers and safety partners

Logix Echo

Firmware version 35 or later

Catalogs
1756-L81ES 1756-L82ES 1756-L83ES 1756-L84ES 1756-L.8SP
1756-L81ESK 1756-L82ESK 1756-L83ESK 1756-L84ESK 1756-L8SPK

Future Releases: CompactLogix™ 5380 and Compact GuardLogix® 5380 Controllers

PUBLIC « Copyright ©2021 Rockwell Automation, Inc. 32 I A ngggg{_!on



@ Logix Echo

Emulated GuardLogix® 5580

Safety task

Emulation of both standard and safety tasks

Safety instructions set execution within the safety task
« Safety Add-Oninstructions support

o

Main Task

o 4

o

Periodic Task

N

o

Event Task

o 4

o

Safety Task

o 4

PUBLIC « Copyright ©2021 Rockwell Automation, Inc.
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Controller Grganizer

o °%

4 Controller FTEcho_GLX_3520_Emulate_Preview
<7 Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 7% MainTask
B L MainProgram
@S meam)
4 _L SafetyProgram
<) Parameters and Local Tags
LB MainRoutine
Unscheduled
4 Motion Groups

A M_1
B Al
Ungrouped Axes
[ Alarm Manager - )
4 Aesets Task Properties - SafetyTask

Add-On Instructions
4 Data Types
1 User-Defined

General Corfiguration | Program Schedule  Monitor

& Strings Type: Periodic
= Add-On-Defined Period: _ZD ms
B [ Predefined 7.
i Priority: 0 + (Lower number yields higher priori
B s Module-Defined ™ [T Vilds higher pririy)
Trends Watchdog: ms
M Logical Model
4 1/Q Configuration
4 B3 1756 Backplane, 1756-A
[&2 [0] 1756-L84ES FTEC
8l [1]1736-L8SP FTEch
4 3% Ethernet
[0 1756-L84ES FTEcho_
Cancel Apply Help

'@ Rockwell
( Automation



@ Logix Echo

Emulated GuardLogix® 5580

Safety levels support

 Both SIL2/PLd and SIL3/PLe safety levels are supported

Safety Partner mimicking in Echo Dashboard and API

- Chassis slot reservation
- Partner available configuration parameter

* No parallel emulation of Safety Partner module

SIL2/PLd
— |
- Ly
@ ;:I
SIL3/PLe Logix Echo
—

)

PUBLIC « Copyright ©2021 Rockwell Automation, Inc.

34

e FactoryTalk Logix Echo

File View Tools Help

Devices

« m Chassis_1
% [00] Safety_PLC_1
T [01] Safety_PLC_1Partner

m Chassis_2

m Chassis_3

.73 Rockwell
Aulfomaltion

Controller Instance:

O off
@Dn-

Partner available



@ Logix Echo @

Emulated GuardLogix® 5580

Safety signature

* Project with a safety signature can be downloaded without

Redundancy MNonvaolatile Memorny Capacity Intemet Protocol Port Corfiguration Security Alam Log

a ny mo d iﬁCat i O n (Sig natu re re ma i n S u n C h a n g ed ) General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
. . . . P Safety Application: Unlocked Safety Lock/Unlock ..
« Generation of imitated signature for training purposes
. Safety Status: Safety Task OK
(valid only for Echo controller) |
Safety Signature: Generate -

ID: FFFFFFFF... T
Date: 07/07/2022
Time: 12:54:06.377 FM Delete -

| Protect Signature in Run Mode |

Safety Signature ID X

IFFFFFFFF - FFFFFFFF - FFFFFFFF - FFFFFFFF - FFFFFFFF - FFFFFFFF - FFFFFFFF - FFFFFFFFI

T T

-
@ SIL2/PLd, SIL3/PLe

— o
— R
Logix Echo
IMITATED

SAFETY SIGNATURE
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@ Logix Echo

Emulated GuardLogix® 5580

Other safety feature supported

« Tags mapping between safety and standard tasks

* Project Online Editing

« Safety Produce/Consume communication between
emulated GuardLogix® controller instances

« Safety Virtual SD Card handling
« Safety Lock/Unlock

PUBLIC « Copyright ©2021 Rockwell Automation, Inc.

Controller Organizer

* o x

a8

4 Controller L8z5_TMP_1

abet | 307 ab.. -

b

3

oo
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0 Logix Echo

Multi-Chassis Architecture

Multi-Chassis in a Single Node (PC/VM)

» Create Multiple chassis within one FactoryTalk® Logix Echo
installation

 Emulate more complex distributed control systems
 Exceedthe limit of 17 emulated controller instances

e Manage the emulated control system architecture via Echo
Dashboard and Service API

Devices n

* Create, restore and manage the complex control systems
Snapshots W [00] Area_A_PLC_1_Safety_SIL3

| [01] Area_A_PLC_2

H [02] Area_A_PLC_3_Safety SIL2
» m Area_B_Chassis

Logix Echo H [03] Area_B_PLC_1_Safery_SIL3
» m Area_C_Chassis

T [03] Area_C_PLC_1_Safery_SIL2
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@ Logix Echo

Cross-Chassis controller connectivity scenario

Class 1(Produce/Consume)or Class 3 (Messages) communication between emulator instances in

multiple, different chassis within the single Node

Single Workstation or Virtual Machine

Ethernet

Chassis A

-l X

Chassis Z °

-l X

Aulfomaltion
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@ Logix Echo

Echo APl enhancements

64-bit applications support

 TheClient Library is modified to support the ,Any CPU"
platform - both 32-bit and 64-bit applications Z__lzl

y

« Significant improvement for simulation packages users Rmcrxy 1T
E EChOAP| |diy| SMULATESD
e—-fl - Co-Simulation
Logix Echo - Data Exchange
32-bit client
application
—1

—

84-bit client Echo AP

application

[— |

—
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@ Logix Echo

Echo APl enhancements

Client Library update

 New Client Library function for returning all user FactoryTaIk Logix Echo SDK
V2

application tags (controller and program scope tags)

 Individual bits access for integer tags (SINT, SINT, INT,...) FactoryTalk Logix Echo SDK

Service AP| Client Documentation
Controller API Client Documentation
Controller AP| Client Documentation
Cverview
Fre-reguisites

Cperating in Co-Simulation Mode

» Transfering Tag Data
Catching exceptions
Mamespaces

Classes
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0 Logix Echo

Motion Test Mode

CIP Motion Axis simulation

Build the digital twin of your assets by integrating an
emulated control system with a model

Validate and commission your motion application without
connection to hardware

Cross-controller platform feature, available for physical
and emulated controllers (ControlLogix® and GuardLogix®
5580)

Standard task motion logic, CIP Motion drive
connection

Low Fidelity CIP Motion axis/drive simulation model
Kinetix®& PowerFlex®CIP Motion drives, 5730 TRAK®

For the emulated controller, the Motion Test Mode is enabled
by default

CONFIDENTIAL « Copyright ©2021 Rockwell Automation, Inc.

Motion Test
Mode
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@ Logix Echo

The emulator is a virtual controller, used in the development, testing and simulation environments

With an emulator, you can: With an emulator, you cannot:

* Download and run logic written in any Logix language * Connectto physical I/0 devices
« Beonline with Logix Designer application, and all that « Connect motion axesto real drives
entails

 Produce/consume tags with other physical controllers
« Connect from an HMI[except for HMI Button Control
(HMIBC)]

 Produce/Consume tags with other emulators

« Uselicensed-based source protection(precompile &
encrypt)

 Emulate a true redundancy primary/secondary pair
« Use MESSAGE instructions (duplex mode)

* Usevirtual axes or/and Motion Test Mode to validate and
commission your motion applications without connection
to hardware

 Download a project configured for redundancy, although
it will always behave as a “Primary with no Partner”
(simplex mode)
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@ Logix Echo

Differences between emulated controllers and physical controllers

Communication to physical devices

License-based source protection
SD card encryption
Automatic Diagnostics

Email
USB port
Serial Number matching

PUBLIC

The emulated controller is restricted from establishing
connections to physical devices. However, the API can be
used to simulate input and output values

Not supported, must be removed before downloading the
project

Content on virtual SD card is not encrypted or digitally
signed

Only controller instance diagnostics are collected. No I/0
device diagnostics supported.

Email functionality is not supported
Not supported
Ignores serial number matching



@ Logix Echo

Differences between emulated controllers and physical controllers - Con't.

Module discovery
Motion support

Connections between controllers

Time-scaling
SNMP
Redundancy

Controller webpages

PUBLIC

Not supported.

Motion support is limited to low fidelity CIP axes simulation
(Motion Test Mode) and virtual axes and consumed
axes. Produce-consume virtual axes supported.

Produce/Consume messages work between emulated
controllers. Other I/0 modules in the I/0 Tree will show as
faulted.

Supported through the API.
Not supported

Operates only as a primary controller. High availability
reports success, but the sync. with a second
controller/support of sync modules is not available. Scan
time does not reflect redundancy impacts.

Not supported



@ Logix Echo

Differences between emulated controllers and physical controllers - Con't.

Fault dumps Fault dumps are always stored in the virtual SD card
directory, even if detached in emulated controller

properties.
Important: contents are not encrypted

HMIBC instructions HMI Button Control (HMIBC) instructions do not function (no
Class 1 connection to HMI)

GSV and SSV instructions Supports Get System Value (GSV) and Set System Value
(SSV)instructions for emulated controller instances only.
When GSV and SSV instructions target external objects, the
instructions return the result for an unconnected device.
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