FactoryTalk® Linx v6.31, FactoryTalk® Linx
Gateway v6.31, FactoryTalk® Live Data v6.31,

FactoryTalk® Data Bridge v6.31 @ Rockwell
Automaltlion
(CPR9 SR13.00)

What's NEW in Communication Software at Rockwell Automation

expanding human possibility”

@ PUBLIC




Significant v6.31 Capabilities

Released Nov 30, 2022 | Released Jan 18, 2023

@ Linx

ﬂ . J x” ‘i

@ Linx OPC UA Connector @ Linx Gateway

*PLC-5%/SLC™ Unsolicited « Methods with no arguments * Reverse connection (server
messaging « CIS Benchmark testing initiated)
* Network Browser » Custom data model for OPC UA
o “Remote Proxy” driver Companion Specifications
o LLDP display of neighbor  DDE and Excel RTD egress
information » Remote workstation proxy
o Audit device configuration services
changes « SDK — (DTL™ API)
*CIS Benchmark testing » CIS Benchmark testing
» . A . P - - -



@Linx v6.31 CPR9-SR13.00

Reducing reliance on RSLinx® Classic

Microsoft Windows

Validation with Windows 10 21H2, 22H1 and Windows 11 and
Server 2022

Kernel divers updated signatures for Windows Memory Integrity
security feature

CIS Benchmark testing for all software

FactoryTalk® Linx

Logix version 35 (includes L8 TrackedState change value)
Automatic switch to active 5015 module route
PLC-5® /SLC Unsolicited messaging for B, N & F data-files

Redundancy Module Configuration Tool v9.01.01 install on Win 10
2016 LTSB

FactoryTalk® Linx Network Browser

Device locator displays text when device does not support the
feature

Device configuration change audit messages
Device configuration LLDP neighbor information

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |
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FactoryTalk® Live Data
= Test Client option to copy tag reference ID
FactoryTalk® Linx Gateway

= Custom data model to support OPC UA Companion
Specifications

= Reverse connection (server initiated)
= Remote workstation proxy services
= SDK-DTL API access

FactoryTalk® Linx OPC UA Connector

= GUI display namespace upload progress
= Simple Methods without parameters
= Deliver data with time stamp reversion

FactoryTalk® Linx Data Bridge (FTSP refresh)
FactoryTalk® Action Manager™ (FTSP refresh)
RSLinx® Classic

= USB kernel drivers updated for Windows Core Isolation
Device Security

Roclawrell
Aultomalion



Goal: Provide guidance and best practices for securely configuring an
OT system

Target: Microsoft Operating Systems

(® cIs Benchmarks™

Strategy: Leverage CIS Benchmarks
Execution: FactoryTalk® Service Platform Win10 21H2 Level 1

https://rockwellautomation.custhelp.com/app/answers/answer_view/a id/1134588/loc/en _US

-79% Rockwell
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Linx
System release
Enabling the latest system capabilities

« FactoryTalk® Linx v6.31 tested and released with FactoryTalk® Logix
version 35

« FactoryTalk® Logix version 35 notable features
- SequenceManager™ for 5x80P controllers

- Controller Change Detection on 5x80 controllers - @TrackedState
predefine

- FLEXHA 5000™ (5015) 1/O
- Axis Test Mode
- Process instructions P_D4SD, P_nPos, P_ValveMP

- GuardLink® support

-79% Rockwell
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Linx Network Browser

More productive alternative to RSLinx® Classic “Who Browser”

@O ¥ & 8 8 ? v Qr Filter v
(i DEETORGETI ™ EDS Auto Upload
4 FactoryTalk Linx - De|
o D €9 Backplane @ Cip Security Indicators
Enhanced Capabilities 4 5 Ethemnet, AB_ETH QL
. . . 0g 0N,
» Configure Ethernet drivers in the browser > 0 108822331 ’
« Improved driver address management p E 105829 9511 3 Loa Off DESKTOP-CS3USALABUSER
* View topology and modify config while running 4 B3 5ackplane, 1756-A10/A or B
* Topology view ~200 more devices > 01.1756-L72 InstantFizz
. % t0 200% > f 02 1756-185E, IF2_DEMO
Tree zoom (60 o 10 0) > B 03, 1756-L85EP, PlantPAxMetadata
* Filter f 04, 1756-ENBT/A, 1756-ENBT/A
° AnChor VieW A ﬂ 05, 1756-DNE, 1756-DNB DeviceMet Scanner
. . . . 4 Tz A, DeviceNet
« Automatic discovery of bridged devices fl 00, 1756-DNB, 1756-DNB DeviceNet Scanner
* Windows standalone Network Browser v6.10 > R 01, 1752-L248BBE

i 06, 1756-1R6I/A, 1756-1R6I/A BEBEBB
i 07, 1756-0B32/A, 1756-0B32/A DCOUT

* CIP Security state indicator v6.11
* Device commissioning v6.20

« Security authorization, audit logging v6.20 "4 5 A, EtherNet 5, Bridge
* Web user interface component v6.20 > E] 192.168.1.20, 5069-LAGERMW, Inst:
* Locate device (Blink light-emitting diode (LED) v6.21 B 192.168.1.40, 258... PowerFlex 525

1 08, 1756-EN2TR, 1756-EN2TR/C

Device Property

ull  Device Statistics

@ Logi Designer

FILE EDIT VIEW SEARCH LOGIC | COMMURNICATIONS = TOOLS WINDOW  HELP

By & Wl || % O] 5] |9 {5 WhoAdtive BB R B
T o & [oererrReTETTRATTS :
G oK I Fath: Select Communication Software. .. * #= 0 &
%l Energy Storage 8
i mrjo MNo Controller o onne S pedipdan, L1} h
Select Communication Software *

Select the communication software you would
e o use,

() RiLino: Classic
(®) FactoryTalk Linx

e

Supported by
« Studio 5000® Launcher version 31
« Studio 5000® Logix Designer version 31

(version 33 defaults to FactoryTalk® Linx, version 34 faster download)
* PlantPAx® Process Object Config. tool v4.10.01
* PlantPAx® MPC v2.0
* ControlFLASH™ v14
* ControlFLASH™+ v1
* Connected Components Workbench™ v12
« FactoryTalk® AssetCentre v9
« FactoryTalk® Policy Manager v1.0

« FactoryTalk® Linx CommDTM v1
(v1.04.00 support for RSLIinx® Classic removed)

» PowerFlex® eHIM v1.0

_ECM- d W Delete . i i i ®
« Faster Logix 5000™ ControlFLASH™ transfers v6.21 b -F% aUSE 17N U C P s ; EDS tupu d Studio 00 Ve
- AU o o « FactoryTalk® Batch v14
« Config import/export & backup/restore v6.21 > § 09, 1756-L62, 1756-L62/B LOGIX5562 .
« Communicate to device not browsed v6.30 > @ 10.88.22.36, 1756-L8SE, 1756-L85E/B * Redundancy Module Configuration Tool (v9.00)
. , . ' P &5 Ethernat, AB_ETHIP-1 « FactorvTalk® Loaix Echo v
* Option to disable CIP Security & LLDP v6.30 4 &= Ethernet, Ethernet actory lalk™ Logix £cho
* New platforms: 5015, GuardLink® v6.30 b B=192.168.109.151, FactoryTalk Linx - Desktop, DESKTOP-C330JS) * FactoryTalk® Action Manager™ v1.00
« Connect without first browsing v6.30 b s (replaces Logix Clock Update tool)
° Remote PrOXV dr|Ver V631 Browsing - node A, EtherMet & found Zoom: 120% ° SequenceManaqerTM V200
* LLDP neighbor information display v6.31 EQCOnfigureshoncutl * More to come...
. : - Rockwvell
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 6 + =
Aulromation ETL> v6.31




Linx Network Browser

LLDP device neighbor information display

Improved network connection visibility

Link Layer Discovery Protocol (LLDP) added to ODVA EtherNet/IP
specification v1.25 effective 12/2021

- |IEEE 802 Technology
- Permits a device to detect connected neighbor devices
- Beginning March 2022, required for EtherNet/IP devices

FactoryTalk® Linx v6.30 Network Browser device configuration added
LLDP tab with option to enable/disable service

FactoryTalk® Linx v6.31 extends the LLDP capabilities

- Option to enable / disable each port to deliver LLDP information to
other devices

- Displays information for connected device for each port
- Copy / save neighbor device information
Support for LLDP is still limited

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 7

FTL=v6.31

LLDP
configuration tab

Intemet Protecol Port Configuration LLDP

Link Layer Discovery Protecel (LLOF) permits detection of connectet d device(s).

Global Configuration and Information

Info from device
connected to
each port

Enabled LLDP Data Table Object

Parameter Configuration

Enabled I P D N
Git/1 o
Gil2 =
Faift
Fa1/2 181.102.224.10 1 1756-L85E LO... 34011 34-C0-F9-FE-64-D9 Rockwell Automation. .
Fa1/3 ﬂ 90.102.224.10 1 1756-EN4TR 4.001 00-1D-9C-DC-14-18  Rockwell Automation. .
Fa1/4 107.102.224.10 2 1756-EN4TR 4001 5C-88-16-F0-3E-F8 Rockwell Automation...
Fals n
Falié
Fal7T 182.102.224 10 1 1756-L85E LO. 3401 00-1D-9C-DF-TF-C3 Rockwell Automation
Falig /]
Fa2/1
Faz2/2 ﬂ =
4 1]
:
Enable / Disable S
. . B 8 100%
outgoing LLDP info
7% Rocluvell

Auromalkion



FTL=v6.31

Linx Network Browser

Device Locator tab

Confirms that the reason device locator option is disabled

General Devlce Locator
« FactoryTalk® Linx V6.21 Added the Device Locator tab to the device w
propertles dlalog Blink (seconds)
- Uses an ODVA CIP Service to blink the LEDs of a supported device (Min=S, Defauti=3, Max=255)
- Aids in locating a specific device in the system

- Stratix® switches were the first device to support the operation,
planned for other devices

- Tab is grayed out for unsupported devices

« To reduce confusion, FactoryTalk® Linx v6.31 added description text to
the dialog and when disabled

- “Temporarily blink a device’s LEDs to help find its physical location”

- “The selected devices do not support the device locator service”

Rockwell

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 8 Aurﬁmﬂl’ion



Linx Network Browser

Device configuration change audit messages

Meet regulated system change tracking

« Previously device configuration changes made in RSLinx®
Classic of FactoryTalk® Linx were not logged

« V6.31 extends the FactoryTalk® Linx network browser to

log changes

- Informational — Diagnostic counter reset

- Audit — Device configuration changes

- Who made the change, when it was done and the old

and new values

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |
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#+ DESKTOP-6COBIVD

| Box FactoryTalk Linx - Desktop, DESKTOP-6COBIVD
b 9 1789-A17, Backplane
P &5 DFIP2P, Serial-DF1
4 Es Ethernet, AB_ETH-1

192.168.0.219, 1783-BMS10CGP,
B> ] 192.168.0.220, 1756-LBSE, L8_Te:

13-BMS10CGP Stratix 5700

gic
b [ 192.162.0.221, 1756-EN4TR, 1756-ENATR/A
b (£ 192.168.0.222, 5069-LAGERMY, 5069-LAGERMWY
b (i 192.162.0.225, 1785-L80E, RONB

P & Ethernet, AB_ETHIP-1

P & Ethernet, Ethernet

P == USB

]
Browsing - node Internal, 1789-A17/A Virtual Chassis found

& ¢ » W

FTL=v6.31

Zoom: 100%

| TiCanfigure Shon(utl

Internet Protocol Port Configuration
Port  [Enabld Link Status|, 2287 =
Faii Active 100 Mbps
Faii2 Active 100 Mbps Full
Fall3 Active 100 Mbps Full
Falld [m] 100 Mbps + Full +
Fal/s inactive [
Fallé Inactive
Fal7 Active 100 Mbps Full
Falig Active 100 Mbps Full
Giti1 Inactive
Gil2 Inactve @
=10
/ @ Q0%
4

E Untitled - FactoryTalk Diagnostics Viewer

File Wiew Help

EI=EEIER

! | :ﬂ| @ |T|rr1e | Location

Provider

| Full Mame

ﬁ 81072022 11:13:...  DESKTOP-GCOBIVD  FactoryTalk Linx

DESKTOP-6COEL..

User DESKTOP-6COBIVDA\LABUSER has opened the Device Configuration dialeg box of the device on...

ﬁ 81072022 11:17....  DESKTOP-GCOBIVD  FactoryTalk Linx ...

DESKTOP-6COEL..

The Auto Megotiate status for Port Fal/4 on the Port Configuration tab is changed from true to false...

8/10/2022 11:17....  DESKTOP-6COBIVD  FactoryTalk Linx ...

DESKTOP-6COEL..

The Selected Speed for Port Fal/4 on the Port Configuration tab is changed from Empty to 100 Mbp...

DESKTOP-6COBIVD  FactoryTalk Linx ...

DESKTOP-6COBL...

The Selected Duplex for Port Fal/4 on the Port Configuration tab is changed from Empty to Full on ...

The Selected Duplex for Port Fal/4 on the Port Configuration tab is changed from Empty to Full on device

DESKTOP-6COBIVDIAB_ETH-11192.168.0.219.

Audit Provider:  FactoryTalk Linx Network Browser

:  Operator User:
81072022 11:17:16 AM  Full Name:
DESKTOP-6COBIVD

Additional Fields -

DESKTOPR-6COBIVDA\LABUSER

MUM

9 -7\ Rockwell
Auromalkion



RSLinx" Classic

USB Kernel drivers updated for Windows Core Isolation Memory Integrity

Enhanced Windows security

Microsoft Windows 10 April 2028 updated added Core
Isolation memory integrity feature

- |solates the operating system memory
« Checks kernel driver for conformance

A couple of the RSLinx® Classic / FactoryTalk® Linx USB
drivers based for did not meet the requirement and blocked
the feature

- 1747-UIC
« SmartGuard™ 600
- Micro820® 2080-REMLCD

+ RSLinx® Classic V4.31 includes updated the drivers to _
provide compatibility i
« Updates to be included with FactoryTalk® Linx v6.40
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 10 e Rockwell

Win - Settings - Update & Security = Windows Security = Device Security = Core Isolation

& O

Windows Security

e

@
Q
A

)

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

& Device security

- ]

Security that comes built into your device. Windows Community videos

55 Core isolation

Learn more about Device security

Virtualization-based security protects the core paris of your device. Have a question?

Core isolation details

{$ Security processor

Your security processor, called the trus|
providing additional encryption for yo

Security processor details

(% Secure boot

Secure boot is on, preventing maliciouy
device starts up.

Learn more

Your device meets the requirements fqg

Get help

i . .
Incompatible drivers

Resolving incompatibilities with these drivers will
enable you to turn on Memory integrity.

Learn how to resolve problems with incompatible
drivers

ftdibus.sys
Commubox FXA291

cdiusbd.sys
E+H

ftdibus.sys
Rockwell automation

ftdibus.sys
RA

Auromalkion




FTLGW 2 v6.31

LinXx OperationSuite

Unsolicited messaging from PLC-5® and SLC™ 500

EMEFal
Dffline Tag File
Shortout Type

Unsolicited Message
IPLC—E Typed Write
[CIP Data Table Write

Event-based data deliver reduces system
overhead associated with polling

|nsolicited Message Type
Virtual DH+ Link ID
1756-DHRIC Remote Link ID

PLC-5 Typed Write
SLC Write

* Most automation system data is requested / solicited from controllers

« Previously FactoryTalk® Linx supported unsolicited messages from
Logix and using PLC-2® formatting

. Controller Message instruction sends data to FactoryTalk® Linx ===
- Unsolicited shortcut causes FactoryTalk® Linx to wait for data to
. . . 2| MSG - MG2:0: (2 Elements)
arrive from controller and delivers to client(s)
- ™  Generdl
« FactoryTalk® Linx v6.31 adds both PLC-5® and SLC™ 500 formats
Thiz PLC-5
- Individual items or multiple data elements using“,L” modifier s — o e o A i
ead Write Meassage —E':EN ata Table ress :
. Originating on Ethernet or DH+™ Contl Moo LN = e e
- Supports Bool, iNteger and Float data tables ~ Taiget Devics
. . . Data Table Address:
« Enables FactoryTalk® Linx to replace RSLinx® Classic in more MutHop: [Ng ]
applications Ethernet [IP] Address: [192.168.0.121 |

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 11 e Angfmgll%on



RSLC 2 v4.10, FTL 2 v6.30,

L7 2V30, L8 2V35

Linx FactoryTalk® Live Data

. . 7 Add Item X
@TrackedState predefined tag Test Client showing
new FactoryTalk® Linx ' = |
. . Datatype - Cancel
predefined item CTa—
. . a ¥ Active
Determine if the state of key components in a | e
. . . E- RN/ #4GIobal/s ample @F evizion =
Logix application has changed ) [
e @TotalMemDT
showr 4 | 7 Stion”
* PreViOUSIy LogiX 5000® L7 controllers added “Tracked State J_010_Dry_SeaI_Two_B0dy_212_CF ackedSlal
” . O B nan 100 02 Xmir 220 CF (\Cps e oD e
Value” with version 30 . . R 5015271 SIS e
. o o Unschedul Open Seal_Sys Xmtr_28 gm::z:t:mgﬂlfues.ze
- Scans a user-selected portion of the application to 4 &I Motion Group{ y cut cnex ISesLsys xmie 290 e v
generate a unique code o oo Ungrouped 1) cop, ctisc —
. . o, L:;ic:IMo del G Paste Ctri=V Date/Time | Advanced S| SFC Execution | Project |
« Routine |og|c Changes 4 - 10 Configurat]  Delete Delete Scpoct|  Soov vy | Aamlog |
i 4 B3 1756 Backp| Do Verify ~]
° Add-on InStrUCtlon Changes EE‘[E] 175 Cross Reference Ctrl=E Security Authority for Authentication and Authorization
- 1/0 module configuration Browse Logic..  crn- R .
Find in Logical Organizer
- Constant tag value changes print ,
« Removes application code to read the value SR
Include in Tracking Group
» Uses the value in displays or for historical change tracking Properties Alt-Enter

* RSLinx® Classic v4.10 and FactoryTalk® Linx v6.30 included a
predefined to enable data clients to read the value

AuditValue:

» Logix version 35 added this feature to L8 controllers

I OK I [ Cancel ] | Apply | [ Help

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 12 e ngmgll%on



Live Data Test Client
Copy Item ID text

Improved productivity

« FactoryTalk® Live Data tag references can be difficult to
create manually

- For example: Program scope and nested structures

« The v6.31 FactoryTalk® Live Data Test Client adds an
option to copy item IDs to the windows clipboard

- Individual item
- Multiple items simultaneously
- Copy as text or to Excel table

» Helpful for DDE, RTD and other third-party software that
needs the item IDs for data access

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |

FTSP =2 v6.31

FactoryTalk Live Data Test Client - RMNA://5Global/Sample_Emulate

— O X

File Group Data View Help
W Active Rate (mSec): I'IDDD

Bemove Gmupl ttem Properties

Add Group... I IGroup‘l vl
I Current Quality

| Current Value

| Updates (/Sec) | Run Avg. »

[tem ID
_;u[L&8]Program:Blending.Recipe.Acid 4 (Good
_;u[L8]Program:Blending.Recipe.CarbonDioxide 2 Add [tern...
8]Program:Blending.Recipe.Syrup 50
_;=[L8]Program:Blending.Recipe.Water 200
- [LE8]AlarmFillerConvlam Off
*[L8]AlarmLabellam Off
~ [L8]AlarmMotorOverHeat Off
_ i [L8]AlarmPaperOut Off
* [L8]AlarmTank1DiscJam Off
*[L8]Alarm Tank2FillJam I
*[L8IMenu_GOTO_dx i |
. [LE&]Menu_GOTO_H 46
~ [LE]Menu_GOTO_POS
~[L8]IMotionSimClr 0
~[L8]MotionSimEn

Remowve [temi(s)

[tem Active State

Read temis)
Write [temn(s)
~* Device Read

Bookl - Excel

A

File Home Insert Draw Page Lay \Formulas Data Review View Help =

D& - I

A | 8 | ¢ [I'b

0.024
0.024
0.024
0.024
0.087

Pid: 13520 A

::[L8]Program:Blending.Recipe.Acid
::[L8]Program:Blending.Recipe.CarbonDioxide
::[L8]Program:Blending.Recipe.Syrup
::[LB]Program:Blending.Recipe.Water
[L8]AlarmFillerConvlam
[Le]AlarmLabellam
[Le]AalarmMotorOverHeat
[L8]AlarmPaperCut
[L8]AlarmTank1Disclam

10 |[L8]AlarmTank2FillJam

11 |[L8]Menu_GOTO dx
[L8]Menu_GOTO H
[L8]Menu_GOTO_POS

14 |[L8]MotionSimClr

15 |[L8]MotionSimEn

00~ O LN s e P

w

—
W R
Mol il el Bl |

Sheetl | @

L ]

D]

Ed M ———+ 10m

Ready 0 Accessibility: Good to go

13 ia

Rockwell
Auromalkion



Third-party

Software

Third-party
Hardware /
Software

Services Scalable offering Data access
« Data acquisition - Classic OPC » Scaled by tag capacity, data source » Access data from controllers and CIP

DA, UA, DDE* and Excel RTD? location and other functionality hardware via FactoryTalk® Linx and
» Security - CIP Secured Logix * 500,1K, 5K, 15K, 32K, 500K, station / R TS

controllers and OPC UA security distributed? * Global namespace browse service
* High Availability — redundant « SDK / APl in standard (one device), or « Expanding capability

FactoryTalk® Linx and OPC servers Extended and above (multiple devices) = Vv6.20 array index reads

_ _ = v6.21 access lists and Logix structures

* Remote Proxy to share network * Professional Includes FactoryTalk® Linx - v6.30 array elements

CIP connection and drivers with Data Bridge! with capacity of 200K tags, = v6.31 custom data model

multiple computers? and Remote Proxy service!

Rockwell

Automation FTLGW 2v6.31

1. Not supported with Legacy FactoryTalk® Gateway activation BUBLIC | Copyriaht ©2022 Rockuwell Auomation. o, | 14 @
2. DDE and Excel RTD have lower limits T
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FactoryTalk® Linx

Free Download

Embedded 1

9355x-FTLNXGWT6xx

Basic
9355x-FTLNXGWT1xx

Standard
9355x-FTLNXGWT2xx

Extended 1
9355x-FTLNXGWT5xx

FactoryTalk® Linx Gateway

9355x-FTLNXGWT3xx (10max)
Professional ~ Multiple
9355x-FTLNXGWT4xx (10max)

FactoryTalk® Linx

Data Bridge Standard Multiple
9355x-FTLNXDB7T1xx (10max)
KEPServer Enterprise :
9301M-KSET1x S I ng I €

Initially released with v6.21

Server
Quantity

Single
Single
Single

Single

Single

Distributed Multiple

Server
type

Initially released with v6.31, not supported with discontinued FactoryTalk Gateway activation

Functional limit determined via testing
Enabled with discontinued FactoryTalk Gateway activation

Catalog Numbers and Capabilities
R

] FTLGW = v6.31
New In v6.31

Tag Quantity

FactoryTalk®
SDK / API 2 Linx
Data Bridge

Excel , | Remote
rp 2 | PPE Proxy 2

Station N/A N/A Client N/A Sold Separately
compactogk™ 500 500 N/A N/A 500 tag pairs
Station 1K 1K N/A N/A Sold Separately
Station 5K 5K 5K 4K 3 N/A Sl Sold Separately
Device
Station 15K 15K | 15K 4K 3 N/A HLllE Sold Separately
Devices
Distributed/ - Multiple
Redundant 32K 32K 32K 4K N/A Devices Sold Separately
Distributed/ o533 5ook | 40k 3  4K3  Server SLIlE 200K tag pairs
Redundant Devices
Distributed/ :
Redundant N/A N/A N/A N/A N/A N/A 2K tag pairs
Station Yes Yes N/A Yes N/A N/A N/A
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 15 T Angfmgll%on



Linx Gateway vs. RSLinx"Classic

Capability comparison summary

RSLinx"Classic | Capability RSLinx® Classic Capability
v

V] OPC DA ® Multi-user V1
V] Configure drivers
® OPC UA W/ access groups ® Witfgout reset ]
V1 DDE V1 ® High Availability M
V1 Excel RTD M M Redundant paths Mt
M1 EtherNet/IP, DH+™ V11 ® Distributed source M
Logix, PLC-5®, L Logix,.PLC-5% Data from OPC
o Solicited SLCM, Micro800:! ® DA and UA %
PLC-2°, P] C-5°, " Logix, PLC-2¢ SETVErs
SLC™ Unsolicited PL8-5®, SLC™1 Security:
CIP Enerav. CIP ® FactoryTalk®, V]
® S R o CIP and OPC UA
wl Serial DF1 Mult- ® ® FactoryTalk® Audit V]
drop/radio Modem L = 't e
ow apaci |
“Gatgvay” Computer bridging “Remot%[Proxy” ° ’ °
Good Performance Generally better?
M SDK/DTLAPI 11 _ - .
Active Mature Lifecycle status Active

1. Limitations for select Conﬁgurations PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | w Aufomation



@Linx Gateway OPC UA Reverse Connection

Enhance system securit
Firewall blocks e PG B e

OPC UA Client incoming connections initiates thg session to
Standard the client(s
Connection

Client URL

OPC UA Client
Reverse

Connection Capability

« Server initiates session request to client
» Once connected client communicates normally

Enhanced Security

* Limit access to OPC UA clients configured in
FactoryTalk® Linx Gateway

» Keep server firewall ports closed
» Endpoint security and client authentication fully supported

-79% Rockwell

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 17 Automation



Linx Gateway

Remote Proxy Service

Centralize automation system access and management

Linx on another workstation

- Bridge between business and automation networks

- Multiple client workstations share drivers configured on the Proxy

Enables FactoryTalk® Linx on multiple workstations to access an automation network using FactoryT

FTL+FTLGW 2 v6.31

File  Help

% FactoryTelk Line Gateway Configuration - NetworkSample

Advanced Settings

OPC UA Server

Advanced Settings for

Linx Proxy

Permits FactoryTalk Linx on remote workstation to browse and access networks connected to this
workstation.

Activation Status

© The FactoryTalk Linx Gateway Master 500,000 activation is used.

k Interface Card(s) (NIC(s)) in Fact,
efer to user manual for details,

h
ServerIP.. Description Incoming Sta. General Advanced

192.16821...  IntelR)82574L Giga.. (@ On @

Add Single / Multiple Driver(s):

Local Driver Name:

[Add Singte driver

- ‘ [RB_Proxy

Restrict Access Limit the remote workstation to

see this proxy = Server's IP Address or hostname:

oAl

- Design / maintenance software using the .NET Network Browser can browse and interface with

hardware bridged through the Proxy Service
(for example, FactoryTalk® Logix Designer, Connected Components Workbench™,

ControlFLASH™+, )

+ Including downstream / bridged networks

- Change the Proxy driver configuration while active

- Enables Logix Designer remote online access to Emulate5000 or FactoryTalk® Logix Echo
controller on a loopback IP address (for example, 127.0.0.1)

e Control / limit access

- FactoryTalk® Security to authorize clients to access the proxy
- Proxy Service IP address authorization

- Use FactoryTalk® Policy Manager to configure integrity and confidentiality for both server and

client computers

« More functional and secure than RSLinx® Classic Gateway

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |
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@ Listed IP Address
(O Defined by CIP Security y v Remote Driver Name
Add Delete Paste

— Ethemnet

) 1P Address

0 [oz1se21177 AB_ETH-1

oK
[ ok |[ cancet |[ appy |

@ MaintenanceSuite o DesignSuite

RSLinx” Classic

I Business Network |

@ Linx Gateway

Professional
Proxy Service

Automation Network
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Linx Gateway Professional - Remote Proxy Service

Bridging through a remote computer to access automation network / equipment

Configure the Proxy Service computer
1.
2.

3. Optionally control / authorize access

Enable Remote

% FactoryTalk Linx Gateway Configuration - Metwark\Sample

File

Help

e

fo

N7]

= Manag

Proxy service

Server Configuration
Configure server
general settings

Linx Proxy

Permits FactoryTalk Linx on rj on to browse and access networks connected to this

UA Server Endpaints waorkstation
Configure OPC UA

Server Endpoints Activation Status

Advanced Settings @ The FactoryTalk Lind “Steway Master 500,000 activation is used.
Advanced Settings for

OPC UA Server ® Enazble Linx as proxy server

Certificate Management User should select the Network Interface Card(s) (NIC(s)) in FactoryTalk Linx Network Browser to
M

e ing and permit remote user to access, refer to user manual for details.
outgoing certificates Refresh
RTD/DDE Namspace _
E"j Configure RTD/DDE Server IP... Description Incoming Sta... Information
Namespace 1092.168.21...  Intel(R) 82574L Giga.. (@ On ]
Linx Proxy " "
@ Proxy settings
. Imit remote

Linx SDK Interface 4

Manage client software
access to FactoryTalk Restrict Access Limit the re CO I I I u e rS
Linx SDK O Al

FactoryTalk
Diagnostic Log
View historical
diagnostics

(®) Listed IP Add
() Defined by CIP Security

(IP or FactoryTalk®

Add Delete Copy Paste

IP Address

0 [ 19216821177

4

ok |[ Apply |[ Cencel |[ Help |

Install and Activate FactoryTalk® Linx Gateway Professional
Enable the remote Proxy service (uses port 44818)

Enable access
to Proxy Server

G F & aaq 2
# DESKTOP-6COBIVD

4 B= FactoryTalk Linx - Desktop, DESKTOP-6COBIVD
P B3 1789-A17, Backplane

A

Point the Client computer network browser at the Proxy
1. Enable Communication to Remote Proxy option
2.

Add the driver in FactoryTalk® Linx Network Browser
and select a driver from the Remote Proxy computer
Browse using the Remote Proxy driver

X

Available Driver Types:

General

Bridged

[¥] Enable Automatic Discovel

General Advanced

Add Single / Multiple Driver(s): Local Driver Name:

[ Make Discovery Conti

v RE_Prox:
| ¥

|<-,I/

i

"—'\clcl Single driver

ed d

] Show
" Proxy-1to AB_ETH-1 on 192.168.21.163
RB_Proxy to AB_ETH-2 on 192,168.21.163

Add/configure
proxy driver

Server's IP Address or hostname:
[192.168.21.163

[] Detect and access device | ¥ Remote Driver Name

Display a warning whi Ethernet

AB_ETH-1

[¥] Enable Device Statistics

[¥] Enable Device Coenfiguration

] Enable Communications to Remote Proxy

O F & aa ? v Qr Fitter

#+ DESKTOP-6COBIVD

"=
A

P &5 Ethernet, AB_ETH-1
°. Ethernet, AB_ETH-2

b ] 10.88.22.33, 1736-EN2TR, 1756-EN2TR/B
[ 10.82.22.24[192.168.0.1], 1723-NATR, 1723-NATR

D & Ethemet, Ethernet
P s USB

b ﬂ 10.88.22.35[192.168.0.10], 1756-EM2TR, 1756-EN2TR/C 217021900

Browsing - node 10.88.22.35[192.168.0.10], 1756-EN2TR, 1756-EN  Zoom: 100%

A hFa:tnryTa\k Linx - Desktop, DESKTOR-6C0BIVD

> B9 1789-A17, Backplane

4 £ Ethernet, AB_ETH-1

A &5 Ethernet, AB_ETHIP-1

A T Ethernet, Ethernet
b B 192.168.21.163, FactoryTalk Linx - Desktg ), DESKTOP-6COBIVD

[ ok || canca || apply

88,2233, 1756-EN2TR, 1756-EN2TR/B
[ 10.82.22.34[192.168.0.11, 1783-NATR, 1783-NATR
> f] 1028.22.35[192.168.0.10], 1756-EN2TR, 1756-EN2TR/C 217021300
b & Proxy, 192.168.21,163-AB_ETH-1, Proxy-1
b s USB

1 4

Zoom: 100%

TiConfigure Shortcut|

Browsing - nede Proxy, Proxy-1 found
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Linx Gateway
DDE and Excel RTD interface

Simple way for Microsoft office tools to access
control system data

Previously FactoryTalk® Linx Gateway provided OPC DA and
UA interfaces

V6.31 added both DDE and Excel RTD interfaces
- Full access to all tags or option to limit available data
- Supported by all editions at their defined tag capacities
- Leverage “,L” modifier to obtain multiple array values
Migrate legacy software tools to FactoryTalk® Linx Gateway
Use Excel to read/write data to improve productivity
Include live automation data and charts in Microsoft Office

Only support with FactoryTalk® Linx Gateway activations
(not support using legacy FactoryTalk® Gateway activations)

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |

FTLGW 2 v6.31

File

10 BN

b3 FactoryTalk Linx Gateway Configuration - Network\demo

Help

Server Configuration opc.topy//DESKTOP-0CHIB3K:4840 @ Running
Configure server . B . .

general settings Register with Discovery Service

UA Server Endpoints DA Server

Configure OP_C UA DA Server

Server Endpoints Inhibit Stopped
Advanced Settings (@) Folders with scalar data

Advanced Settings for

OPC UA Server DA Access @)

® Only Local DA Clients
Certificate Management aral e remate DA Clis

Manage incoming and
Excel RTD Server

outgoing certificates

Excel RTD Server

FactoryTalk
t Diagnostic Log [ Inhibit @ Running
\-".lew hISt.ClI'ICa| (®) Folders with scalar data
diagnostics .
() Custom namespace
DDE Server
DDE Server
[ Inhibit @ Running
@ Folders with scalar data
) Custom namespace
sory ) [ ] o]
20 Rockwell
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.
@ Linx Gateway

Options for access to automation system data
Folders / Scalars Tag Lists Custom Namespace

All versions 2V/6.21 2\/6.31
Simple access Access Logix UDTs Reorganize / rename data
Folders for controller, scopes, Logix scalars, UDTs, arrays Custom UDTs (OPC UA only),
structures and arrays Option for array element télgts and arrays defined in the
Scalar data enumeration ateway
All data available to clients Access limited to tag groups Mapped to system data values
Logix access control OPC UA only e i epace

OPC DA/UA, DDE and RTD OPC UA, DDE and RTD

21
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Linx Gateway

Custom Data Models for OPC UA Custom Companion Specifications

Unify /standard data layout from

« FactoryTalk® Linx Gateway has expanded the forms of

data to be accessed

FTLGW 2 v6.31

Tag Instances

multiple sources

- Scalars, Arrays, Structures, user-selected lists

- Names and types all determined by the tags defined

in Logix Controllers

« FactoryTalk® Linx Gateway v6.31 provides an option to

create a custom namespace / data model

« Custom structures and items

% FactoryTalk Linx Gateway Configuration - Network\Sample

File Help

UA Server Endpoints
f Configure OPC UA
Server Endpoints

Advanced Settings
ﬁ Advanced Settings for
OPC UA Server

Certificate Managem
Manage incomin g
outgoing certifi

=

@ Configure OPC UA
Namespace

for FactoryTalk Linx

Custom UA Namespace

<

+ Create Namespace

~ @ Namespace_01

Name

Q, Filter

Data Type Mapping Descriptio

Custom UA Namespace

Remote Proxy Service
@ Proxy settings

= TypES

& MyType

+ Tagl

element_1
element_2
Element_3
- Tag2
element_1
element_2

Element_3

4

Click here to Add

Total Scalar Items: 6

MyType

Int32 [L8]_OPC_Incoming.Int32...
Float [L8]_OPC_Incoming.Float...
string [L8]_OPC_Incoming.5ting...
MyType

Int32 [L8]_OPC_Outgoing.Int32...
Float [L8]_OPC_Outgoing.Float...
string [L8]_OPC_Outgoing.Sting...

- Map to Logix data with different names

- Permits machine built for one industry to be used in

another one by rearranging the
another convention or standard

data model to support

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |

Custom type

[ apply |[ concel || Hep

Mapped data

source

https://opcfoundation.org/about/opc-technologies/opc-ua/ua-companion-specifications/
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FTLGW 2 v6.31

Linx Gateway

. — X
SDK Software Development Kit @ Linx Gateway o
et
. . Customize
Enables custom / purpose-built software to communicate to . FactonyTalk Senvices v631.00
automation devices via CIP using FactoryTalk® Linx | = fadon/aleAdiation Maneger 150000020
[ 7] FactonTalk Linx Gateway v6.31.00 0.05GB
OPC UA Local Discovery Server
« RSLinx® Classic provided an Application Program Interface (API) » O ;a"tl"“”a"‘ Lin Data Bridge v6.31.00 ® 25?22
- Enabled with the OEM or Gateway activation

- Some legacy software still uses this interface

- The only method to access certain hardware data (for example, vibration sensors)
 FactoryTalk® Linx Gateway v6.31 adds the API Third-party Software

- Standard or Extended activations for one device

- Distributed and Professional activations for multiple devices

Drive: C ¥
- Supports many of the commands from RSLinx® Classic 6246 GB free

(excludes Harmony related commands) FactoryTaIk® Linx

- Low-level interface to open a CIP connection and request CIP services D Gateway API
(Initially unable to access browser, paths from shortcuts, or tag subscriptions)

- User option to control which software can access the interface

- Standard support covers installation, setup configuration, and understanding some error
codes. Assistance developing code or debugging provided with a fee-based option.
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.
Linx OPC UA Connector

Simple Methods

Use FactoryTalk® View SE to coordinate operations in OPC UA

Servers defined using OPC companion specifications FactoryTalk® View
SE
 The FactoryTalk® Linx OPC UA Connector increased data access Tag write Tag read
capabilities with each release FactoryTalk® Linx

- Scalar, arrays, tags-in-tags, subtypes, structures and alarms UPC UA Connector
. V6_St:j.(::da:!|'-[:]/;ot|/r;|t|$ets|;:rzlrigs:zods in OPC UA Servers Method Method

° | | | u u u Start

. Creates predefined tags for method management ORC Ua Senver Response

(w/ Methods)

- Write operation or VBA from FactoryTalk® View SE to initiate methods
- Write from FactoryTalk® Live Data Test Client for testing
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Linx OPC UA Connector

Configuration screen namespace upload progress

Improved visibility to UA Connectors startup process

« The FactoryTalk® Linx OPC UA Connector uploads and saves a UA
Servers namespace

- Provides tag information for FactoryTalk® Live Data tag browser
- Faster subscription requests
- Save a cache file for faster service restart

« The UA Connector provides a set of predefined tags to confirm the
namespace upload operation

« FactoryTalk® Linx OPC UA Connector v6.31 animates the upload
information directly onto the user interface

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 25

UAServer 01 Properties
A General

Name:

e =
UAServer 0

Description (opbonal):

Endpoint URL:
opc.tep://apcnsdalmb2h62:51510/UA/ DemoServer

@ Uploading Namespace: 2729 Tag Found. 3.024718 seconds.

A Security
Security Policy:
None

Security Mode:

None

Certificate path:
C:\ProgramData'Rockwell\OpclUaConnectoriRnalaClientDataProvider\PKl

o Accept Incoming Certrficate automatically
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Linx OPC UA Connector

Data delivery with time stamp reversion

Delivers most recent data values delivered

« Initially the FactoryTalk® Linx OPC UA Connector monitors each data
item’s time stamp coming an OPC UA Server

- Value changes were delivered when a newer time was detected Last Value

Delivered

- Data with old time stamps discarded to avoid reverting to old value

- Some data would not update if UA Server’s clock adjusted backwards E—— val T1 val T2 val_T1

« FactoryTalk® Linx OPC UA Connector v6.31 updated to ignore the time V6.31+Patch val_T1 Val_T2 val_ T2
stamp and send all value changes

- Patch 1136548 Updates v6.20, v6.21 and v6.30

https://rockwellautomation.custhelp.com/app/answers/answer view/a id/1136548

-79% Rockwell
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