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FactoryTalk® Network Manager™ - Lifecycle Status

e Current Lifecycle Status: Discontinued as of January 2023

 New product license not available for sale

Software will remain available for downloading through January 2024 to support license operation

* No direct replacement, but similar features are available in other products

Device Level Ring(DLR) Faceplate - DLR topology, diagnostics and alarms
Stratix® Faceplate - switch level alarming / monitoring
FactoryTalk® AssetCentre - backup and compare Stratix® configurations

FactoryTalk® Linx, FactoryTalk® AssetCentre, ControlFLASH Plus™, third-party tools (for example, Claroty, Cisco® DNA
Center)- asset discovery and inventory

Link Layer Discovery Protocol (LLDP) neighbor tables in FactoryTalk® Linx Network Browser - mapping of connected
devices

Stratix® Automatic Diagnostics in ControlLogix® and CompactLogix™ controllers - Switch level alarming using FactoryTalk®
Alarms and Events

Third-party Network Management Software (NMS) with support for Cisco I0S-based products - various capabilities

. Rockwell
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Document Purpose

This document offers an overview of the network management features available in both Rockwell Automation
products and third-party solutions. Its purpose is to assist customers who are seeking a migration path from
FactoryTalk® Network Manager™ or who wish to implement a higher level of network management in their
environments.

» Tables in slides 3-8 show support for each feature:

. Fully supported
Vsl Partially supported / limitations apply - see a note
T Not supported

* Use hyperlinks within the table to navigate to slides with more details

. Rockwell
PUBLIC « Copyright ©2023 Rockwell Automation, Inc. : =
pyrig 3 @ Automation



Network Management Solutions

Feature FactoryTalk® Network FactoryTalk® Device Studio 5000 Cisco® DNA Cisco Claroty Enterprise
AssetCentre Device Linx Browser | Webpage Logix Center CyberVision NMS
Library Designer® AOP
Faceplates
Switch Discovery and Yes® N/A Yes?) N/A N/A Yes Yes Yes Yes
Inventory - IT protocols
(SNMP, CDP, LLDP, SSH)
Inventory Export - SNMP Yes N/A No N/A N/A Yes Yes Yes Yes
devices
Device Discovery and Yes N/A Yes N/A N/A No Yes Yes No
Inventory - CIP
Device Discovery - CIP Yes N/A Yes N/A N/A No Not3) Yes No
Backplane Bridging
Inventory Export - CIP Yes N/A Yes® N/A N/A No Yes Yes No
devices
Switch Configuration No No Yes®) Yes Yes!®) Yes!”) No No Yes!®)

1) SNMP v2 only

2) Supports LLDP discoveryin v6.31

3) Candiscover modulesin the chassis

4) Inventory export using ControlFLASH Plus™v5.0 or later
5) IP address and port state only

(6) Selected settings
(7) Selected settings usingtemplates

(
(
( (8) Capabilitiesvary by vendor
(
(
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Network Management Solutions

Feature FactoryTalk® | Network Device | FactoryTalk® | Device Studio 5000 Cisco®DNA | Cisco Claroty Enterprise

AssetCentre Library Linx Browser | Webpage Logix Center CyberVision NMS
Faceplates Designer® AOP

Topology - List of directly No No Yes® Yes?) No Yes® No No Yes

connecteddevices

Topology - Star, Ring(non- | No No No N/A N/A Yes No No Yes

DLR)or Linear for switches

Topology - DLR No Yest4) No Yest® Yest® No No No No

Topology - REP No No No Yes® No Yes No No No

Topology - PRP No No No N/A N/A No No No No

Topology - VLANs No No No N/A N/A Yes No No Yes

Topology export No No Yes? N/A N/A Yes No No Yes

(1) Requires LLDP support by connected devices

(2) LLDP or CDP neighborinformation for Stratix® switches

(3) Connected switches only
(4) Up to three rings with the same supervisor

(5) DLR participant list on a Stratix® switch (DLR supervisor)
(6) List of ring switches per REP segment
(7) LLDP neighbor table can be exported per device
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Network Management Solutions

Feature FactoryTalk® | Network Device | FactoryTalk® | Device Studio 5000 Cisco®DNA | Cisco Claroty Enterprise

AssetCentre Library Linx Browser | Webpage Logix Center CyberVision NMS

Faceplates Designer®
AQOP

Diagnostics/ Alarms - switches | No No No Yes® No Yes No No Yes
(HTTPS, SNMP, SSH)
Diagnostics/ Alarms - CIP No Yes! Yes(@ Yes® Yes No No No No
Diagnostics/ Alarms - DLR No Yes!®) Yest# Yes Yes No No No No
topology
Diagnostics/ Alarms - REP No No No Yes No Yes No No No
topology
Diagnostics/ Alarms - PTP No Yes" No Yes® Yes! No No No No
Diagnostics/ Alarms - PRP No Not®) No Yes™" Yes" No No No No
topology
Email Notifications No No No No No Yes No Yes Yes
Syslog Server No No No N/A No Yes No No Yes
NetFlow Collector No No No N/A No Yes No Yes Yes

(1) Single device view

(2) Port state and statistics: speed/duplex, counters and errors
(3) Up to three rings with the same supervisor
(4) DLR status only on EtherNet/IP™ modules

(5) Roadmap
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Network Management Solutions

with Plug-n-Play(PnP)

Feature FactoryTalk® | Network FactoryTalk® | Device Studio 5000 Logix | Cisco® DNA Cisco Claroty Enterprise

AssetCentre | Device Library | LinxBrowser | Webpage Designer® AOP Center CyberVision NMS
Faceplates

Switch Configuration Backup Yes No No Yesl? Yes Yes No No Yes

Switch Configuration Restore Nol No No Yes? Yes Yes No No Yes

Switch Configuration Compare | Yes No No Not3) No Yes No No Yes

Versions

Switch firmware update / No No No Yes? No Yes No No Yes

downgrade

Zero day switch provisioning No No No N/A N/A Yes No No No

(1) Anarchived configuration can be retrieved from the FactoryTalk® AssetCentre archive and restored using the Stratix® switch WebUIl or Device Manager

(2) Single switch

(3) Stratix®5800 and Stratix® 5200 allow comparing changes in the running configuration with the startup configuration before saving
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Network Management Solutions

Feature FactoryTalk® | Network FactoryTalk | Device Studio 5000 Cisco®DNA | Cisco Claroty Enterprise

AssetCentre | Device Library ©linx Webpage Logix Center CyberVision NMS
Faceplates Browser Designer® AOP

User role-based access Yes!) Yes() Yes!) Yes®®) Yesl) Yes Yes Yes Yes

User audit Yes!) Yes) Yes!) Yesl4) Yes) Yes Yes Yes Yes

External Authentication for Yes(?) Yes(?) Yes(?) Yesl4) Yes(?) Yes Yes Yes Yes

users

Device groups and group-based | Yes! Yes! No N/A Yes! Yes No Yes Yes

access

Integrationwith IT security tools | No No No No No Yes Yes Yes Yes

REST API for programmability No N/A No N/A No Yes Yes Yes Yes

—_— e~ — —

1) FactoryTalk® Security policies
2) FactoryTalk® Security accounts linked to Active Directory
3) Local userroles or AAA on Stratix® switches
4) Requires AAA on Stratix® switches
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FactoryTalk® AssetCentre

Overview and Resources

FactoryTalk® AssetCentre is a comprehensive solution designed to streamline the management of automation-related assets
throughout your entire facility. With minimal intervention from management or employees, this centralized platform
automates the processes of securing, managing, versioning, tracking, and generating reports on asset information. Using
FactoryTalk® AssetCentre, you can improve uptime, productivity, quality, employee safety and regulatory compliance in your
organization.

* Rockwell Automation website - FactoryTalk® AssetCentre

» FactoryTalk® AssetCentre Getting Results Guide

« FactoryTalk® AssetCentre Installation Guide

« FactoryTalk® AssetCentre Utilities User Manual

 Stratix® Disaster Recovery with FactoryTalk® AssetCentre (QA56314)

« FactoryTalk® AssetCentre Disaster Recovery Device Support (0A29309)
« FactoryTalk® AssetCentre Asset Inventory FAQs (QA31975)

* Rockwell Automation YouTube - FactoryTalk® AssetCentre playlist

. Rockwell
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https://www.rockwellautomation.com/en-us/products/software/factorytalk/maintenancesuite/assetcentre.html
https://literature.rockwellautomation.com/idc/groups/literature/documents/gr/ftac-gr002_-en-e.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/ftac-in005_-en-e.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/ftac-um001_-en-e.pdf
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/595646/loc/en_US
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/718699/loc/en_US
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/788289/loc/en_US
https://www.youtube.com/playlist?list=PL3K_BigUXJ1NLQyp5q1DEbOw16kki5JWP

FactoryTalk® AssetCentre

Discovery and Inventory using SNMP

» Use an Asset Inventory item to enable Simple Network Management Protocol (SNMP) scanning

* The Asset Inventory tool will browse the IP address range and request all available SNMP information from responding
devices.

« Configure separate inventory item for each IP range

* Only SNMP v2 is currently supported. The SNMP community string can only be set globally, not on a per-device level.
« SNMP inventory scan can be combined with the CIP scan

Scan devices using SNMP * Scandevices using SNMP
. Community string Test SNMPstring|
Scan within: (®) |P address range () IP subnet Device response timeout [msec] &0000
Start |IP address: 10 . 22 . 1 ) 4
End IP address: 10 - 22 . 1 . 14
Maximum number of hops: 1 = Unlimited hops

. Rockwell
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FactoryTalk® AssetCentre

Discovery and Inventory using SNMP

 View inventory after running a scheduled or on-demand scan

Select Asset Inventory Columns *
* Enable columns with relevant SNMP data Column Name ~
Device Name
Device Address
] | Device Identity :
0 ] ' Device Owner :
o5 Asset lnventory Firmware Revision 4 O X
. A ' Host Name
A Search Columns Undo Check In % Export Add Update igh Help Mac Address
Start Time:  1/9/2022 12:54:57 PM Model Name
. _ Model Serial
End Time: 122023 12:57:59 PM [ | Network Node Type
Result: Succeed [ | Metwork Type
Devices  Software
® Add (O Update STHNC Expand All Collapse All
Device Name Device Address Firmware Revision Host Mame Mac Address Model Mame Madel Serial Snmp Device Description
SNMP 102214 102214 15281 E PRP-RE1 F45433051E80 1783-HMSETGREGACGN FOO1241005U Cisco |05 Software, S5400..
SNMP_10.2215 102215 152(8)E PRP-RE2-OLR F45433116500 1783-HMS16TGACGR FOO13060L071 Cisco 105 Software, 55400
SNMP_102217 102217 152(8)E PRP-IES-MAT-A  F45433CE2500 1783-BMS10CGN FOO2017TOLN Cisco 105 Software, S5700..
SNMP_10.22.1.2 10.22.1.8 15.2(8)E PRP-IES-MAT-BE  E43065FEA420 1783-BM510CGN FDO1807TO28 Cisco 105 Software, S5700..
SNMP_10.22.1.11 1022111 152(8)E PRP-IES-ADT F4543315E000 1783-HMSETGEEG4CGR FDO1513009Y Cisco 105 Software, S5400..
SNMP_10.221.12 1022112 152(8)E PRP-IES-A02 E4530632D0100 1783-BMS10CGN FOO1727TOT2 Cisco 105 Software, 55700
SNMP_10.221.13 1022113 152(8)E PRP-IES-A03 E45069359C00 1783-BMS20CGP FOO1723TDAF Cisco 105 Software, S5700..
SNMP_10.221.14 10.221.14 15.2(8)E PRP-IES-Al4 F45433112400 1783-HMS16TG4CGR FDO1505U0AS Cisco 105 Software, S5400..
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FactoryTalk® AssetCentre

Discovery and Inventory using SNMP

e Export inventory in the CSV or XML format

Device Name
SNMP_10.22.1.4
SNMP_10.22.1.5
SNMP_10.22.1.7
SNMP_10.22.1.8
SNMP_10.22.1.11
SNMP_10.22.1.12
SNMP_10.22.1.13
SNMP_10.22.1.14

Device Address Firmware Host Name

10.22.1.4
10.22.1.5
10.22.1.7
10.22.1.8
10.22.1.11
10.22.1.12
10.22.1.13
10.22.1.14

15.2(8)E
15.2(8)E
15.2(3)E
15.2(3)E
15.2(3)E
15.2(8)E
15.2(8)E
15.2(8)E

PRP-RB1
PRP-RB2-DLR
PRP-IES-MNAT-A
PRP-IES-NAT-B
PRP-IES-AOL
PRP-IES-AD2
PRP-IES-AQ3
PRP-IES-AD4

Mac Address
FA5433051EE0
FA5433116500
F45433CE2500
E49069F5A480
F4543315E000
EA90658DD100
EA9069899C00
FA5433112400

Model Name

1783-HMSETGEEGACGN
1783-HMS516TGACGR
1783-BM510CGN
1783-BM510CGN
1783-HMSBTG3EG4CGR
1783-BM510CGN
1783-BM520CGP
1783-HMS516TGACGR

Maodel Serial

FDO18410090U
FDO1506U071
FDO2017TOLN
FDOL1807T028
FDO13913U09Y
FDO1727T0T2
FDO1723TOAF
FDO1905U0AS

PUBLIC « Copyright ©2023 Rockwell Automation, Inc.

—<Devices=
<ScannedLevels>1</ScannedLevels>
<DetectedDevices=8</DetectedDevices>

—Device=

Snmp Device Description
Cisco 105 Software, 55400
Cisco 105 Software, 55400
Cisco 105 Software, 55700
Cisco 105 Software, 55700
Cisco 105 Software, 55400
Cisco 105 Software, 55700
Cisco 105 Software, 55700
Cisco 105 Software, 55400

<ID=002{1039-11b8-4831-92cd-3b4fe28ddabl</ID=
<DeviceAddress=>10.22.1 4=DeviceAddress>
=DeviceName=>SNMP 10221 4=/DeviceName=
<FirmwareRevision=15 2(8)E</FirmwareRevision>
<HostName=PRP-RB1=/HostName>
<MacAddress=F45433051E80</MacAddress>
<ModelName=1783-HMSETGEEG4CGN</ModelName>
<ModelSerial=FD01841U09U</ModelSerial>
<NetworkType/>
<ProductCode=0</ProductCode>
<ProductTypeCode>0=ProductTypeCode>
—=SmmpDeviceDescription=
Cisco [0S Software, 55400 Software (55400-UNIVERSALK9-M), \
</SnmpDeviceDescription>
<SoftwareRevision>15 2(8)E</SoftwareRevision>
<CommisionDate=2/21/2023 12:00:00 AM=/CommisionDate>

=/Device>
—<Device=

<ID=054c8d59-7632-4deb-b433-Tc392fda2c26</TD=
=DeviceAddress>10.22 1 5</DeviceAddress=>
<DeviceName=SNMP_10.22 1 5=/DeviceName>
<FirmwareRevision=15 2(8)E</FirmwareRevision>
<HostName=PRP-RB2-DLE=/HostName>
<MacAddress=F45433116500</MacAddress>
<ModelName=1783-HMS16TG4CGER</ModelName>
<ModelSerial=FD01906U071</ModelSerial>
<NetworkType/=

=<ProductCode>0</ProductCode=>
<ProductTypeCode>0<Product TypeCode=

—<SnmpDeviceDescription>

Cisco [0S Software, 55400 Software (S5400-UNIVERSALK9-M), \
</SnmpDeviceDescription>
<SoftwareRevision>15 2(8)E</SoftwareRevision>
<CommisionDate=2/21/2023 12:00:00 AM</CommisionDate>
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FactoryTalk® AssetCentre

Discovery and Inventory using CIP

» Use an Asset Inventory item to enable Common Industrial Protocol (CIP) scanning
« RSLinx® Classic must be installed on the FactoryTalk® AssetCentre Agent PC
* EtherNet/IP™driver type can be used to browse the local or remote subnet

* To discover devices through the ControlLogix® backplane, CIP routing should be configured for each module in RSLinx®
Classic (specify expected IP ranges for the remote subnet)

B85 OEM_VLANED, Ethernet
] 10.17.60.11, 1783-BMS0BSGA Stratix 5700, 1783-BMS065GA Stratix 5700

) . . ) 1 OEM_VLANGBIN10.17.60.200Backplane\3\A Properties ?
Scanmng anﬂgurahgn 4 i) 10.17.60.12, 1783-LMS58 Stratix 2500, 1783-LMS8 Stratix 2500
1] 10.17.60.14, 1783-CMS10P Stratix 5200, 1783-CMS10P Strati 5200 Corfigure Browse | Advanced Browse Setings |
1] 10.17.60.16, 1783-CMS10B Stratix 5200, 1783-CMS10B Stratic 5200
Scan devices using CIP 10.17.60.20, 1756-EN2TR, 1756-EN2TR/C Specify the EtherNet/IP nodes expected to be available on this Bthemet bus:
483 Backplane, 1756-A7/A or B
Start scanning with this device: |PRP-FTACIOEM_VLANGD - 00, 1756-L735 LOGIXS573 SAFETY, OEM1_Guard Device |F Address: ~ 192.168.1.20
..... i 01, 1756-L7SP LOGIX SAFETY, 1756-L75P/B LOGIXSAFETY Subnet Mask: 355 955 255.0
Maximum scanning depth: 1 = Unlimited scanning | L f] 02 1756-EN2TR, 1736-ENZTR/C
&0 03, 1756-EN2TR, 1756-ENZTR/C Available P Addresses (244): Expscted EtherNet/IP Addressss (3):
e 192.168.1.21
_____ ﬂ 192.168.1.20, 1756-EN2TR 192 . 168 . 1 . Clear Fitters 152:1 53:1 :22
L[] 192.168.1.21, 1783-ETAP, 1783-ETAP/A 192168123
G- 192.168.1.23, 1734-AENT EtherNet/IP Adapter, 1734-AENT Ethernet Adapter 192.168.1.24
G- 192.168.1.24, 1756-ENZTR, 1756-EN2TR/C 217021800 e
..... i 04 1756-1B16IF/A, 1756-IB16IF/A 192168 127
..... [l 05 1756-0B16D/A, 1756-0B160/A DCOUTDIAG QU1 192.168.1.28
..... B 06, 1756-IFAFXOF2F/A, 1756-IFAFXOF2F/A Add > 182.168.1.23

- ] 10.17.60.30, 1769-L30ERM LOGIX5330ERM, 1769-L30ERM/A LOGIX5330ERM
- g 10.17.60.31, 1734-AENT EtherMet/IP Adapter, 1734-AENT Ethernet Adapter

. Rockwell
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FactoryTalk® AssetCentre

Discovery and Inventory using CIP

 View inventory after running a scheduled or on-demand scan

 Enable columns with relevant CIP data

PUBLIC « Copyright ©2023 Rockwell Automation, Inc.
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ol Asset Inventory O
‘5.',- Search Columns Undao Check In %Export Add Update g Help
Start Time:  2/23/2023 2:08:31 AM
End Time: 2/23/2023 2:08:56 AM
Result: Succeed
Devices  Software
®Add (O Update SYNC Expand All Collapst
Device Name Device.. Netwark.. Network... Path Product Code Product... Rewvision | Serial Numbe
= OEM_VLANED Bus EtherMet PRP-FTACIOEM_VLAMED 0
=1 1756-EN2ZTRIC 10.17.60.20 Device Unkngwn PRP-FTACIOEM_VLANE0W10.17.60.20 200 Communicat.. 11.1 00ES356D
=) Backplane (43) Bus Unknown PRP-FTACIOEM_VLANED10.17.60.200Backplane 0
1756-L735/B LOGIXESTISAFETY Device Unkngwn PRP-FTACIOEM_VLANEIWT0.17.60.20... 148 Programma.. 31.11 0DA441CA
1756-L7SP/E LOGIXSAFETY Device Unknawn PRP-FTACIOEM_VLANEDT0.17.60.20... 146 Frogramma.. 31.11 00433455
= 1756-EN2TRIC Device Unknawn PRP-FTACIOEM_VLANEIWT0.17.60.20... 200 Communicat. 11.1 ODES373F
= A(26) Bus EtherMet PRP-FTACIOEM_VLANEIWT0.17.60.20... 0
1783-ETAPIA 182168121  Device Unknawn PRP-FTACIOEM_VLANGINT0.17.60.20... 203 Communicat.. 2.2 00817094
D 5. 1734-AENT Ethernet Adapter 192.168.123  Device PRP-FTACIOEM_VLANGIV0.17.60.20... Communicat..
[ Backplane (44) Bus Unknown PRP-FTACIOEM_VLANG010.17.60.20... 0
1734-1B2 8 PT 24VDC SINK.. Device Unknown PRP-FTACIOEM_VLANEIW0.17.60.20 .. 216 General . 318 4033E51A
1724-0B8 & PT 24VDC.. Device Unkngwn PRP-FTACIOEM_VLANEIW0.17.60.20... 232 General... 318 4033710
Pointbus Pert (8) Bus DeviceMst PRP-FTACIOEM_VLANEDWT0.17.60.20... 0
=1 1756-EN2TRIC 217021500 152168124  Device Unkngwn PRP-FTACIOEM_VLANEIWT0.17.60.20... 200 Communicat. 10.7 ODCDACCE
=l Backplane (45) Bus Unknawn PRP-FTACIOEM_VLANEDT0.17.60.20... 0
1756-EN2T/B Device Unknawn PRP-FTACIOEM_VLANEIWT0.17.60.20... 166 Communicat.. 58 0DE05TEC
1756-IB16/4 DCIN Device Unknawn PRP-FTACIOEM_VLANGINT0.17.60.20... 1 7 32 005395E3
1756-0B16E/A DCOUT.. Device Unknawn PRP-FTACIOEM_VLANGIN0.17.60.20... 16 7 33 005420CE
1756-IB16IF/A Device Unknawn PRP-FTACIOEM_VLANEDN10.17.60.20... 386 7 111 O0BEEFSE
1756-0B160VA DCOUT DIAG Q01 Device Unknawn PRP-FTACIOEM_VLANEIW0.17.60.20... 4 7 32 CO0D3A83
1756-IFAFXOF2F /A Device Unknawn PRP-FTACIOEM_VLANEIN0.17.60.20... 10 10 14 00605244

Select Asset Inventory Columns

Column Name
Device Address
Device ldentity
Device Owner
Firmware Revision
Host Name
Mac Address
Model Name
Model Serial
Metwork Node Type
Metwork Type
Path
Physical Location
Product Code
Product Name
Product Type Code
Product Type
Revision
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FactoryTalk® AssetCentre

Discovery and Inventory using CIP

—SubNet>

» Export inventory in the Comma-Separated Values (CSV) or
Extensible Markup Language (XML) format

—<Bus>
<ID=>0al7c976-7091-44fd-alac-2822e53f5cef</TD=>
<DeviceName=A (26)</DeviceName>
<NetworkType=EtherNet</NetworkType>
<01dPath=PRP-FTAC!IOEM_VLAN60'10.17.60.20'Backplane'\3\A</OldPath=>
<Path=PRP-FTAC!OEM_VLANG6010.17 60 20'Backplane\3\A</Path>
<ProductCode>0</ProductCode>
<ProductTypeCode=0=ProductTypeCode>
<CommisionDate>2/23/2023 12:00:00 AM</CommisionDate>
—<SubNet>
—<Device>
<ID=e6d5aecal8-16c8-48c1-9b4b-31380badc288</TD=
<DeviceAddress>192.168.1.21</DeviceAddress>
<DeviceName=>1783-ETAP/A</DeviceName>

<NetworkType/>
Device Name Device Address  MNetwork Node T Metwork Type Path Product Code Product Type Revision Serial Number —<0ldPath>
OEM VLANGO Bus EtherNet PRE-ETAC!OEM 0 DRP-FTAC!OEM_VLANG60110.17.60.20'Backplane\31A1192.168.1.21
_ </0ldPath>
1756-EN2TR/C 10.17.60.20 Device Unknown PRP-FTAC!DOEM 200 Communications 11.1 D0E5356D —CPath:
Backplane (43) Bus Unknown PRP-FTAC!OEM ] PRP-FTAC!OEM_VLAN60'10.17.60.20'Backplane'3'A\192.168.1.21
1756-L735/B LOGIXS5735AFETY Device Unknown PRP-FTAC!OEM 143 Programmable Lc 31.11 00A441CA </Path=
A | <ProductCode=>203</ProductCode>
1756-L75P/B LOGIXSAFETY Device Unknown PRP-FTACIOEM 146 Programmable Lc 31.11 00A33455 <ProductName>1783-ETAP</ProductName>
1756-EN2TR/C Device Unknown PRP-FTAC!OEM 200 Communications 11.1 O0ES373F <ProductTypeCode>12</ProductTypeCode>
A(26) Bus EtherNet DRE-FTACIOEM 0 <ProductType~Communications Adapter</ProductType>
5 o <Revision>2 2</Revision>
1783-ETAP/A 192.168.1.21 Device Unknown PRP-FTAC!OEM 203 Communications 2.2 00817094 <SerialNumber=0081709A</SerialNumber>
1734-AENT Ethernet Adapter 192.168.1.23 Device Unknown PRP-FTAC!OEM 108 Communications 3.12 4034FCFO <VendorId>Rockwell Automation/Allen-Bradley</Vendorld=
i , . p .
Backplane (44) Bus Unknown PRP-ETACIOEM 0 ﬂJ];E,;(-)i1c11;>r:usn:vrll)alte?>2r“23n2023 12:00:00 AM</CommisionDate>
1734-1B8 8 PT 24VDC SINK IN Device Unknown PRP-FTAC!OEM 216 General Purpose 3.18 4033E91A —<Device>
1734-OB8 8 PT 24VDC SOURCE OUT Device Unknown PRP-FTAC!OEM 232 General Purpose 3.18 40337210 <£D>?29:;:b2-3?13512-4136%-1933;{;1392332:150<fm>
<Device. ress> - A 2s<=Devices ress>
i i . I
Pointbus Port (6) Bus DeviceNet  |PRP-FTACIOEM 0 <DeviceName=>1734-AENT Ethernet Adapter</DeviceName>
1734-1B8 8 PT 24VDC SINK IN Device Unknown PRP-FTAC!OEM 216 General Purpose 3.18 4033E91A <NetworkType/>
1734-0OB8 8 PT 24VDC SOURCE OUT Device Unknown PRP-FTAC!OEM 232 General Purpose 3.18 40337210 —=OldPath>
) L DEP-FTAC!OEM_VLAN60'10.17.60.20'Backplane'3'\A\192.168.1.23
1756-EN2TR/C 217021900 192.168.1.24 Device Unknown PRP-FTACIOEM 200 Communications 10.7 00CDACCE </OldPath>
—Path>
PRP-FTAC!OEM_VLANG60'10.17.60.20'Backplane'3\A\192.168.1.23
</Path>

<ProductCode>108</ProductCode>

<ProductName>1734-AENT EtherNet/TP Adapter</ProductName>
<ProductTypeCode>12</ProductTypeCode>
<ProductType>Communications Adapter</ProductType>
<Revision>3.12</Revision>
<SerialNumber>4034FCF0</SerialNumber>
<Vendorld>Rockwell Automation/Allen-Bradley</VendorId>
<CommisionDate=2/23/2023 12:00:00 AM=</CommisionDate>
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FactoryTalk® AssetCentre

Stratix® Switch Backup

« Add Stratix® switches as asset type to archive

« Stratix®8000/5400/5700 (FactoryTalk® AssetCentre v9.0 or
later)

 Stratix® 5800 (FactoryTalk® AssetCentre v10.0 or later)

* Add manually or from the Asset Inventory
» Configure Secure Shell (SSH) connection details

» Create a Backup or Backup and Compare schedules

PUBLIC « Copyright ©2023 Rockwell Automation, Inc. 16

Select Asset Type to Add Stratix Switch Add - b4 =
‘ e ReeE = J_ﬂ Stratix Backup Test
Parent Asset: |Stratix Backup Test e ' =z | pot [z | =5 55400
g = el Becaip & Connection type: (® SSH O Telnet |- SMDD_BECKIJD
% gﬂmomn Robot User name: | d | El ﬂ SEFDD
B Panciiow Plus Possword: [ | 8 _S5700 Backup
----- ﬁ PLC-5 Processor Enable Password: [~~~ |
%] PowerFlex Drive Test Connection
----- * Remote Computer
; Cancel Hel
-4 Siemens 57 Processor = =
fﬂ SLC 500 Processor
" ----- B Stratix Switch

@ Rorkowen .



FactoryTalk® AssetCentre

Stratix® Switch Archive

|7 scheduies [ togs " arenive [EEE e

Check Out &) Checkin [ UndoCheckOut @p Unblock Workflow [ Get @ Mewlabel @ Removelabel  Exportfor PCDC

e Stratix® Startup B 5400 Backu
configuration and other sae Theders heckedn,
files are saved in the Descripion. [Rgert Addd
arChiVG [ Store |atest version only

[] Maximum number of versions 200 H& Save
° Sp@lelelleS depend On the Current version total: 2 Total disk usage: 1 MB
g Hist
switch platform o |Lobeks
Range Fitter Get Version
- A t o b (®) Most recent 100 records (®) Versionelated activities . :
master version can be o e o 5] o AT o =
d i t d Promote
g Version Time Action User Comments
2 Today, 2:43 PM Added new version FactoryTalk Ser...  AgentController: PRP-FTAC Schedule: 55400 Backup Test. Software Version: 55400 Software (S5400-UNIVERSALKS-M), Version 15.2(8)E, F
1 Today, 10:50 AM Created binder FactoryTalk Ser...  Software Version: 55400 Software (S5400-UNIVERSALKS-M), Version 15.2(8)E, RELEASE SOFTWARE fc3)
£
Cortert  Fitters
MName & | Modified Size
|| 55400_Backup config.text 212772023 2:43:58 PM 20850
‘ dir.dat 2272023 105038 AW 0
vlan.dat 212772023 10:50:39 AM - 576

73 Rockwell
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FactoryTalk® AssetCentre

Stratix® Switch backup comparison

* Versions can be compared side by side to see differences
» Detailed compare available for text files only

« Athird-party compare tool must be configured for necessary file extensionsin Tools - Options

#4 RA Compare — O *

Left AssetCentre/FTAC Tests/Stratix Backup Test/S5700/55700_Backup - Version 3 Right AssetCentre/FTAC Tests/Stratix Backup Test/35700/55700_Backup - Version 2

Left Madified Size Right Medified Size
- 3 2/28/2023 6:30:02 AM 16388 * ‘ D config.text 2/28/2023 6:30:03 AM 16235
Ddlr.dat EEZSJEDEB ﬁ:3D:D2 AM f'l. ] —_— ™ o .. 2227072 R2NAN2 ARA n
@ WinMerge - [config.text x 2]
[Avlan.dat BRI B R, & File Edit View Merge Tools Plugins Window Help

D-B-d-va B 2R LT/ BAIXF|d ¢ b4 D@ MKkk D @-| @
(& config.textx 2

Location Pane % C:\AssetCentre\Archive\e17fe713-e284-4ab9-a518-d558f816907a\55700_Backup'config.text = CM\AssetCentre\Archive\ab024334-5073-4422-80c0-79a867eab57M\55700_Backup\config.text
! !
interface FastEthernetl/7 interface FastEthernetl/7
description Loop test description Loop test
switchport access wlan 221 switchport access wlan 221
switchport mode access switchport mode access

switchport port-security aging type inactivity
switchport port-security

load-interval 30 load-interval 30

srr—queue bandwidth share 1 19 40 40 srr-queue bandwidth share 1 195 40 40
priority-gueue out priority-queue out

no cdp enable mls gos trust dscp

macro description ab-ethernetip macro description ab-multiport-device
alarm profile ab-alarm alarm profile ab-alarm

spanning-tree portfast edge spanning-tree portfast edge
spanning-tree bpdufilter enable spanning-tree bpdufilter enable
spanning-tree bpduguard disable spanning-tree bpduguard disable
service-policy input CIP-PTP-Traffic service-policy input CIP-PTP-Traffic

. Rockwell
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FactoryTalk® AssetCentre

Additional features (not available in FactoryTalk® Network Manager™)

» Asset Lifecycle status
« Backup and Compare for controllers and other device types

. Rockwell
PUBLIC « Copyright ©2023 Rockwell Automation, Inc. : =
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FactoryTalk® View Faceplates

Network Device Library - Overview

» Faceplates are simple graphic displays that can be added into a FactoryTalk® View Site Edition,
FactoryTalk® Machine Edition or a PanelView™ 5000 application

» Faceplates provide real-time data from a network device or a topology on a single screen in an
organized manner, with preconfigured status and diagnostic displays

» Network Device Library package can be downloaded for free from the Rockwell Automation Product
Compatibility and Download Center (PCDC):

https://compatibility.rockwellautomation.com/Pages/MultiProductDownload.aspx

Metwork Device Library The MNetwork Device Library is a tested, documented, and life @ Metwork Device Library  12.02.00 k3
cycle managed object library. The Device Library provides pre-
configured status and diagnostic HMI faceplates for Stratix®
Switches and Device Level Ring (DLR) networks. HMWI faceplates
are provided for FactoryTalk View ME, FactoryTalk View SE and
Studio 5000 View Designer. Studio 5000 Application Code
Manager Switch Module objects and Stratix®/DLR instructions
are included. Supports Stratix® 2500/5400/5410/5700/5800

switch families. (Accessones/Engineerng Librares)

. Rockwell
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FactoryTalk® View Faceplates NehworDeiceL by V120200 -

Network Device Library - Components Name

Application Example
ApplicationCodeManagerLibraries
HMI - FactoryTalk View ME

* The Network Device Library version 12.02

Supports; HMI - FactoryTalk View SE
HMI - ViewDesigner - vpd
o Stratix® 2500/5400/5410/5700/5800 switches HMI FactoryTalk View Images - png

Reference Manuals

* Oneorthreering DLR topologies with up to 56 nodes Studio 5000 Logix Designer Files - L5

. . Videos ] ]
e The ||brary contains: Bl ResdMeet « HMI - FactoryTalk View SE > Displays - gfx
« An Add-On Instruction (AOI) that brings device data into etup.cmd Name
the Studio 5000 Logix Designer® program ] (raC-12_02-SE) raC_Dvc_S2500-Faceplate.gf
. % Studio 53000 Logix Designer Files - L5X | | (raiC-12_02-5E) raC_Dwe_53400-Faceplate.gfx
* Pre-configured screens, images and other objects for . [ (raC-12_02-SE) raC_Dvec_S5410-Faceplate.gf
FactoryTalk® View or PanelView™ 5000 ame 7] (raC-12_02-SE) raC_Dvc_S5700-Faceplate.qfx
|| ralC_Dwe_Stratic_12.02_AOLLSX | | (raiC-12_02-5E) raC_[we_55800-Faceplate.gfx
* Release notes, instructional PDFs or short videos | raC_Dve_Stratix_12.02_Rung.L5X [ (raC-12_02-SE) raC_Opr_NetDLR1_12Node-Faceplate.gfx
| | ral_Opr_MetDLR1_12.02_AOILLSX | | (raC-12_02-5E) raC_Opr_NetDLR1_24Mode-Faceplate.gfx
| | raC_Opr_NetDLR1_12.02_Rung.L3X | | (raC-12_02-5E) raC_Opr_MetDLR1_36Mode-Faceplate.gfx
| | raC_Opr_MetDLR1_Lite_12.02_AQIL5X | | (raC-12_02-5E) raC_Opr_NetDLR3_56Mode-Faceplate.gfx

raC_Opr_NetDLR1_Lite_12.02_Rung.L5X
p g
[ ] raC_Opr_NetDLR3_12.02_AOIL5X
raC_Opr_NetDLR3_12.02_Rung.L5X
p g

. Rockwell
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FactoryTalk® View Faceplates

Switch Information

* The Stratix® switch faceplates provide inventory and diagnostic data using CIP

* View switch information such as port status, IP/MAC addresses, feature support, VLANs

Contiraion W
a a
. e IP Address: 10.10.10.3
o S5800-1
. als ¢ Rl Ganisal v Subnet Mask: 255255 255.0
Default Gateway: 10.10.10.1
. ‘D s Uptime Name Server 1:  0.0.0.0
2D al e Model: 1783-MMS10EA Name Server2:  0.0.0.0
G 5 Senal Number.  600FAOSD Domain Name
SDCrd goftware Version: S5800-UNIVERSALK9-M, Version 17.5.1 Spamning Tree:  RSTP/MST
(e o Powea  CIP Revision 6002 VLANs
G 10 - PowerB Fimware Type: Layer 2 Switch
PTP Supported
NAT Not Supported
DLR: Not Supported L def ault
10 SUP_NET
20 10_NET
999 Mative
.73 Rockwell
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FactoryTalk® View Faceplates

Port Diagnostics

» Port status, mode, Smartport role, assigned VLANs

* Port utilization, media counters and errors

Status

Link:
Speed/Duplex:
Auto-Negotiation:
Smartport:

Mode:

Native VLAN:
Utilization

v Gi1/4

Active

100/Full

Ok

Switch for Automation
Trunk

939

0%

\4

Statistics

Input Statistics
Octets:

Unicast:
Non-Unicast:
Discards:
Enors:

\4

35378371
143874
23539

0

0

Unknown Protocols: 0

Gi1/3 v
Output Statistics
Octets: 33272747
Unicast 125535
Non-Unicast: 4016
Discards: 0
Errors: 0

Media Counters W

Alignment Enors: 0
FCS Errors: 0
Single Cadllisions: 0
Muitiple Collisions: 0
SQE Test Enors: 0
Deferred Transmissions: 0

PUBLIC « Copyright ©2023 Rockwell Automation, Inc. 23

.73 Rockwell
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Gi1/5

Late Callisions:

v

0

Excessive Collisions: 0

MASD TV Coran

Port Alamms

Unauthonzed D

\4

N 1CE

n

Gi1/2

Port Secunty Vidation

Threshold Exceeded




FactoryTalk® View Faceplates

Switch Alarms

 Global switch alarms: SD card, power supply, temperature, relay status
» Port alarms: link fault, traffic thresholds, excessive errors, MAC flaps, security violations

» Alarm descriptions and suggested actions

Stratix 5700 x

Stratix 5700 x

. = Mot Ready
. Global Alamns "‘
. — 3D Card ) Major Output

! e Power Supply 3 Input 1 Event

Description / Action
Port Alam - Link Fault.

Fa1/1 A 4

SFP Dsabled

) License File ) Input 2 Event ; ; o . ;
Port physical layer cause unreliable data transmission. A typical link

fault condttion is loss of signal or clock.
Native VLAN Mismatct The link fault alam is cleared automatically when the link fault
condition is cleared.

) Primary Temperature

) Secondary Temperature
Port Not Forwarding MAC Address Flap

Port Not Operating Port Secunty Violation - "
FCS Bt Error Rate Threshold Exceeded
Error Disable

. -

. Rockwell
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FactoryTalk® View Faceplates

PTP Information

e View Precision Time Protocol (PTP)information
 Clockinformation for the local switch or the Grandmaster

« Time sync status and state per port

Stratix 5700 % l
W -

| Stratix 5700 X
@ =

: 3 |
Time Sync \ 4 Grandmaster Y ’ . Time Sync | Fal/1 \ 4 \.

. Fime Sync. | Bpabid Local Cloci . | Port Time Sync: Enabled

Identity 184CO8FFFE4BDCS80 Port PTP State: Master

Class: 248

Accuracy: 254

Variance: 65535

Source: Internal Oscillator

Priority 1: 128

Priority 22 128
k v

Rockwell
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FactoryTalk® View Faceplates

DLR - Layout

* Ring layout, node catalog numbers

and |IP addresses

Device Level Ring X

The connected network exceedes recommended limit of 50 nodes

e Fault location

» Choice of faceplate objects to
reduce resource consumption:
* Tordrings
* 12 or 56 nodes

OR {TIZEIFAM12R
; ! 192.168.1.53 0

192 168.1. 192 168.1.50

. Bk

R g g ! g = 5
@ @ = H H H H =
1TBIHMS16T G4CG 1TB3-HMS16TGACGE  5084-AENZSFPR 5054 AENSFPR 1783 ETAP 17B3-ETAP 1783 ETAP 1732ES-1B16
182 168.41.5 192,168 41.6 182 168.41.56 182 168.41.55 1892 168.41.22 182 168.41.21 182 168.41.20 159216841 .36
=1
T © [F° B B = B
@ H H H H
1756-EMNZTR 17T83-BMS20C GP 1734 AENTR 1734 AENTR 1734 AENTR 1T3I2ES- | BAXOEVE
192 168.41 103 192.168.41.130 192.168.41.32 192.168.41.33 192 168.41.34 192.168.41.35
= 5 o 5 5 o
: E| : : H| : : :
5054-AENTR 1756-EMZTR 1756 ENZTR 1756-ENZTR 1TH6-EMZTR 1T56-EMNZTR 17TE6-ENZTR 1756-EN2TR
192 168.41.184 192 168.41.45 182 168.41.48 182.168.41. 140 192.168.41.141 182 168.41.142 152 168.41.143 182 168.41. 144
i F F ® B B B8 §
= = = = = = = =
1TE6-ENZTR 1T56-EMZTR 1756 ENZTR 1T56-ENZTR 1TEE-EMITR 1TSE-ENITR 1TEE-ENZTR 17E6-EN2TR
192 168.41 162 192.168.41 151 182 168.41 150 182.168.41. 149 192.168.41.148 182 168.41.147 152.168.41.148 192 168.41.145
i B B ® B B8 8 g
= = = = = = = =
17T56-ENZTR 1756 EMNZTR 1756 ENZTR 1756 ENZTR 1TBE-ENZTR 1TBE-ENZTR 1TE6-ENZTR 17T56-EN2TR
182 168.41 153 182 168.41 154 182 168.41 155 182.168.41.156 192 168.41.157 182 168.41.158 182 168.41.159 152 168.41. 160
1756- ENET 1756- EMZT] 1756 EM2T] 1756-ENZTR 1TH6-EMZTR 17H6-ENZTR 17TE6-EMN TR 1756-EN2T
182 168.41 188 182 168.41.168 182 168.41 167 182.168.41. 166 1582 168.41.165 182 168.41.164 152 168.41.163 182 168.41. 162
= = = = = ™ = =
B H H E H =l H =
1TB6-ENITR 1THG-EMZTR 1TH6-EMZTR 1TE6-EMNITR 17T56-EMN2TR 275 B10CD 1734 AENTR 1T34-AENTR
192.168.41.170 192.168.41.171 192.168.41.172 192.168.41.173 192.16841.174 192168.41.40 192.168.41.11 192 168.41.102
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FactoryTalk® View Faceplates

DLR - Information

* Ring status, fault count and details

e Supervisor and gateway

information

* Node information

Device Level Ring

. ‘Rjng1

v

{:} MAC Address
IP Address

. Catalog Number
Vendor

Device Type
Product Code
Serial Number

Fimmware Revision

Active Supervisor Identity

v

34:CO:-F384:52 85
192.168.41.5
1783-HMS 16TGACGN
Rockwell Automation
Switch

10

E0102EDS

7.003

Ring Fault Count 43 -
| Device Level Ring ) 4

Device Level Ring

.‘.Rjng1 1|

. Catalog Number

MAC Address

IP Address
Vendor
Device Type
Product Code
Serial Number

Fimware Revision

Ring 1

v

Network Topology

Network Status
Number of Participants

Supervisor Precedence

Beacon Interval

Beacon Timeout
Ring VLAN ID

Ring Information

v

MNode Information

v

1783-HMS 16T GACGN
3:CO:F5:84:52-85
192.168.41.5
Rockwell Autom ation
Switch

10

E0102ED6

7.003

1192.168.41.5 \ A
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FactoryTalk® View Faceplates
DLR - Fault Detection

* DLR alarms: ring fault, unexpected loop, partial fault, rapid fault/restore

e Fault location

Device Level Ring

Device Level Rin 1 ‘
v Faut Locator v

. Ring 2 \ 4 [ ‘ Network Faults v Last Node on Port 1
. | | MAC Address 5C-88:16:F3:18:F3
Network Topology Ring IP Address 192 168 .42 141
B[ewssaw — Rnoran] | catdognumber 1756 ENCTR
| Ring Fault Count 4 Serial Number 011C82C1

Last Node on Port 2

MAC Address 5C:88:16:F3:18:CF
IP Address 192.168.42_140
Catalog Number 1756-EN2TR
Serial Number 011C828D

T Rockwell
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FactoryTalk® Linx Network Browser

Overview and Resources

FactoryTalk® Linx is the premier communication platform software that provides one access point to your data, allowing both
FactoryTalk® and third-party software shared access to control equipment.

The FactoryTalk® Linx Network browser provides a simple user interface to view and navigate an automation system topology
and access device properties.

* Rockwell Automation website - FactoryTalk Linx

« FactoryTalk® Linx Getting Results Guide

 Rockwell Automation YouTube - Industrial Communications

« FactoryTalk® Linx Gateway: Remote Proxy Service (QA65401)

. Rockwell
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https://www.rockwellautomation.com/en-us/products/software/factorytalk/operationsuite/communications/linx.html
https://literature.rockwellautomation.com/idc/groups/literature/documents/gr/lnxent-gr001_-en-e.pdf
https://www.youtube.com/watch?v=Fe5bq5r7VFc&list=PL3K_BigUXJ1OYdSGGJIDQ4dE9_d1ijMxm
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1138057/loc/en_US#__highlight

FactoryTalk® Linx Network Browser

Device Discovery

* Discover EtherNet/IP devices on the network
* Browse local or remote IP subnet
« Add IP addresses manually
» Browse the backplane
* Use Remote Devices via Proxy Service to bridge

through a FactoryTalk® Linx Gateway
workstation

* Allows communicating with devices on another network

« FactoryTalk® Linx v6.31or later

PUBLIC « Copyright ©2023 Rockwell Automation, Inc.

GF@laa ? v

f EP-WORKSTATION

4 B= FactoryTalk Linx - Desktop, EP-WORKSTATION
[> B3 1783-A17, Backplane
4 &= Ethernet, Lab
A ﬂ 10.17.60.20, 1756-EM2TR, 1756-EMN2TR/C
4 B3 Backplane, 1756-A7/AorB 2
[ i 00, 1756-L735, OEM1_Guard
il 01, 1756-L75P, 1756-L7SP/B LOGIXSAFETY
ﬂ 02, 1756-ENZTR, 17536-EMNZTR/C
4 f] 03 1756-ENZTR, 1756-EN2TR/C

A, EtherMet 9

EI 192,168.1.21, 1783-ETAP/A, 1783-ETAR/A
B @ 192,168.1.23, 1734-AENT, 1734-AENT Ethernet Adapter
B ﬂ 182,168.1.24, 1756-EM2TR, 1756-EN2TR/C 217021900
[» B3 PCvialUSB, 17-Mode USB CIP Port 15
i 04, 1756-1B16IF/A, 1756-IB16IF/A
i 05, 1756-0B16D/A, 1736-0B160/A DCOUTDIAG G
E 06, 1736-IF4FXOF2F/A, 1756-IFAFXOF2F/A
[» B9 PCvialSB, 17-Mode USB CIP Port 12
B [ 10.17.60.30, 1769-L30ERM, 1769-L30ERM/ A LOGIX5330ERM
El 10.17.60,35[192,168.1.35], 1783-ETAR/A, 1783-ETAP/A
I [ 10.17.61.20[192.168.1.20], 1768-L30ERM, OEM2_CPX
3 10.17.61.23[192.168.1.23], 1732E-1B16M1250EDR, 1732E-IB16M1250EDR 16 DC In M12
& 10.17.61.33, 1794-AENT, 1794-AENT/E
b @ 10.17.61.34, 1734-AENTR, 1734-AENTR Ethernet Adapter
1076211, 1783-HMSATAEACGN, 1783-HMSATAEACGN Stratix 5400
G 10076212, 1783-BMS10CGPR, 1783-BMST0CGP Stratix 5700

o (@) Roplwelt,,



FactoryTalk® Linx Network Browser

Device Inventory

* View inventory data for EtherNet/IP devices and Stratix®
switches

* Browse the backplane to see modules in the chassis

: . Backplane, 1756-A7/A orB 4
General Device Locator General Device Locator
: > B 00, 1736-L84ES, CLX_D
Device Mame: Stratix 5800 - MMS10EA+ MMXEEA Device Name: 1736-ENATR/A B 01, 1756-ENATR, 1756-ENATR/A
Vendor: Rockwell Automation/Allen-Bradley Vendor: Reckwell Automation/Allen-Bradley i 02, 1756-IB16IF/A, 1756-IB16IF/A
Product Type: 4 Product Type: 12 B f] 04, 1756-ENATR, 1736-EN4TR/A
Product Code: 62 Product Code: 258
Revision: T7.002 Revision: 4,001
Serial Mumber: BOOEADTS Serial Mumber: 01102318
Catalog Mumber:  1783-MMS10EA Catalog Number:
Manufacture Date:  2021/05/01 Manufacture Date:
Hardware Revision: 1,003 Hardware Revision: 2,001

73 Rockwell
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FactoryTalk® Linx and ControlFLASH Plus™

Lifecycle Status and Inventory Export

» View inventory data and lifecycle status for EtherNet/IP™ devices and Stratix® switches

 Con

trolFLASH Plus™ v5.0 or later

» Create a product inventory report and export as CSV file or send to your Rockwell Automation

it

daCcceC

& ControlFLASH Plus®

Flash Devices | Manage Firmware = Manage Favorites

o Name Inventory

43 products are found.

Click Send Inventory to send it as a list to your Rockwell Automation account.

Product Inventory & Registration

_ o Select Path

ControlFLASH Plus Hardware Inventory 2023_3_22_13_23_31 created from path: EP-WORKSTATION!PRP_VL221_Auto

To open the CSV inventory, click View full inventory.

Catalog Number

1783-HMSBTGBEG4CGR

bl

Pending to Send

1783-HMS16TG4CGR

Sent

5094-AENZTR 64704173

Warranty Number

G0158E28

00DE6B734

00FD7924

0080Ca7C

OOFBOAFB

G60155F56

ODEGET44

G0CD2216

E01010D5

00E6B72E

PUBLIC « Copyright ©2023 Rockwell Automation, Inc. 32

CIP Serial Number

Product Name

1783-HMSBTGBEGACGR St...

1756-EN2TP/A

1756-ENATR/A

1783-ETAP1F/A

1756-L85E/B

1783-HMS16TGACGR Strat...

1756-EN2TP/A

5094-AEN2TR/A

1783-BMS20CGP Stratix 5...

1756-EN2TP/A

_ o Review and Send

Vendor Name

Rockwell Automation/Alle...
Rockwell Automation/Alle...
Rockwell Automation/Alle...
Rockwell Automation/Alle...
Rockwell Automation/Alle...
Rockwell Automation/Alle...
Rockwell Automation/Alle...
Rockwell Automation/Alle...
Rockwell Automation/Alle...

Rockwell Automation/Alle...

@

Manufacture Date

Hardware Lifecycle State

04/01/2015 @ Active
. Active
. Active
Active Mature
. Active
01/01/2015 @ Active
. Active
08/27/2018 @ Active
Active Mature
. Active
Rockwell
Automation

= m} X

() Refresh Firmware £} Settings ? Help

o Sign in to Your Account

Firmware Revision
8.003

11.003

5.001

2.002

3401

8.003

11.003

5.012

12.005

11.003

Firmware Lifecycle State

A Preferred
A Preferred
A Limited

A Preferred

A Preferred

A Preferred

A Preferred




FactoryTalk® Linx Network Browser
Connected Devices(LLDP)

» Use Link Layer Discovery Protocol (LLDP) to view the table of directly connected devices
* Requires CIP LLDP object support on Stratix® switches and EtherNet/IP™ modules

* Enable LLDP on Stratix® switches after Express Setup

° Supported firmware revisions: Configuration - » Layer2 -~ > Discovery Protocols
 Stratix®5400/5410/5700/8000 I0S 15.2(8)E1 CDP LLDP
« Stratix®5800/5200 I0S XE 17.9 or later LLDP
» ControlLogix®5580 version 34 (front port) )
Internet Protoco Port Configuration LLDPF
* CompactlLogix™5380 version 34
Link Layer Discovery Protocol {LLDP) permits detection of connected device{s).
¢ 1756_EN4TR V5-OO1 Global Configuration and Information
* Other products: roadmap
Enabled LLDF Data Table Object

Parameter Configuration

I aw 4 aw

. Rockwell
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FactoryTalk® Linx Network Browser
Connected Devices(LLDP)

e The LLDP table shows directly connected devices
* View neighbors on Stratix® switches or EtherNet/IP™ modules
« Allows mapping linear topologies by looking at each device in the chain

* Module information: IP/MAC, catalog number, revision

» Export as a table

Port Configuration and Device Connected [0

5C-88-16-EE-33-A0
00-1D-9C-D9-69-2E

Port Configuration and Device Connected [ T Neighbor Inforation
L Er -I E:-'
Out e1g rin
Port Enabled | oamece | e | necccmeme | mevsir | mecmmee | veeas 1 10.22.1.235 2 1756-EN4TR 5.001
2 10.22.1.238 1 1756-L85E LO. . 35.011
Gill6 -
Gilf7 10.22.1.51 1 1756-EM4ATR 5.001 34-C0-F9-FE-8A-6A Rockwell Automation. .
Gil/3
- A B C D E F G H
Gi1/9 1 |Port CQutgoing IP Address Port Device Mame Revision Mac Address Vendor
G110 E 5 |Gil/4 TRUE
- 6 |Gil/S TRUE
G 7 |Gil/6 TRUE
Gi1/12 8 |Gi1/7 TRUE  10.22.1.51 1 1756-ENATR 5.001 34-CO-F9-FE-8A-6A Rockwell Automation/Allen-Bradley
i 9 |Gi1/s TRUE
Gi1n3 10.22.1.235 1 1756-EN4TR 5.001 5C-88-16-EE-38-A0 10 |Gi1/9 TRUE
Git/14 11 |Gi1/10 TRUE
12 |Gi1/11 TRUE
13 |Gil/12 TRUE
14 |Gi1/13 TRUE  10.22.1.235 1 1756-ENATR 5.001 5C-88-16-EE-38-A0 Rockwell Automation/Allen-Bradley
15 |Gi1/14 TRUE

. Rockwell
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FactoryTalk® Linx Network Browser

Device Diagnostics

« View port information for Stratix® switches and EtherNet/IP™ modules

* Port state, speed and duplex

* Port statistics, media counters and errors

* CIP connection data

e \View DLR status

Interface Counters

In Octets:

In Ucast Packets:
In MUcast Packets:
In Discards:

In Errors:

In Unknown Profos:

Media Counters

Current Part

Gil/8

Alignment Errors:
FCS Errors:
Single Collisions:
Multiple Collisions:
SQE Test Emrors:

Deferred Transmissions:

Connection Manz
2817926136
70443968
113287110
0
0
0
0
0
0
0
0
0

Out Octets:

Out Ucast Packets:
Out MUcast Packets:
Out Discards:

Out Errors:

Late Collisions:
Excessive Collisions:

MAC Transmit Errors:
Carrier Sense Errors:

Frame Too Long:
MAC Receive Errors:

3485154284
551888177
70094240

0

0

[ R e Y e Y e

45
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Intermet Protocol Port Configuration LLDP
A Speed Duple
Port Enabled|Link Status|, =— — — - = - S —
Gi1/8 Active 1000 Mbps Full 10.22.1.14 Gil/2
Gi1/9 Active 1000 Mbps Full
Gi1/M10 Active 100 Mbps Full
Gl Active 1000 Mbps Full
Gi1M2 Active 100 Mbps Full
G113 Active 100 Mbps Full
Gi1/14 Active 100 Mbps Full
G115 Inactive
Gi1H16 Inactive
GiinT7 Active 1000 Mbps Full 10.22.1.13 Gl
Gi1/118 Active 1000 Mbps Full 10.22.1.52 1 1756-EN4TR
G119 Active 1000 Mbps Full 10.22.1.53 1 1756-EN4TR
Gi1/20 Active 1000 Mbps Full 10.22.1.54 1 1756-EN4TR
Intermet Protoco Port Configuration Metwork Configuration
Ring Mormal
10.17.62.11 255
-7N Rockwell
Automation




Stratix® WebUl and Device Manager

Overview and Resources

WebUl is the new web-based configuration tool for Stratix® 5800 and Stratix® 5200. It replaces Stratix® Device Manager as the
switch management tool with extended configuration capability, improved navigation, higher performance, and faster
firmware update process.

The WebUI provides new troubleshooting and monitoring tools for verifying connectivity, collecting diagnostic data and
executing CLI commands.

@ Allen-Bradley

» Stratix® 5800 Managed Switches User Manual (1783-UM012)

« Stratix® Managed Switches User Manual (1783-UM007) R
a B L5
. o
SN

. Rockwell
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https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um012_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um007_-en-p.pdf

Stratix® WebUl and Device Manager
Connected Devices (CDP and LLDP)

» Use Cisco® Discovery Protocol (CDP) or Link Layer Discovery Protocol (LLDP) to see
directly connected devices

« CDPis enabled by default on Stratix® switches
« LLDP is supported by Stratix® switches and selected EtherNet/IP™ modules(see FactoryTalk® Linx slide)

Monitoring~ > General~ > Neighbors

CDP Neighbors LLDP Neighbors

Local Port Y Neighbor Name Y Neighbor Port b ill 259 9 1 & Y Capability Y Platform
GigabitEthernet1/10 S5200-Base GigabitEthernet1/2 138 Router Switch IGMP Allen-Bradley 1783-CMS10B
GigabitEthernet1/9 S5200-Base GigabitEthernet1/1 135 Router Switch IGMP Allen-Bradley 1783-CMS108B
GigabitEthernet1/2 Distr04-3850 GigabitEthernet2/0/5 122 Router Switch IGMP cisco WS-C3850-24S
GigabitEthernet1/1 Distr04-3850 GigabitEthernet1/0/5 158 Router Switch IGMP cisco WS-C3850-24S

1 | 10 v

. Rockwell
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Stratix® WebUl and Device Manager

Switch alarms

» Stratix® switches support various types of
alarms

 Web interface based

e External: SNMP trapS, SyS|Og Administration= > Alarms~ »

* Hardware relays

Alarm Relay Setup Global

» Global or port-based alarm conditions _
FCS Hysteresis

Alarm Mame T

Temperature-Primary
Temperature-Secondary
Input-Alarm 1
Input-Alarm 2

Power Supply

SD-Card

HSR

OLR

PUBLIC « Copyright ©2023 Rockwell Automation, Inc.

10

DM Alarm

Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled
Disabled

38

¥

Alarm Semnings

Enabled
Enabled
Disabled
Disabled
Enabled
Disabled
Disabled
Disabled

SNMP Trap Y HW Relay

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

@ Rorkowen .

YT Syslog
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled

4

Max
Threshold
in*C
90

20
MNA
MA
MA
MNA
MA
MA,

T Min T

Threshold
in°C

-40

0

MNA

MNA

MNA

NA

MNA

MA



Stratix® WebUl and Device Manager

DLR Diagnostics and Topology

* VView DLR status, fault information
and statistics

* View the ring member list on the
Stratix® switch acting as the DLR
Supervisor

 Node number represent the device order
inthe ring

Monitoring = > General~ > DLR

@ UP B DOWN

DLR Ring 1

/ h

Active

“"\ SuPF-'rviscu'/;

MNetwork Status Normal

Ring Type Copper
MNetwork Topology Ring

IP Address 192.168.1.13

PUBLIC « Copyright ©2023 Rockwell Automation, Inc. 39

\

Ring | 1 v
Overview Faults Members
Node :  MAC Address

1 68:C8:EB:00:12:60
2 00:00:BC:CD:F7:AF
3 00:00:BC:61:94:4A
4 00:00:BC:CC:E:DB

@ Rorkowen .

: IP Address

192.168.1.13
192.168.1.24
192.168.1.25
192.168.1.26




Stratix® WebUl and Device Manager

REP Diagnostics and Topology

 View Resilient Ethernet Protocol (REP) status, ring members and REP roles

« Current and previous(archived)topology is available

Monitoring = > General~ > REP

Global Archived Topology
Segment 1D . i
J Monitoring = > General™ > REP
Switch Name
$58K_1.30 Global Archived Topology
S58K_66.101
L . r " 1
$58K_66.10 =egment ID v
558K_1.30
it Switch Mame Port Edge Role
1 $58K_1.30 Gil/5 Primary Open
S58K_66.101 Gi2/2 Transit Alternate
S58K_66.101 Gi2N Transit Open
S58K_1.30 Gi1/4 Secondary Open
1 10 ¥
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Stratix® WebUl and Device Manager
PTP Monitoring

* View PTP mode, local and parent clock information, and offset

PTP
PTP Details Mode: Boundary
PTP Clock Priority1: 128
Settings
Priority2: 128
PTP Parent
Property Clock ID: 0x68:C8:EB:FF:FE:0:1D:20
PTP Time Offset From Primary(ns): 16
Property
PTP Enabled Ports: Gil/1, Gilj2, Gil/3, Gil/4, GilJs, Gil/e, Gil/7, Gil/g8, Gi1/9, Gi1/10,

. Rockwell
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Stratix® WebUl and Device Manager

PRP Monitoring

 View Parallel Redundancy Protocol (PRP) statistics and diagnostic information on a

Stratix® RedBox switch:
* PRP network status
« DAN and VDAN tables o e Statistice

Monitoring = > General~ > PRP

Channel 1

Ingress Statistics
Channel 2

Wrong LAN 1D A :
Wrong LANID B :
Multiple Count A ;

Multiple Count B :

Egress Statistics

Packets sent on LAN A

PUBLIC « Copyright ©2023 Rockwell Automation, Inc.

0 Unique Count A :
0 Unigue Count B :
0 Packet LAN A :
0 Packet LAN B :

15764020 Packets sent on LAN B

-7\ Rockwell
42 @ Automation

5

4294967289

16403986

16316745

15679886

Duplicate Count A :

Duplicate Count B :

Warning count Lan A :

Warning count Lan B :

Clear Statistics

16045301
16045301
0

1




Studio 5000 Logix Designer® Add-0n Profiles

Overview

As a part of Premier Integration, Rockwell
Automation has implemented the Common Industrial
Protocol(CIP)in a variety of its Stratix® switch
product families. Add-0n Profiles (AOP)in Studio
5000 Logix Designer® allow configuring and
monitoring Stratix® switches.

New AQOP versions can be downloaded as part of the
Stratix® switch or the module firmware package using
the Product Compatibility and Download Center
(PCDC).

AOP - Add On Profiles

AOP - Add On Profiles for 1783 and all Stratix v22.01.01

[T remmes oo mrercceron— I

- Connection
- Module Info
- Switch Status
- PoE

- Port Security
- Port Status

- DHCP Pools

- NTP Client
- NAT

- Save/Restore

PUBLIC « Copyright ©2023 Rockwell Automation, Inc.

- Fault/Program Action
- Switch Configuration

- Port Corfiguration

- Smartports and VLANs

+- Device Level Ring (DLR)

- DHCP Address Assignment
- Time Sync Configuration
- Time Sync Information

- BtherChannels

=] Parallel Redundancy Protocol |
i Channel Group 1

- 50 Flash Sync

43

M] General

Type: 1783-HMSSTGBEG4CGR. Stratix 5400 20 Port Layer 3 Switch, 8 copper Gigab...

Vendor: Rockwell AutomationfAllen-Bradley

Parent: Local_01 Ethernet Address

Mame: a0l Private MNetwork: 192.168. 1. =

Description: 1P Address: m . 22 . 1 . 11
Host Name:

A

Module Definition

Revision:
Electronic Keying:

Connection:

Rockwell
Aultomation

Change ...
8.001
Compatible Module
Input Data



Studio 5000 Logix Designer® Add-0n Profiles

Stratix® switch integration

e Switch and network diagnostic data can be retrieved directly from the switch using CIP

« Switch |/0 tags are available to use in a program: switch fault status, port disable, port threshold and
utilization

» Multiple Stratix® switches can be added to the I/0 tree of the controller program.

- - 4 Switch_B:0 {1
4 I/ Configuration
4 B3 1756 Backplane, 1736-A7 Switch_B:QLAlIPortsDisable 0 Switch_B:l. AnyPortThreshold 0]
[@ [0] 1756-L85E CLYLY Switch_B:0.PortGi1_1Disable 0 Switch_B:l.PortGil_1Threshold 0
4 ] [111736-EN4TR Local 01 Switch_B:0.PortGil_2Disable 0 Switch_B:|.PortGil_2Threshold 0
4 85 Ethemet Switch_B:0.PortGil_3Disabl 0 - -
i;l 17832-IMS286GM Distrl WItEN_b.lLFo H_slhzable S-WItCh_B.|.pl:II'tGI1_3T|"IrES|"ID|d 0
59 1783-IMS28GN Distr2
51 1783-HMSETGREG4CGN RE 4 Switch_B:l {}
&4 1783-HMS16TG4CGR RB2Z_DLR b Switch_B:l.Fault 2#0000_0000... b Switch_B:lAlIPortsUtilization 0
H e
2 1783-EMS10CGN NAT A Switch_B:l.AnyPortConnected 1 b Switch_B:l.PortGil_1Utilization 0
59 1783-BMS10CGN MAT B
E-EI 1783-HMS5ATGREGACGR Al SWitCh_B:l.PDI’tGi1_1CDFIFIECtEd 1 3 SWItCh_B:|.pl:II"tGI1_.2UtI|IZEtIEIFI 0
59 1783-BMS10CGIN ADZ Switch_B:l.PortGil_2Connected 1 b Switch_B:l.PortGil_3Utilization 0
£ 1783-BMS20CGP AD3 Switch_E:l.PortGil_2Connected 0
Switch_B:l.PortGil_4Connected 0
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Aultomation

(‘ Rockwell



Studio 5000 Logix Designer® Add-0n Profiles

Automatic Diagnostics for Stratix® switches

« Automatic Diagnostics is a system-level feature that provides device diagnostics to HMIs and other
clients, with zero programming. The diagnostics include device description conditions and state
events.

« Compact GuardLogix®5380, CompactLogix™ 5380, CompactLogix™ 5480, ControlLogix® 5580, and GuardLogix® 5580
controllers with the firmware revision 33 or later

e Stratix® AOP version 21.01.01 or later

» FactoryTalk® Alarms and Events subscribes to and displays diagnostic events enabled by the
Automatic Diagnostics.

jJ) Disabling this feature will prevent this device from

Bz iEmEs publishing diagnostics to FactoryTalk Alarms and Events.

. Rockwell
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Studio 5000 Logix Designer® Add-0n Profiles

DLR Diagnostics and Topology

* VView DLR status, fault information and statistics

 View the ring member list on the Stratix® switch acting as the DLR Supervisor

 Node number represent the device order in the ring

Device Level Ring [DLR)

Ring 1

Enable Ring 1 Metwork. Topalogy: Ring
Metwork Status: Maormnal

Active Ring Supervizor, 10,2215

Part 1: Gil/5 ~ | Part 2 Gil/6 w

Supervizor Enabled: True DHCP Server Role: Backup

Redundant Gateway Enabled: Falze DHCP Server Status: Muormmal Operation
Ring 2

Enable Ring 2 Metwork. Topalogy: Ring

Pot1: |Gil/7 v~ P2 | GiA Network Staus: Homal
Active Ring Supervizor, 10,2215
Supervizor Enabled: True DHCP Server Role: Backup

Redundant Gateway Enabled: Falze DHCP Server Status: Mormal Operation

PUBLIC « Copyright ©2023 Rockwell Automation, Inc.

Device Level Ring [DLR)-Ring 2

Metwork Topology:
Metwork Status:

Active Ring Superwvisor:

Active Supervisor
Precedence:

Ring
Ring Fault
10.22.1.5
255

Enable Supervisor Mode  +=

Ring Faults Detected: 3 Reset Counter | «
Supervisor Status: Active

Ring Fault

Last Active Mode on Port 1: 10.22.1.5

Last Active Mode on Port 2: 10.22.1.85

46 @

Verify Fault Location | &

Device Level Ring [DLREJ-Ring 1-Members

Ring Member IP Address MAC Address
1 10.22.1.5 F4:54:33:11:65:05
2 10.22.1.69 F4:54:33:9F A2:6D
3 10.22.1.70 F4:54:33:9D:A7F7
Rockwell
Automaltion



Studio 5000 Logix Designer® Add-0n Profiles

PTP Monitoring

* View PTP mode, port state, local and parent clock information, and offset

Time Sync Configuration Time Sync Information
Clack Type: Boundary ~ CIP Sync Time Sunchronization: Enabled
) L = UTC System Time: 10/03/23 10:44:03 &M
Clack |dentity: #0060 35 FF:FE: 36:C4:E 9 Grandmaster Selection Priority 1: 5
Grandmaster Clock Local Clock
Grandmaster Selection Priority 2: - St Svnchronization Statuz:  Synchronized
EECTIPCO;
_ Offset to Master: A7 ng
Offzet From kaster: -9 User Name: Managed_Switch... »
Time Sync| Time Sync Delay Announce Announce Sync Sync Fault -~ Physical Address: Fe-54-33-11-8501
R | State Request Timeout Interval Interval Limit Clock: Type: Boundary
Gi1 ] Reserved g 3 0 0 10000 Manufacturer Name: Rockwell Automat... .,
Gili2 Z Slave 5 3 0 0 10000
Giti3 ] Fautty s 3 o o 10000 [ dentity: O0B03SFFFE3ECAES [ dentity: F45433FFFE 116500
Gili4 -] Faulty 5 3 0 0 10000 Class: B Class: 248
Gills ] Master 5 3 0 0 10000 ' ] ' ]
Gill6 ] Master 5 3 0 0 10000 Accuracy: H Accuracy: 254
Gili7 ] Faulty 5 3 0 i 10000 Y anance: B8535 Warance: B8535
Gilig Z Master 5 3 0 0 10000 Source: GPS Source: [E13
Gi1/g ] Fautty 5 3 0 0 10000 Priarity 1: 1
GilHo [] Faulty 5 3 0 0 10000 W -
— Priarity 2: 1

. Rockwell
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Studio 5000 Logix Designer® Add-0n Profiles

PRP Monitoring

MNetwork mode:

- View PRP statistics and diagnostic Pl Redndanc rcoce 050

information: Diagnostics for this node

« Stratix® RedBox switches Port & Port

« PRP-capable EtherNet/IP™ modules b >
Metwork fault count 4 3
Transmit count 843014730 843014730
Receive count 873108564 873144910
Wrong LAN count 42 42
Unique entry count 1051941 1088287
Duplicate entry count 423509163 448553346
Multiple entry count 25 17

-

Diagnostics for other PRP nodes

Address Node type Part A

10.22.1.61 Double attached node Active

. Rockwell
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Studio 5000 Logix Designer® Add-0n Profiles

Switch Backup and Restore

» Backup and restore configurations for Stratix® switches in the I/0 tree

* Import/export configuration files and store them as part of the project

u ﬂ Module Properties: Local_01 (1783-HMS16TG4CGR 7.001) X _

SavelRestore

Exchange Configuration with Switch

Upload

Download

-

-

Upload full configuration ['config.test and “wlan.dat'] from
switch to project.

Dawnload full canfiquration ['zonfig.text’ and “lan.dat') fram
praject ba switch.

Import{Export Configuration

Irnpart.

Expart...

Import full configuration [‘config.text’ and “wlan.dat'] from
files into project.

Ewport full configuration ['config.bext’ and “wlan.dat’] from
project inta files.
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Cisco® DNA Center

Overview and Resources

Cisco DNA Center is a network management solution that enables provisioning and monitoring of the network from a single
console. It supports lloT environments by providing visibility, automation, security, and integration with external applications.

Some of the features of Cisco DNA Center are:

« Support forintent-based networking, which allows you to define your network goals and policies and let Cisco DNA Center
implement them automatically

« Simple and fast network management, with auto discovery, zero-touch provisioning, configuration automation, and
centralized dashboard

* Increased network uptime, with proactive monitoring, troubleshooting, assurance, and optimization
« Effective security, with identity services engine integration, segmentation, encryption, and threat detection
« Future network optimization, with location analytics, Al network analytics, machine learning insights, and recommendations

DNA Center Platform Qverview

* DNA Center Resources

» Cisco DNA Center for Industrial Automation Design Guide

. Rockwell
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https://www.cisco.com/site/us/en/products/networking/dna-center-platform/index.html
https://www.cisco.com/site/us/en/products/networking/dna-center-platform/resources.html
https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/IA_Networking/DNA_Center_IA.pdf

Cisco® DNA Center

Industrial Network Support and Limitations

= Cisco DNA Center

e Stratix® switches and Cisco |IE switches &=

=Q, Find Hierarchy Y Filter & Display

« See DNA-C Compatibility Matrix for supported catalog

+ &% Global

numbers and minimum firmware revisions TR (T

© Unassigned Devices @D

e Star, linear and ring topologies (some limitations ~ & Enterprise Zone
. ~ EnterprfseBuiIding
exist)

~ & Industrial Zone

 Resilient Ethernet Protocol (REP) v & RTP Factory

v (0¥ Automation Area

« Currently does NOT support: e
@ Conveyance Area
° Device Level Ring (DLR) gzistributio: Switches

@ Paint Area
< Site Level Area

Parallel Redundancy Protocol (PRP)

Precision Time Protocol (PTP)

VLAN: Vlan21 -

.

Tools - Topology

put -
|
¥ )

Discovery, management and alarms using CIP
Network Address Translation (NAT)

. Rockwell
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https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/dnac_compatibility_matrix/index.html

Cisco® Cyber Vision
Overview and Resources

Cisco Cyber Vision provides continuous visibility into Industrial Control Systems (ICS) to understand their security posture,
improve their industrial networks efficiency, and extend IT security to their industrial operations.

Cisco Cyber Vision combines a unique edge monitoring architecture and deep integration with Cisco’s leading security
portfolio. With edge sensor capabilities built into the industrial network equipment, it can be easily deployed at scale to
monitor your industrial assets and their application flows in real time.

Cisco Cyber Vision integrates with Cisco Identity Services Engine (ISE), Stealthwatch and Cisco Firepower® products by
providing contextual information about industrial assets and network flows.

ROUTER

» Cisco Cyber Vision Overview

 Cisco Cyber Vision resources

AutesaT

* Rockwell Automation and Cisco Cyber Vision o a AW

il g &

/
s

. Rockwell
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https://www.cisco.com/site/us/en/products/security/industrial-security/cyber-vision/index.html
https://www.cisco.com/site/us/en/products/security/industrial-security/cyber-vision/resources.html
https://www.rockwellautomation.com/en-us/company/news/press-releases/Rockwell-Automation-Expands-Its-Threat-Detection-Services-with-Cisco-Cyber-Vision.html

Cisco® Cyber Vision
Asset Discovery

While network management is not the primary function of Cisco Cyber Vision, its asset discovery and inventory features can
increase visibility and complement traditional NMS that may not support industrial protocols or assets.

Flow

® ACtive DiSCOVe ry a”OWS the Cyber @ 19216820192 ‘; 1756 LB1ES B e oo 45795 PM :VIW o ﬁjkfi' IELfou?
Vision sensor to discover previously L meamn T e B i,
unseen devices and gather additional —
properties for known devices. e ——
* Exportthe inventory as CSV S—
» See Cisco Cyber Vision Active
Discovery Configuration Guide for e i
details

. Rockwell
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https://www.cisco.com/c/en/us/td/docs/security/cyber_vision/publications/Active-Discovery/b_Cisco_cyber_vision_active_discovery_configuration.html

Cisco® Cyber Vision
Stratix® 5800 as Cyber Vision Sensor

» Cisco Cyber Vision sensors are embedded in the networking equipment without the need to deploy
dedicated appliances or build an out-of-band Switch Port Analyzer (SPAN) collection network.

» Cisco Cyber Vision sensors passively capture and decode industrial control protocol data. They only
send lightweight metadata to the Cisco Cyber Vision Center with minimum load to the industrial
network. Cisco Cyber Vision sensors also have the capability to do active discovery.

 Cisco Cyber Vision Sensors can be deployed on the advanced catalogs of the Stratix® 5800 switches:
» 1783-MMS10EA, 1783-MMS10EAR, 1783-MMS10A, 1783-MMS10AR

73 Rockwell
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Claroty Continuous Threat Detection(CTD)

Overview and Resources

Claroty CTD is arobust solution that delivers cybersecurity controls for industrial environments. It provides key benefits for OT
networks such as asset discovery, network protection, vulnerability and risk management, and threat detection.

Rockwell Automation and Claroty have partnered to offer comprehensive OT security solutions. Claroty is a participating
Encompass™ Product Partner in North America and EMEA in the Rockwell Automation PartnerNetwork™.

While network management is not the primary function of Claroty CTD, its asset discovery and inventory features can increase
visibility and complement traditional NMS that may not support industrial protocols or assets:

» Support for 450+ 1T and OT protocols

Passive and active discovery methods

Integration with FactoryTalk® AssetCentre

Integration with Cisco® Identity Services Engine (ISE)and Cisco Secure products

Claroty CTD Overview

 Claroty Asset Discovery

» Rockwell Automation Industrial Cybersecurity Services

. Rockwell
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https://claroty.com/industrial-cybersecurity/ctd
https://claroty.com/industrial-cybersecurity/asset-discovery
https://www.rockwellautomation.com/en-us/capabilities/industrial-cybersecurity/services.html

Claroty Continuous Threat Detection(CTD)

Integration with FactoryTalk® AssetCentre

e The CTD Connector for

FactoryTalk® AssetCentre uses . .

Claroty’'s asset discovery S

mechanism to ingest project files s | M m. 2 - w s
from FactoryTalk® AssetCentre,
extract the OT asset information "

present on those files, and
populate and organize it within
CTD.

* The result is a fully automated,
completely centralized, and always
up-to-date OT asset inventory and
a single source of truth for OT
asset information.

. Rockwell
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https://claroty.com/resources/integration-briefs/the-claroty-ctd-connector-for-rockwell-factorytalk-assetcentre

Enterprise Network Management Software

Resources

Some of the enterprise network management platforms:
» SolarWinds

» Nagios Xl
 Industrial protocols: Modbus TCP, Modbus RTU

» Paessler PRTG
 Industrial protocol support: Modbus TCP, OPC UA, MOTT

. Rockwell
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https://www.solarwinds.com/
https://www.nagios.com/products/nagios-xi/
https://www.paessler.com/prtg

