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Significant v6.40 Capabilities

Target 04CY2023
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@ Linx @ Linx OPC UA Connector @ Linx Gateway

*New FactoryTalk® Live Data tag « Methods with scalar, array and « DDE and OPC-DA direct Logix

browser (includes bits and structure arguments communications without
extended tag properties) e Reverse Connection FactoryTalk® application

» Shortcut paths through « Increased namespace capacity » Access bitsinintegers from tag
FactoryTalk® Linx Gateway Proxy list and custom namespace
Service « Custom namespace folders

* Socket |0 alternative for DCOM for » Faster startup with namespace
FactoryTalk® Directory service cache (sec vs min)

» Data Bridge tag group enable
/disable manually or via tag

Local language switching via user interface (vs install)
. d

»



V6.40 Communications Software Improvements

Modernization, enhanced usability, productivity and capacity

. Microsoft Windows
. Stop testing with Windows Server 2012 & 2012 R2 (install warning)

=  FactoryTalk® Linx
. USB Kernel drivers updated for Windows Core Isolation Device Security
. Deprecate 32bit Kernel Drivers, network driver for 1784-PCICS
. CIP CIA Messagingto 32-bit & 64-bit Floating Point / REAL arrays
. B4bit DTL™ Service (FactoryTalk® Policy Manager)
. Symbolic shortcut communications to PowerFlex®755T v12 platform drives
. Shortcut paths through FactoryTalk® Linx Gateway Proxy Service
. Micro800™ Access for BOOL in Integertags
. Support MER download to FTView ME on ASEM/ VersaView computers
. Multi-languagesinstall with user interface language switching

= FactoryTalk” Linx Configuration Import/Export Tool
. Import/export drivers without FactoryTalk®application selection

= FactoryTalk® Linx Network Browser
. Increase list & bridge driveritems from 64 to 255
. Display driver DNS host names in topology tree / filter
. 5032 user-definedrotary switch private network prefix
. Device Explicit Protected node warningand device configuration disable
. Auto-start/ launch from system tray
. |0-Link browse, propertiesand I0DD file registration with EDS subsystem

- EtherNet/IP Address Commissioning Tool v3.00
. Option to block unwanted MAC addresses
. Convertedto singleapp that canrunin the Windows system tray
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FactoryTalk® Live Data
. New tag browser with Int-bits, scalar element extended tag properties(not
PlantPAx® properties)
. FactoryTalk® Directory communications with SocketlO as an alternative to DCOM
. Increase tag reference characterlengthfrom 260 to 1024

FactoryTalk® Linx Gateway

. OPC-DA & DDE Direct Logix communications without FactoryTalk®application
. Add folders to custom namespace

. Access bits in Integertags(scalar, structure, array)

. Optionto use IP address for URL

. Faster startup with tag list(namespace cache)

FactoryTalk® Linx OPC UA Connector
. Methods arguments(scalar, array, structure[ Excludesvariable length arrays])
. Reverse Connection
. Option to relax some security checks for non-compliant servers
. Increase namespace capacity (from ~200K to ~400K items)

FactoryTalk® Linx Data Bridge

. Group enable / disable manual or via tag

. Export withinvalidtag references

. Option to enable/disable triggervalue change logging

FactoryTalk® Action Manager™

HTML Help and Release Notes redesign



Studio500 Logix Designer
e
LlnX application version 36, Logix

5x80 version 36

System release

Enabling the latest system capabilities

« FactoryTalk®Linx v6.40 tested and released with Studio 5000 Logix Designer®
version 36

« Studio 5000 Logix Designer®version 36 notable features:
- Embedded OPC UA(CIP recommended for FactoryTalk® software)
- Granular Safety Signatures
- Additional Safety RLL Instructions
- Axis Test Mode for Safety
- Motion Indirect Referencing
- Multi-device Interaction
- Software Performance Improvements

- EDS toolrenamed Device Descriptor tool, supports IO-Link files and adds
device file import/export

@ PUBLIC



Linx Network Browser

More productive alternative to RSLinx" Classic “Who Browser”

==->@ >

Enhanced Capabilities

* Configure Ethernet & Proxy drivers in the browser

* Improved driver address management & range

* View topology and modify config while running

* Topology view ~200 more devices

* Tree zoom (60% to 200%)

* Filter

* Anchor view

* Automatic discovery of bridged devices

* CIP Security state indicator v6.11

* Device commissioning v6.20

+ Security authorization, audit logging v6.20

» Web user interface component v6.20

* Locate device (Blink light-emitting diode (LED) v6.21
* Faster Logix 5000™ ControlFLASH™ transfers v6.21
+ Config import/export & backup/restore v6.21

+ Communicate to device not browsed v6.30

+ Option to disable CIP Security & LLDP v6.30

* New platforms: 5015, GuardLink® v6.30

+ Connect without first browsing v6.30

* Remote Proxy driver v6.31

+ LLDP neighbor information display v6.31

« Change rotary switch private subnet v6.40

+ 10-Link browse, properties & device description Upload v6.40

» Device Explicit Protected mode detection v6.40
» Auto-start and hide to tray options v6.40
« DNS and device list expanded to 255 items v6.40
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EDS / Device Description Aute Upload
@+ mlaal D F Poac | Faeer

# DESKTOP-C330J5) . Cip Security Indicators

4 FactoryTalk Linx - Des
P B3 Backplane
4 P Ethernet, AB_ETH{ 2 Log Off DESKTOP-J1DBETA\LABUSER
> f] 10.88.22.33, 17
f] 10.88.22.34119
A ﬂ 10.88.22.35[192.168.0.10], 1756-ENBT/A, 1756-ENBT/A
4 B3 Backplane, 1756-A10/A or B
B f 01, 1756-172, InstantFizz
> f] 02, 1756-L8SE, IF2_DEMO
B> I 03, 1756-L&5EP, PlantPAxMetadata
ﬂ 04, 1756-EMBT/A, 1756-EMBT/A
A ﬂ 05, 1756-DNB, 1756-DNEB DeviceNet Scanner
4 T A, DeviceNet
ﬂ 00, 1756-DNE, 1756-DNB DeviceNet Scanner
P EOL . 1752-L24BBBE
i 06, 1756-IR6I/A, 1756-IR6I/A BEBBBB
i 07, 1756-0B32/A, 1756-0B32/A_DcOoLlT

£ Logon..

About

|4 AddAnchor

1 08, 1756-EN2TR, 1756-EN2TR/(]

G Refresh
A £z A EtherNet 8, Bridge 1

-
b [Ell 192.168.1.20, 5069-L46E| =

B 192.165.1.40, 258.... Pow| Il

B 192.168.1.41, 193-ECM-| #

D €3 pCviaUSB, 17-Node USB CIf =

W Delete
[ ﬂ 09, 1756-L62, 1756-L62/B LOGI n

Device Properties
Device Statistics

Device Configuration

EDS / Device Description Upload

> f] 10.88.22.36, 1756-L85E, 1756-L85E/B
I &5 Ethernet, AB_ETHIP-1
A 5 Ethernet, Ethernet

b Bi= 192.168.109.151, FactoryTalk Linx - Desktop, DESKTOP-C930J5)
P =& UsB

Browsing - node A, EtherMet 8 found

Zoom: 120%

TaiConfigure Shortcut I

@ Logi Designer

FILE EDIT VIEW SEARCH LOGIC | COMMURNICATIONS = TOOLS WINDOW  HELP

e Wl S| ol E] (9 4 F Who Active b 5l e | o) B
% M RUN o & [oErETTRETETTEETT :
E moK I Fath: Select Communication Software.., * &5 F
:E':quuage Mo Controller Go online —Eene =

Select Communication Softwarns x h

Select the commurication software you would

e to use,

(O RS Clagsic

(®) FactoryTalk Linx

[ 11 cmen elp
Supported by

Studio 5000® Launcher version 31
Studio 5000® Logix Designer version 31

(version 33 defaults to FactoryTalk® Linx, version 34 faster download)

PlantPAx® Process Object Config. tool v4.10.01
PlantPAx® MPC v2.0

ControlFLASH™ v14

ControlFLASH™ + v1

Connected Components Workbench™ v12
FactoryTalk® AssetCentre v9

FactoryTalk® Policy Manager v1.0

FactoryTalk® Linx CommDTM v1
(v1.04.00 support for RSLIinx® Classic removed)

PowerFlex® HIM v1.0

Studio 5000 View Designer®v7

FactoryTalk® Batch v14

Redundancy Module Configuration Tool (v9.00)
FactoryTalk® Logix Echo v1

FactoryTalk® Action Manager™ v1.00
SequenceManager™ v2.00

More to come...

FTL=v6.40




RSLC 24.31, FTL2v6.40

]
Llnx Kernel Driver 2 2.03.07.0001

USB Kernel drivers updated for Windows Core Isolation Memory Integrity

Win - Settings - Update & Security = Windows Security = Device Security = Core Isolation

Windows Security - [m] x

Enhanced Windows security ”

& Device security

Security that comes built into your device. Windows Community videos

m Home Learn more about Device security

* Microsoft Windows 10 April 2018 updated added Core Isolation | o ... eerpoecon B3 Core isolation
memory |ntegr|ty feature Virtualization-based security protects the core parts of your device. Have a question?

R Account protection
Core isolation details Get help

- Isolates the operating system memory D el s

B App & browser control {3 Security processor

A : .
Your security processor, called the trus| | nCO m patl ble d rIVE rS

providing additional encryption for yo

- Checkskerneldriver for conformance

| 5 Device security

e A (':OUple of the RSI__inX® Classic / FaCtOI‘.yTalk® Linx USB % Device performance & health Security processor details Resolving incompatibilities with these drivers will
drivers based for did not meet the requirement and blocked P enable you to turn on Memory integrity.
the feature (3 Secure boot

Secure boot is on, preventing maliciouy
evice starts up. Learn how to resolve problems with incompatible
. 1747-UIC e ’ ’
« 1752-SmartGuard 600 USB
. Your device meets the requirements fqg ftdibus.sys
« Micro820®2080-REMLCD Learn more Commubox FXA291
* RSLinx®Classic V4.31includes updated the drivers to provide _
oM ong % Settings cdiushd.sys
compatibility E+H

* Releasedwith RSLinx® Classic v4.31and FactoryTalk®v6.40

ftdibus.sys
Rockwell automation

ftdibus.sys
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Linx & RSLinx" Classic

Kernel and Network Driver changes

Eliminates unnecessary binaries from installation image

Add Driver Selection >
« In2022 FactoryTalk® Linx v6.30 and RSLinx’ Classic 4.30 stopped Avallable Drivers
supporting 32bit windows el OF1
DH+ [1784-PETx, 2ZF11P-RNE, 2711P-AMNE)
o y P i H H P H DH435 (1734-PETA, 27F11P-RME]
The installation image continued to deliver both 32bit and 64bit Sarial DHASS [ncleing 2711PAN3, 2711P-RN22C)

Remote /0 [27T1P-BNT - PYPlus 400/600)

ControlMet [1784-PCICIS], 271 1P-RH155]

ControMet A78APETEC. 2711 P-RN15S, 27 11P-BMN15C
DeviceMe [1784-PCIDS B2711P-BH10H, 2711P-BH10C]

« FactoryTalk® Linx V6.40 and RSLinx® Classic v4.40 removes the 32bit drivers
from the installation

* The DeviceNet 1784-PCIDS PCl card's driver was designed for 32bits

- The FactoryTalk® Linx DeviceNet 1784-PCIDS Network driver / option
will also be removed because there is no Kernel Driver to interface with fp— Help

PUBLIC



FTL = v6.40

Linx < v6.31
Network Browser Ethernet driver list quantity o [ et |
e | Dot 9
Enhanced productivity by supporting larger configurations with I X S
fewer drivers D Device List is out of range. The max count of device list is &4, E
O lepy
o e |
» Previously the FactoryTalk® Linx Network Browser Ethernet driver device E 1 | /
list was limited to 64 items (IP address or DNS name) el [~
- Required many drivers to support a typical system

- Limit was migrated from RSLinx" Classic

» FactoryTalk® Linx v6.40 increases the list to 255

- Items can be manually entered or pasted (e.qg. from Excel) Norme: piscllery Methocs

[AB_ETH-1 HmDNS| | [Delice List / Range v]
- Reduces the number of drivers needed for large configurations

[1|¥ No.| ¥ Device List / Range @ I | Add New |
- Fewer manual operations to extract and replace the list driver = I P—— gy - | [ oo |

Conﬂguration [} 252 | "Bliss.Hm.CLX5585E"

[]] 253 | "Bliss.Hm EM4TR" I

[1] 254 | "Bliss.Hm.ChX5480"

[ ] :

[ ok || cancel || Apply
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FTL = v6.40

Linx Network Browser

Auto-run and minimize / close to Windows tray

Faster Network Browser launching for Enhanced Ol% @la ale v R
productivity # DESKTOPIDEET Sl Atarmtic Dy

4 FactoryTalk Linx - Desktop, DESKTOP-J1DBY [ Make Discovery Continuous (Auto browse)
[ B3 1739-A17, Backplane
> & Ethernet, AB_FTH-1
D &g Ethernet, AB_ETHIP-1

[] Show unrecognized devices

* Previously, the FactoryTalk® Linx Network Browser was p f Bpenet fthemet S
launched from the Windows Start Menu BB Dislay  warning when apening the deice web page
N Tray / auto
- Extra steps toinitiate startyopti e Z: Context Menu
- Short delay while starting up / logging user in - (el o
9] Enable Communications to Remote Proy change options
» FactoryTalk® Linx v6.40 enhances the Network Browser to @ Minimize to system sy
make it more responsive 2 Automatically un t satup

~  Minimize to system tray

User options to control startup and tray behavior oc MY Automaticallrun st startup

Show

Default to auto run on startup

The browser is immediately ready when needed

Browsing suspended while minimized to avoid

: . Tray icon to launch
impacting network / system / minimize browser

@ PUBLIC



Linx Network Browser

DNS names

Simply system navigation and management using
names instead of IP addresses

* Previously, the FactoryTalk® Linx Network Browser
supported DNS device names, but the topology continued to
show the resulting IP address

- Required user to remember the |IP addresses

* V6.40 enhances the Network browser to present the DNS
name and supports

- DNS name and IP address (Public & Private)listed
- Filter also supports searching on DNS names

* V6.40 also enhances the communications to support DNS
names in controller paths in Studio 5000® and Connected
Components Workbench™

@ PUBLIC
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< v6.31

G ¥F &8 8 87 - Q¥ Filter
4+ DESKTOP-J1DBET4

4= FactoryTalk Linx - Desktop, DESKTOP-J1DBET4
P B3 1788-A17, Backplane

net, AB_ETH-1 Hm DNS

i) 192.168.0.218, 1783-BMS10CGP, 1783-BMS10CGP Stratix 57
> ﬂ 192.168.0.22091756-L85E, InstantFizz_V34_L85
> ﬂ 192.168.0.221, 1/85-ENATR, 1736-ENATR/A
> ﬂ 192.168.0.222, 5069-LEERMW, 5069-L46ERMW
I+ &5 Ethernet, AE_ETH-1 Hm IP
I+ &5 Ethernet, AB_ETH-1 Office
P & Ethernet, AB_ETHIP-1
A Zx Ethernet, Ethernet
b e 192,168.0.204, FactoryTalk Linx - Desktop, )
4 ﬂ 192.168.0.220, 1756-L85E, InstantFizz_\/34_L 8!
4 ﬂ 192,168.0.221, 1756-ENATR, 1736-ENATR/A
4 ﬂ 192.168.0.222, 5069-LAGERMW, 5068-L46ERMW
4 i 192.168.0.225, 1785-L80E, RONE
P = USB

General Advanced

Mame: Discovery Method:

[AB_ETH-1 Hm DNS | [Device List / Range v

| Add Mew |
| Delete |
| Copy |
| Paste |

[[]| ¥ No.| ¥ Device List / Range 9

"Bliss.Hrn.Stratix 5700"

2 | "Bliss.Hm.CLX5585E"

3 | "Bliss.Hm.EN4TR"

Browsing - node 132,168.0.215, 1783-BMS10CGP, 1783-BMS10CGP 5t

"Bliss.Hrm.CMX5480"

v6.40

oK || Cancel || Apply

P

G ¥ & @ 9| ? v Filte,
4+ DESKTOP-J1DBET4

4 Bn FactoryTslk Linx - Desktop, DESKTOPA1DBET4
P B3 1788-A17, Backplane

= Ethernet, AB_ETH-1 HmDRN:

] Bliss.Hrm.Stratix5700[192.168.0.219], 1783-BMS10CG| 3
B ] Bliss.Hm.CLX5585E192.168.0.220], 1756-L8SE, Insta Gl &l aal s v o~ bliss .

4 ﬂ Bliss.Hm.EMNATR[192,168,0.221], 1736-EMN4TR, 1736-H
4+ DESKTOP-IDBET4 >  Filter
Device Address OnlineMame Location
ﬂ 1736-L85E Bliss,Hm.CLX53585E[192.168.0.220]  InstantFizz_V34_L85 DESKTOP-J1DBET41A

b (£]] Bliss.Hm.CMX5430[192.168.0.222], 5069-LABERMW,
b 2 Ethernet, AB_ETH-1 WKDNS
b 2 Ethernet, AB_ETHIP-1

fl 1756-EN4TR  BlissHmENATRI192.168.0221]  1756-EN4TR/A DESKTOP-J1DBET41E
5069-L4GERMW  Bliss,Hrm, CMX5480[192.162.0.222]  5069-L46ERMW DESKTOP-J1DBET41
@l 1783-BMS10CGP Bliss Hm.Stratix5700[192.168.0.219] 1783-BMS10CGP Stratix 5700 DESKTOP-I1DBETAIA

4 & Ethernet, Ethernet
i 192.168.0.219, 1783-BMS10CGP, 1783-BMS10CGP St
4 ﬂ 192,168.0.220, 1736-L85E, InstantFizz_V34_L 85
|4 ﬂ 192,168.0.221, 1736-EN4TR, 1736-EN4TR/A
|4 ﬁ 192,168.0.222, 5069-L46ERMW, 5069-L46ERMW
P = USE

Browsing - node Bliss.Hm.Stratix5700[192.168.0.219], 1783-BMS10CGP, 1783-BMS10CGF Zoom: 100%

TiiConfigure Shortcut




FTL = v6.40

Linx Network Browser

Device Configuration IP rotary switch custom subnet settings

Improved system MTTR and OEE

» Previously, all EtherNet/IP devices from Rockwell Automation® used private
subnet 192,168.1.x with rotary IP switches

 ODVA extended the EtherNet/IP specification to permit the private subnet |
tO be Changed (W) P sed by rotary Swilch

’ a1 Daevgw 1P Adgongy

» With FactoryTalk” Linx v6.40, the device configuration dialog added the o i
ability to change the subnet for devices that support it

19z, 7 1 1

- Assign the device with switches to the desired subnet A Custom private

subnet for rotary

- Pre-configure the subnet and store for quicker device replacement :
switches

- 5032 first platform to include this capability
- V6.31 patch RAID: 1140448 released Sept 2023
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https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1140448

FTL = v6.40

Linx Network Browser

Device Configuration EtherNet/IP Explicit Protected mode verification

Improved productivity

(@) Dbtain IP settings automatically using DHCP

* Previously, the FactoryTalk® Linx Network Browser device configuration
dialog did not detect when devices where in “Explicit Protected” mode

- Explicit Protection helps prevent changes to network address settings
- Attempting to change settings will fail without context

» FactoryTalk® Linx v6.40 Network Browser's device configuration dialog now
confirms when Explicit Protection is enabled

- Helps prevent configuration changes I—-———I
Explicit protected mode.
- List the state on the dialog

- Avoids waisted time attempting to change settings =1

abc
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FTL = v6.40

G F &laal? v ar Filter General Device Locator

Linx Network Browser
|0-Link Support

ft FLORATGWINIDENT Vendor: Festo
aryTalk Linx - Desktop, FLORATEWINTOENT Product Mame: SDAT-MHS-M50-1L-SA-E-0.3-M8

789-A17, Backplane Product ID: 1531265
thernet, AB_ETH-1

¥ 10.224.102.97, 1756-EN3TR, 1756-EN3TR/B Device ID: !
4 B3 Backplane, 1756-A13/C 31 10-Link Revision: 1.1
. o o B ] 00, 1756-EN2T, 1756-EN2T/D Serial Number: CZNZMSOBNYF
E h d d t d t t 8 01, 1736-EN3TR, 1756-EN3TR/B ) i
nNnance evice ma nagemen prO uctivi y 4[] 02, 1756-EN3TR, 1756-ENSTR/B FumiaigReviciole “VR01
4 &5 A, EtherNet 5, Bridge 1 Hardware Revision: R08
4 | 152:66.1:125, 5032-6IOLMI2PSDR, 5032 8Ch I0-link Master 5pin pur o & o T TI———
4 5 10-Link, 10Link \Backplane\2\4,192.168.1.125,10-Link\8

£ 00, FTW23 (512), Liquipoint

@ 02, 424F-B1MAB1 -xx (224), 42AF-B1MAB1-F4
[ 04, IF6123, IF6124, 1G6615, IGEE16, 115973, 115974, IM5172, IM5173 (791), 115
¥ 06, 46CLR-D5LAC2-D5 (295), 46CLR-D5LAC2-DS5 Ser A

08, SDAT-MHS-M50-SA (1), SDAT-MHS-M50-1L-SA-E-0 3- M8
§ 10, psotov-2upy & Add Anchor

B 12 42T-P2LATI- ¢  Refresh
P 14, wiB12C-3 A
b B3 PCwiallE, 17-Mode USE CIF
b f] 03, 1756-L85E, V36_I0Link

V4

« FactoryTalk® Linx v6.40 extends the network browser to
support I0-Link connected devices

Device Properties

- Intelligent discrete sensors displayed in the Network
Browser under [0-Link capable modules L —

+ Device properties
IODD Upload

is tool helps you to change the device desci
- Upload and register I0-Link Device Description (I0DD) currently installed on your computer.
files to EDS subsystem (renamed Device Description | —
Subsystem)

Delete

3 et it

< EDS / Device Description Upload

| Add selected device description files.

| Femove | Femove selected device description files.

]
-
| Import/Esport | Import or export gelected device description files,

https://io-link.com
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https://io-link.com/

FTL = v6.40

Linx Configuration Import/Export

Import/Export Drivers without a FactoryTalk® Application selected

S . . ] . Selection of FactoryTalk®
Enhanced productivity when working with drivers for Network Linx in Application is now

Browser optional

o o o o é,k, FactoryTalk Linx Configuration Import Export Tool X
« FactoryTalk® Linx v6.21included the Configuration Import/Export tool i i
Operation: \Export =
- Import/export driver and shortcut configuration R o ,
- Required selection of FactoryTalk® Linx server with FactoryTalk® | == [Cirespemntoromeo.o |
Application to specify the shortcuts to be processed i ©<
Export List:
- Resulted in unnecessary steps on computers just being used for = _
. M Driver Name Driver ID ParamPort Param Address Param Ad Param Type Param CardID P;
Network Browsing S -
“ ::311:1 :
« FactoryTalk® Linx v6.40 permits Import/Export without selecting a it
FactoryTalk® Application for the Driver only operation
- Reducing steps and complexity for driver import/export -
- |deal when only using the Network Browser (no Shortcuts / & | e
o Status: 5 of 5 items were exported successfully!
Topics) T
° Simplifies migration from RS Linx® ClaSSiC to Facto ryTalk@ LinX FactoryTalk Linx Copyright (c) 2023 Rockwell Automation Technologies, Inc. All Rights Reserved. 6.40.00 | Help |
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@ Linx

CIP Messaging to floating point data

FactoryTalk Live Data Test Client - RNA://$Global/CIA
File Group Data View Help

Add Group... | IGroup1 Vl v Active Rate (mSec): |1{}(}(]| Bemowve Group | ltem Propse

Q Q Q aQ | Current Value | Current Qy
DlreCtIy access more deVIce Informatlon types @ :[CIA]CIA:4:846:3 FARR32 0,3,0,3,0,30 3,0 0257016, 0, 3.6976%-13, 0, 0.257016, 0, 3.37604e-0.. Good
@ :[CIA]CIA:4:846:3,f32[0] 1] Good
@[CIAICIA4:846:3,£32[1] 3 Good
@ :[CIAICIA:4:846:3,f32[9] 0.257016 Good
. . @ :[CIA]CIA:4:846:3 farr64 32,32, 32 32,1.45973e-07, 1.80397e-102, 1.45973e-07, 1.08739%e-38, 1.16.. Good
« FactoryTalk® Linx v6.20 added ODVA CIP Class/Instance/Attribute J|@:cacmessss s 32 Good

Messaging

- Fully supported Boolean and Integer data types

» V6.40 extends the CIA messaging support to include floating point data @ OperationSUite
- Scalar REAL (32bit)e.g. f32
- LREAL (64Bit)e.qg. F64
- Arrays define as REAL / LREAL (e.g. FARR32, FARRG4) E%i o oo

Class/Instance/Attribute Message

* Alsoreleased as a patch 1138461 for v6.31
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https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1138461

[ ]
@ Linx

PowerFlex” adding structured data model with symbolic access

» The FactoryTalk® Linx Symbolic shortcut will now support direct communications to select
PowerFlex® drives (Initially 755T platform w/ v12 firmware, others planned)

@ F & & a ? v Q Filter -

o . . & DESKTOP- T EDS Auto Upload
« MUCH simpler than the CIP Class-Instance-Attribute messaging! T

b € 1789-A17, Backplan
4 B Ethernet, AB_ETH-1 | A tegen-

« Upload EDS file from drive in FactoryTalk® Linx (auto or manual) — " §romrquy R oo s

b f 108222351921  About 7021900
b 108822361921

0.220], T756-L84ES, [2_Test_Logic

? X
SR
& Too £ e & Add Anchor )
Select Tag Select Tag | ¢ Refrech -BMS10CGP Stratix 5700
V34 185
Folders Contents of '/Line_D ata:: 755C1A/S ample’ Folders 'I Contents of '#Line - PF 7555 ym/Online/Fu = Device Properties TRAA
- ful i
E-%af FTViewDemo Name Data Type Access Rights Description 2 I; EE‘ME im‘:t‘cs LAGERMW
e § evice Configuration
r—.i[ 'I:‘”E}—g""t’m‘ & Cmn ui UINT ReadWrite =00 PF7SSSym & Active oL
=] £ - i elete
7 Dg 7asciA & Q12,16 UINT ReadWrite g glafnmdtems & ActiveContralPort USINT 208 ED5 Upload
= 23 Disgnostic ltems & Ca13,u6 UINT ReadWrite = CT e & Current REAL z
-
g @ Cla:1:1:4,u16 UINT ReadWrite entity . @ DataValid BOOL
.23 Sample {1 InformationModel Browsing - nade EtherNet/IP port, EtherNet 3 found Zoom: 100%
- @ ClA:1:1:4,u8[0] USINT ReadWrite . @' Frequency REAL
21 Cockieline -] Maintenance ‘@c f Shorteut
e 3 T onfigure Shorteur
-2 Micro850 @ ClAT1:4, L8] USINT ReadWirite i[Z] EnvirenmentalConditions @ HeatsinkTemperature REAL L 5
{23 PF525 @ Cla:1:1:5,b[10] BOOL ReadWrite -2 Runtime @ IgbtTemperature REAL ReadWrite
(-2 PFT555ym @ ClA:1:1:5,b[11] BOOL ReadWrite .23 Converter @ Power REAL ReadWrite
@m-23 PLCS @ ClA:1:1:5,b[8] BOOL ReadWrite (I3 DcBus @ PowerFactor REAL ReadWrite
-3 SLC504 & ClA:1:5,b09] BOOL ReadWrite =3 & Voltage REAL ReadWiite
m-Z3 755C1A @' Cla:1:1:5,u16 UINT ReadWrite (1 MoterControl
-(7E Line1_HMI : UDINT ReadWrite (1 PasitionControl
1-[1 @ClientTags ReadWrite 23 TorqueControl
55 | VelecityControl
1] State
i Health
=0 Sustainability
.21 Energy
5.7 PLCS &
Refrash &l Folders | Tag filker v| Refresh All Folders | Tag filter: "|
Selected Tag Selected Tag
|f’L|ne'\_Data [FEECIAICIAT 1:T.ah | ‘."Llne'I_Dala: [PF7E55 ym]Runtime. | nverter |
Home area: ALine1_Hi Home arez: ALinel_HMI
1] | | Cancel | | Help | Ok | | Cancel | | Help |

@ PUBLIC
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Linx

Symbolic shortcut access to bits within Micro800™ numeric tags

J FactoryTalk Console - ¢ Setup - RNA://3Global/Sample/FactoryTalk Linx] - o x
@l File View Tools Window Help _&@x
i e =
= [ Network (THIS COMPUTER) Device Shorteus P |
2§ Sample
B Connectort [0d] _revove | ool | ’ 7 3, 1756-ENATR, 1756-ENATRVA -
&k FactoryTalk Link BN ﬂ 4,1756-ENBT/A, 1756-ENBT/A

Action Groups i : 8 2, 1756-DHRIO/E, 1756-DHRIO/E

o stratk | [ B3 PCiaUSB, 17-Node USB CIP Port 2
Computers and Groups -] 192.168.0.222, 5069-L4GERMVY, 5069-LAGERMW
Networks and Devices Bl 192.168.0.225, 1785-L30E, RONE

& Etherlet, AB_ETHIP-1

Improved development productivity e (| R

Policies

Users and Groups
Connections

Permission Sets

» FactoryTalk® Linx is able to communicate to Micro800™ e e e e

General

controllers e — —d]

- Uses Symbolic shortcut type to provide full list Of tags [ cosmes comscompore oo s e

File Edit View Device Tools Communications Window Help

* Previously FactoryTalk® Linx and the PanelView™ Plus were | %@ 755 5 %= oo - EEN

< % Terminal Application Language:

Ay 0K | cancel | veriy | Help

not able to directly access bits within numeric tags o R
Name: CCWSampleRS Scoper  Microas0 ~  Filter..
Devices Trends ’
- Create alias references to permit access @ | Logiatvae P S -
- Micro850 ctol Talk Live Data Test Client - RNA://$Global/Sample
&l Programs coo =8 File Grdip Data View Help
» FactoryTalk®Linx v6.40 adds the ability to directly o oo iﬂ« Sl e
. . . . . LIE Local Variables D11 tem ID [ Curre. [ Current Q...| Updates (/5... | Run Avg.
= . 309 Good 5(0) 0.012
read/write bits withing numeric tags T e g
E:I‘I User-Defined Function Blocks D13 D @[MSSO]DLOW On Goed 5(0) 0.012
"= User-Defined Functi @ [Mm850]D1.02 On Good 5(0) 0012
S' | d . d d h b' ] b ser-Uefined Functions D14 d @ [M850]D1.03 off Good 4(0) 0.010
- Simply append a period and the bit's number & o bawypes iy oo B B
- @ [M850]D1.05 On Goed 4(0) 0.010
8 Arays 55 @ [Mes01D1.06 on  Good 40 0.010
(e . g . Tag ,3) - Defined Words : @ [M850]D1.07 On Good 4(0) 0.010
D1.7 @[MSSO]DT .08 On Goed 5(0) 0.012
@ [M850]D1.0% On Goed 5(0) 0.012
. D1.8 @[MSSO]DHO Off Good 4(0) 0.010
- Reduce the number of alias tags needed Qmmpor G oo
D1.10 D @[MSSO]DM} Off Goed 4(0) 0.010
@[MBSO]DLM Off Good 3(0) 0.007
D111 D @[MSW]DHS Off Good 3(0) 0.007
D g[MSSO]DME Off Goed 3(0) 0.007
D112 Fmeearsina s - mer ~ iy P
D113 D
(| NIA

D114
| PUBLIC
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Shortcuts routed through Remote Proxy

Secure communications between systems

Line / Plant
« FactoryTalk®Linx Gateway v6.31added the Remote Proxy Service HMI & MES

- Enabled computersrunning design software from one network to bridge
through FactoryTalk® Linx Gateway computer to an automation network

Plant Network
- Reducesexposer and access to automation equipment

« FactoryTalk®Linx v6.40 extends shortcuts to be routed over the Proxy Service

. . : . Machine /
- Limited to CIP Communications(can use CIP Security) . skid HMI

- Notusing FactoryTalk® Live Data - clients and proxy cab be in different

N .
FactoryTalk® Directories Machine Network

« Route communications between networks

- Similar routing to Network Address Translation (NAT)

- Each client establishes connection to end controller / devices

!_
- Easier-No needto manage public / private |P addresses a— é

« More Secure - Limited to CIP protocol

@ PUBLIC
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Using Remote Proxy service in high availability applications OFine Toa Fie C\sersVabuser Desiiop, VM MiscProje

Shortout Type Processor

onnection Inactivity Timeout (sec.) QCESS0
EDS Parameter

Symbaolic
Unsolicited Message
CIP Object

R one ck Apply button to assign selected path to this shortcut. Eiﬂﬂﬂﬂiﬂﬁ c ngg”_e;g?: ?onh'oller
Increased system uptime / resiliency

. FactoryTalk® Linx v6.20 added the “Redundant Controller Path” RELUEENE
FactoryTalk® Linx
shortcut type

SEWES
Proxy

- Provides two network paths to one controller Client

- Simultaneous connection through both paths FactoryTalk® Linx
: : ) “Redundant
- Automatically switches to the active path Controller Path”

» Withv6.40 FactoryTalk® Linx can configure a shortcut through two Shortcut

FactoryTalk® Linx Gateway Proxy computers for proxy computer
redundancy

P Linx Gatewadl Proxy2

E

- If one proxy computer shuts down or is disconnected,
communications routed through the other proxy computer

ControlLogix®
Redundancy with
IP address
Swapping

@ PUBLIC
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Using a VersaView’ 6300 like a PanelView™ Plus

METU updated to deploy

Enhanced usability and productivity to VersaView® 6300

B Transfer Utility =

« VersaView’ 6300 computers canrun FactoryTalk® View ME Dowrlosd | Upload Conpae Dosniood

Source file: -

- Provides an alternative hardware option capable of CAUsers\NO457721\DeskiophBAT_CLX mer ] [ e
runn i N g Ot h er so ftwa re Download as;  BAT_CLX Application Version:13.0

Destination storage type:
* Previously FactoryTalk® View ME projects were manually s ' K. Ul o

"] Run application at start-up Include a goto configure mode button in your application if

t ran Sf erre d When application uns you need to access the configuration mode screens.
[ Replace communications Include a shutdown button in your application if you want to
Delete Log Files be able to shut it down.

« FactoryTalk® Linx v6.40 simplifies this process

Select destination terminal:

- Recognizes the hardware and reports viaa o T T
FactoryTalk® Linx Network Browse e 1780-A17, Backplane
E];‘!; EtherNet, AB_ETH-1
® R ® R 10.224.102.166, VersaView 6300 Industrial PC, VersaView 6300 1
- The FactoryTalk™ View ME v14 and the FactoryTalk "'%E'I“ﬂ“?i‘mw
. ops therl thernet
View ME Transfer Utility (METU) v13 can remotely ) . :
deploy a project “.mer” files to the compute FactoryTalk® Linx on
e VersaView?® reports new

identity

@ PUBLIC
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Local language switching

@ FactoryTalk Linx Gateway Configuration - Network\Sample

File Help | Language

Defau It used tion UA Server Endpoints

Improved productivity by supporting multiple languages with FactoryTalk | R
one installation Administration |7/ MESE opcAcpi/DESKTOP-11DBETA4SS0/

Console setting iy a—m

Advanced Settings

» FactoryTalk® Linx and FactoryTalk® Linx Gateway provided localized builds
Chinese With VB.ZO and FrenCh With VG.SO 4 Fal:loryTalkAdminim%n:l:é;'fl::nimﬁonSeiup-RNﬂ:{ﬁGlubaUSample!FadowTalkLim{]

E‘ﬂ Fichier  Affichage
. . . H = '=_: @ Options dufierveur FactoryTalk Directory...
- Eachlanguage delivered as a seperate download / installation L TR S v r— |
E||:_E| Réseau (CET ORD Mot de gisse temporaire L3 — I
. E‘i@ Sample Facto Ik Diagnostics 13 . .
- Only one language could be used at a time | 3R, comecurt oot o s s
E’ m— ‘::r:gu:torlqued utilisation X - E?E EEhErNet,AB_Eﬂ-!:]
» V6.40 updated to deliver all languages in a single download/installation T f“ﬂ%““
&1 Politiques - 192.168.0.220,1
o . o . 7 - Ordinateurs et groupes [—]ﬂ 192.768.0.221,1
- FactoryTalk® Administration Console and FactoryTalk® Linx Gateway's 8 Rt i b
. . . . - Utll\sate.ursetgroupas i .
user interface provides an option to choose the desired language T Pmiion e Language
(English, Chinese, French) o et selection
- Restart user interface to see the selected language e depont rmipe

ypederaccood  |Processor

Delai dinactivité de la connexion (sec.)

* Otherlanguages planned in the future

' Charger toutes les propriétés
Etendues

e chemin d'accés est actuellement attribué au raccourd sélectionné,

Application I
[u PUBLIC b




0 Live Data

Tag Browser

Increase system development productivity

« FactoryTalk® Service Platform includes a tag browser to
enable FactoryTalk View and other software to browse

the namespace

- FactoryTalk® Linx controller and device tag
definitions

- OPC-DA and the FactoryTalk® Linx OPC UA
Connector Data definitions

 V6.40incorporates anew / redesigned tag browser

@ PUBLIC

- Includes Logix extended tag properties
- Expand integers to access bits

- Adopted by FactoryTalk® View SE, FactoryTalk®
Alarms & Events and FactoryTalk® Historian

n

Select Tag - Web

¥ @ sample

Connectorl &t C Q, ~ Filter
v B FactoryTalk Linx | Tag Browsed
L7 Name Data Type
oL i v © Boolean BOOL =

Diagnostic ltems

FTL = v6.40

Collapsible Location Filter visible

avigation view Breadcrumb items

Tag Browser

sample » FactoryTalk Linx » L& » Online » _OPC_Incoming

» B Extended Properties

v Online # v O ByteValue
o orciemng + m Extended Propertis In-li
= StingValue - n I n e tag
~ W Bits
= _OPC_Outgoing i © ByteValued com ponents
= DispenserLine S < ByteValue.l Nl
= HMI_Motion < ByteValue.2
- MLAMI < ByteValue.3
Il MotionSimCntr O ByteValue.d
11l MotionSimCount . O ByteValue.s
= Motor_1 | Tag Selected -
= Motor 1.1 D Name Data T... Item ID
= Motor_1_11
= Operation
Mo Rows To Show
= Phase_1 v
= Phase ? v Tag Components v [ Columns v + 100% —
4 3
Extended Properties [v]| Data Type
Bits [J Description L | | Cancel

[ Access Right

Show/hide tag Show/hide

components columns



@ Directory

FactoryTalk® Services Platform Modernization

Improved system performance and resilience

* Socket.l0 communication channel for FactoryTalk® Directory Sync
and Eventing

- All FactoryTalk®Directory operations support Socket.|O channel
* Socket.IO channel provides

- Increased throughput

- Scalability

» FactoryTalk®Directory Server uses both Socket.IOand DCOM events
(default)

- System s configurable to accept only Socket.|0 or only DCOM

When set to only accept Socket.l0 connections, older FactoryTalk®
Directory clients will be unable to connect to the FactoryTalk®
Directory

* Socket.l0-based communication offers an alternative to DCOM

@ PUBLIC

Policy Settings
=4 | =

Directory cache transfer waiting time
~ DNS Alias Name

DOMNS slias name of the Factory Talk Directory server
+ Event System Seilings
Event communication type
Event communication protocol
Event communication port
~ Password Policy Sethngs

Password encryption method

10 seconds

Auto

Auta
Socket |0

DCOM
HA-20h
Disabled

Passwords must meet complexity requirements
Minimum password length & characters
Previous passwaords remembered 3 passwords
Minimum password age 0 days
Event commumcation type
Specifies the communication type used in the Factory Talk event system.
0K Cancel Apply Help




FTSP = v6.40

Live Data
64-bit Client toolkit

Enables FactoryTalk® Software to operate more
efficiently
on 64-bit Windows

@ OperationSuite e OperationSuite
Previously all FactoryTalk® software using FactoryTalk Live Data

were built as 32-bit 0 Live Data Client x32 @ Live Data Client x64

- Imposes memory limits(2 to 3.5GB)

- 32-bit software can operate on both Windows x32 and windows
X64 bit

* Microsoft stopped delivering 32bit Windows

* Most FactoryTalk®Software also stopped supporting 32-bit Windows

* Some FactoryTalk®Software is moving to 64 operation

- 32-bit services are difficult to integrate with
* FactoryTalk®Live Datav6.40 adds a 64-bit interface

- Expands memory capacity

- 32-bit clients continue to be supported

@ PUBLIC
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@ Live Data

Increased tag reference length

B7 Add Item
ItemlD Itemns to Add: 1
I::[MyLBEontroIIerShortcut]ngiam:T :[MuLBCaontrallerShartcutlPragran: This_is_a reall long progranm_name.Wer Long Tag with Hesl oK

Diatatype Cancel
Improved productivity and data modeling Joses = pcvncas

ik

¥ Active
Add Branch Item Properties Help
-' Elogrami$:FkD " ~ LongTypes Long Element One
= TOgrar: |s_|s_a_rea._ong_proglam_name
 Previously all FactoryTalk Live Data limited tag references to 260 S e Lo St G
- LongType2_Long_Element_One
C h a ra Ct e rS B- L:DngT_l,lpe3_L0ng_Element_Une
| | St Example
- Prevented accessing complex / deeply nested Logix S Longlype Lorg Pl One. reference
structures o e ) 318 characters
- Logix structures limited to about ~6 to 7 levels with long At Faleg .
element names :
_ (DaCliert) sawerhfa_nﬁ Addltem(), temID = D Failure
* V6.40increases the length to 1024 esult = (e 0040008, with v6.31
. - [~ Skip Remaining Failed tems :
- Permits more descriptive names

R |ncreased Structure depth / nesting (~25 |eve|S) Fa;toryTalk[:_iveD:aTest:lilent—RNA:H!IGIobaIISampIe - O x
ile roup ata ew elp

Add Group... | IGroup1 vI v Active Rate (mSec): |'|DDD Eemove Groupl ltem Properties I

Item 1D Current Value Current CQuali Updates (/Sec) | Run Avg.
:[MyLa&ControllerShortcut]Program: This_is_a_reall_long_program... 0 G 0.010

Success
with v6.4
@ PUBLIC Eeady t 6 O 4 Elapsed: 0200:02:18




Linx Gateway
URL Computer name and IP address Option

Simplify system configuration / setup

* Previous the URL string defaulted to the computer's name
- |deal when operating on the same subnet
- Renaming the computer impacted the operation
- IP address would function but not as obvious

* V6.40 added an option to choose computers IP address

- Local/ loopback

- |P address for each Network Interface Connection(NIC)

@ PUBLIC

FTLGW 2 v6.40

4 Metwork Configuration

Mame:
FactoryTalkLinwGateway

< v6.31 URL used

Port:
49490

computer name

URL:
opc.tocpy/DESKTOP-1TDBETA:4990,/ FactonyTalkLinxGateway1

[ ] Disakle
> v6.40 URL
4 Metwork Configuration address Opt|0n
Mame:
FactoryTalkLinxGateway1
192.168.201.157
Port: 169.254.79.161
4990 127.0.0.1
DESKTOP-J1DBET4
Address:
192.168.201.157 .
URL:

opctop//192.168.201.157:4990/FactoryTalkLinkGateway 1

[ ] Disable

2 v6.40 URL with

IP address



FTLGW 2 v6.40

L. G t
I nx a e Way @ FactoryTalk Linx Gateway Configuration - Network\app1

File Help

. . . .
Access to bits within integers Bl Lo
general settings
Tag Groups + -|— Add Tags @ Delete Tags [—) Export [(— Import () Refresh Namespace l
z/u UA Server Endpoints

Configure OPC UA & Ovenview & emid Name 7 Data Type Parent Path
Server Endpoints

it TagGroup01 w l Area02:[New_Shortcutlg_... I 1l g_dintArr DINT[123] RNA://$Global/app1.Area...

'ﬁ Advanced Settings
Advanced Settings for [¥] Area02:[New_Shortcutlg_... Q g.int2 INT RNA://$Global/app1.Area...
OPC UA Server

@ Area02::[New_Shortcutlg_... = g_myStruct Area02:[New_Shortcut]m... RNA://$Global/app1.Area...
Simplifies access to controller integer bits R Mo meomgra
o i -
tagts access rights =
: . : e “soft i
* Previousreleases had limited access to bits within integers — %
[ | Properties i
- Bits can be accessed with integers with folder / scalar
namespace
g_dintArr{1].2
. . Item Id: 1400899615
- For the Tag list or Custom namespace bit tags must be Node Id: ns=25=TagGroup01#Area02:[New_Shortcutlg_dintAr 112
definedin Logix(alias to bits in integers) Kt -
Sampling Interval (ms): 1000 @
oo 0 o . Queue Size:
* V6.40 adds the ability to access integer bits for Tag List and b ifinge: ‘ S
custom namespace Discard Oldest 0
Sampling in Connected State [_]
. . . . Log Values: [
- OPC UA Client must include bit reference in the St e
requested Node ID & Fitter |
Data Change Trigger: ;VStatusVaIue bl
o g 8 g g Deadband Type: LNone il
Append perloq and bit numberto integer tag reference in S . =
th-e OPC UA Client e.q. ...|nt_tagl e 8] ¢
(bits excluded from namespace) — Value T )
-I@ g_dintArr[1].2 True Boolean I
alue We o0lean

» StatusCode Good StatusCode

TT

@ PUBLIC



Include folders in custom data model @

File

Improved data organization and productivity v
10,

* Initially the FactoryTalk® Linx Gateway’'s custom data
model supported structures and scalar items linked to
system tags

Linx Gateway

» V6.40 adds ability to define folders @

- Embed tags and nest folders

- Define your own order

FA

- Embed other tags in the folders

(scalar, structures and arrays)

* Foldersare simpler to be defined, navigate and access

* Combine with structure tags to improve data
organization

@ PUBLIC

ctoryTalk Linx Gatew

Help

Server Configuration
Configure server
general settings

UA Server Endpoints
Configure OPC UA
Server Endpoints

Advanced Settings
Advanced Settings for

Nested folders

Custom UA Namespace
Configure OPC UA

Namespace

Remote Proxy Service

Proxy settings
e ExrtariTall Line

ay Configuration - Network\AAA

FTLGW 2 v6.40

User-defined

order

Custom UA Namespace

+ Create Namespace t

Insert Delete Order
v @ Namespace_01

v O Tags Name Data Type
v = Folder01 SubFolder1 MFolder
= SubFolder1 SubFolder2 MFolder
= SubFolder2 tag1 Int16
M= Folder02
ta . Unified Automation UaExpert - The OPC Unifieq
M= Folder03 Click lProject
= Folder04 v [ Project
N v @ Servers
» = Types {2 FactoryTalkLinxGateway
#2 |No Highlight
2 Root
v 2 Objects
> D Aliases
v |2 FactoryTalkLinxGateway
v i) Folder01

> |2 SubFolder1
> (23 SubFolder2
> @ tagl
> @ tag2
2 Folder02
) Folder03

) Folderd4
a0 saaD

Namespace in

UA Client

VMV VvV VvV




Greatly simplifies setup process for isolated OPC-DA and

Linx Gateway

Standalone Logix access from OPD DA and DDE clients

DDE clients

» Previously all FactoryTalk® Linx Gateway data was sourced from

FactoryTalk Live Data servers

- FactoryTalk® Linx, FactoryTalk® Linx OPC UA connector,

and the FactoryTalk® Live Data OPC-DA interface
Ideal for large distributed and redundant operations

« V6.40 provides an option for standalone operation

@ PUBLIC

Includes embedded / isolated FactoryTalk® Linx service
(No FactoryTalk® Live Data services in this mode)

Simplifies configuration

Initially limited to OPC-DA and DDE interface access to
Logix Controllers

Potentially faster speeds and data delivery consistency
Supports “Folders with Scalars” data-model
Simpler migration from RSLinx" Classic

FTLGW 2 v6.40

@ FactoryTalk Linx Gateway Configuration - Metwo

New standalone data

File Help source option
o fEmEn T Server Configuration
mo  Configure server

general settings

Standalone

Standalone Data Service

Remote Pr

Select Data Source:

() FactoryTalk Application
® Standalone
FactoryTalk Security Policy:

Data Service

| Network

Service

& FactoryTalk Linx Gateway Configuration - Netwerk

File Help

]

we Server C

=
= Configure server
general settings

Remote Proxy Service
8 prowy setings
for FactoryTalk Linx

SDK Interface
.E. Manage client software
access to FactoryTalk
Linx SDK

FactoryTalk

{~| DiagnesticLog
View histarical
diagnostics

Standalone Data Service
Standalone Data Service

Data Service

+ & | Q, Filter.

- Primary Server Browser it

Name

(<l <]

Type path +o@aa® ¥ I;I|

L7

Processor fa  DESKTOP-J1DBET4

AB_ETH-1110.88.22.33\Backplane\3 ...

¥ [y DESKTOP-J1DBET4

Configure shortcuts
in the same user

» 83 Backplane

» 2z EtherNet, AB_ETH-1

» &z EtherNet, AB_ETHIP-1

» & EtherNet, EmulateEthernet
= EtherNet, Ethernet

interface
Embedded Network

Browser to assign

path to controller
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Linx Gateway

Option to reduce startup duration

Increased system availability and OEE i:”:::'k“"“ ey Centgueton HetweBamele
E {S;:-;;ru(fgrsl:irs‘l{:rration Advanced Settings
e« The FactoryTaIk® Linx Gateway must generate an OPC UA general settings [] Enable configuration of OPC UA namespace index (@
namespace before enabling OPC UA Clients to connect P U Serves Endpoints omespace e presaned 10 OFC U s ©
- This could take many minutes for tag list or custom i;:;;gs DS,;tdeZdtl:lm for each array element in the OPC UA namespace @
configurations with a high number of tags and o Advanced Setings for ] Cache UA Namespace

structures

'3 Certificate Management

0 0 R=d Manage incoming and

« FactoryTalk® Linx Gateway v6.40 adds a new option to outgoing certficates
“Cache UA Namespace”

UA Tag List
’ Set OPC UA

- Once the namespace is generated, the contents are Ros e e
written into a file

Saves a copy of the OPC

UA Namespace to the

computer’s drive
- Onrestart, the namespace is reloaded from the file

instead of regenerating

- Substantially reduces computer startup duration

@ PUBLIC



Linx Data Bridge

Option to control group updates

Enhanced system performance, flexibility and
productivity

» Previously the FactoryTalk® Linx Data Bridge groups
were all active together

« FactoryTalk® Linx Data Bridge v6.40 includes an
option to enable / disable each group individually

@ PUBLIC

« Use different source data to a set of destination
« Accommodate different machine states
- Facilitates isolated testing portion(s) of a system

- Reduce communications loading when data is
not needed

FTLDB 2 v6.40

Group settings

separated tag pairs

e FactoryTalk Linx Data Bridge =
File Help
General Settings Configurations
Configure general
settings Group Settings m‘
= —_— —
i Configure source tags Name: lGroup_1 ’ Group Update Rate: 250 mSec &
and destination tags Ensure data type consistency
FactoryTalk Group communications: )
-1 Diagnostic Log
|| l Enabled by tag ¥ l
Enable/disable group 1167_48 3eooi | [£] 0osabes

communications
1 [l

Linked tag to

determine state

[] Close existing tag subscriptions when disabled

ISEx‘ect a destination tag to trigger the group refresh

[ Refresh Destination Tags |

[_] Only update destination tags with refresh trigger
Update destination tags with refresh trigger quality changes

Tag to trigger automatic refresh: @ (Last refreshed at5/17/2023 8:37:59 AM)

l E [] Inhibit tag trigger




Linx Data Bridge

Option to Log Group Trigger Changes

Reduced computer / system overhead

» The FactoryTalk® Linx Data Bridge group trigger option
was added in v6.30

» Previously all tag group trigger value changes were logged
to the FactoryTalk® Diagnostic Log

- Frequent triggers could add impact system and
generate a high volume of unwanted diagnostic
records

« V6.40 adds an option to control the diagnostic logging
- Disabled by default

- Reducesthelogrecords and system overhead

- Enable when testing or diagnosing operation

@ PUBLIC

FTLDB 2 v6.40

@ FactoryTalk Linx Data Bridge

File Help

General Settings

. Configurations
&= Configure source tags
‘ and destination tags
FactoryTalk
t Diagnostic Log
View historical

diagnostics

Group Settings | Group Pairs |

[V] Ensure data type consistency

Group communications: @)

Tag to trigger automatic refresh: @

Group Update Rate: 250 mSec i

Option to capture A \
Trigger Changes in |

ety | [ ok | [[esy | [ concel |

FactoryTalk®

Diagnostic Log



Linx Data Bridge

FTLDB 2 v6.40

10/21/2023 9:16:47 AM

- Total: 1 error(s) -

. .
Verify configuration...
R e | a X e d C O nf I g u rat I O n e X p O rt Error: group “Group_1": data pair "Data_Pair_1": Data type "DOUBLE" of source tag "/Data_Area/Connectori:[UAServer 017\BuildingAutomation\AirConditioner_1\Humidity” and data type "DINT" of destination tag "/Data_Area:z[Home_L72]_COPC_Inb

Enhanced development productivity

* Previously FactoryTalk® Linx Data Bridge would not permit
an export if a configuration error was detected

- ldeal when export used for configuration backup

- Required extra effort to verify and correct errors

- Made it difficult to manage system tag changes
* V6.40 relaxed this check

- Expands the role of import / export to make
configuration changes

@ PUBLIC

Example data
type mismatch
error

<v6.31

FactoryTalk Linx Data Bridge EXpOrt BIOCked

The configuration cannot be exported. Error(s) are detected in
the verification result. Resolve the errors and try again.

>v6.40

Successful Export

FactoryTalk Linx Data Bridge

Exported configuration to CAlUsers\labuser

i \Desktop\DB_Examplesxml.
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Linx OPC UA Connector

Methods with arguments

Use FactoryTalk® View SE to coordinate operations in OPC UA

Servers defined using OPC companion specifications FactoryTalk® View
SE

Tag write Tag read

« The FactoryTalk® Linx OPC UA Connector increased data access capabilities

with eachrelease FactoryTalk® Linx

- Scalar, arrays, tags-in-tags, subtypes, structures and alarms UPC UA Connector

« V6.3Tadded the ability to initiate simple methods in OPC UA Servers Method Method
- Limited to methods without input/output parameters Start OPC UA & Response
- Creates predefined tags for method management (Param1...) (w/ Methoedr;/)er (Return Param...)

- Write operation or VBA from FactoryTalk® View SE to initiate methods
- Write from FactoryTalk® Live Data Test Client for testing
* V6.40 extends Method support to include input and out arguments

- Scalar, structure and array parameters

@ PUBLIC



Linx OPC UA Connector

Option to relax some security checks

Enables communications to non-compliant servers

« The OPC Specification and the FactoryTalk® Linx OPC UA Connector expect
a UA Server to deliver identical endpoint descriptions for both the discovery
request and create session response

- Some servers don't follow this requirement, helping prevent the
FactoryTalk® Linx OPC UA connector from establishing
communications

» V6.40 provides an option to relax this check to enable the FactoryTalk® Linx
OPC UA Connector to skip this check

- @Diagnostic Iltems\Retained\@OPC_RelaxConnectionSecurityChecks

- Permits different endpoint descriptions and duplicate or missing
nonce encryption value

« Limit use of this option and other precautions should be considered

@ PUBLIC

FTLUAC 2 v6.40

B Add ltem

ItemlD
IConnectoﬂ = [UAS ampleServeryEh

Items to &dd: 1

Connector (L4,

S ampleS erver]sEDiagnostic [temsiH etainedh @0

oK

J 11

Datatype Cancel
I Cefault - l
Advanced
v Active
Add Branch Itemn Properties Help
. - Online ~ @OPC_Methods_Arays AllawExcessArapE lements -

yLBContrallerShaortout
i Diagnostic ltems
L eline
El- Connector]
B [UASampleServer]
E| {@Diagnostic lkems
. - GlobalRolup
. - Retained

-- Demo.@UaA_Modeld:ne=2;:=Dem:
-- Demo.@Ua_MNodeld ns=7:z=Demc -

>

(@OPC_Methods_arays_AllowPartial
(@OPC_Methods_arays_DisplapalT ags
(@OPC_Methods_Arays_UseEmpty
(@OPLC_Methods_ContinueE xecution0nE mor
(@OPC_Methods_GenerateDiagnosticM essages
(@OPC_Methods_PerSessionT imeout_ms
@0PC_Methods_QueuedMaxB acklog
@OPC_Overidebd a4B rowseR eplyD ataPert ode

(@OPL_RelaxConnectionS ecurituChe

@OPC_SamplingR ateQverideR atio

@OPC_SamplingR ateOveride T hreshhold
@OPC_TimestampTollze

@OPC_MerifyT agPath ]
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Linx OPC UA Connector T

| opc.tep:{DESKTOP-J1DBET4:4330/Factory TalkLinxGatewsy 1 |
Reverse Connection

@ Communicating with server

Reverse Connect

Client Address Connection
DESKTOP-J1DBEET4
Enhanced securit |C"'e"t Port SREIOF
y |4a512 Server
Client Endpoint URL:
 Previously the FactoryTalk® Linx OPC UA Connector would originate all ';pc't““;’gfs“mp“”DE'E”:‘*“”
connections to OPC UA Servers urn DESKTOP-J1DBET4 Factony TalkLinxGatewsyOPCUAServer
« FactoryTalk® Linx Gateway v6.31added Reverse Connection [] Log Reverse Connect Server U
* FactoryTalk® Linx OPC UA Connector v6.40 adds Reverse Connections
- OPC UA Server initiates the connection Linx OPC UA Connector
- Once connected, the communicates FactoryTalk® Linx OPC UA Standard Reverse
Connector normaIIy Connection  Connection
- Permits OPC UA server to operate behind a firewall with closed ports }@\ V]

Firewall

OPC UA

u Server
O PUBLIC
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Linx OPC UA Connector

Namespace Capacity Increase

Support larger servers and fewer computers for large

configurations 2x capacity
« The FactoryTalk® Linx OPC UA Connector uploads the entire namespace over previous
from each configured OPC Server endpoint versions
- Required to support browsing for tags with FactoryTalk® software @ Linx OPC UA Connector

- Converts the namespace to align with FactoryTalk Live Data

- Captures tag node-IDs needed for communications requests

- Saved to disk for faster startup
- Up to 20 endpoints / computer

* Previously the OPC UA Connector could accommodate around 200K
elements in the namespace o
Tag definition

- Unable to communicate to OPC UA servers larger than this
Nnamespace

- More UA Connector computers needed OPC UA Server

» V6.40 expanded the available memory to the service effectively doubling its
capacity (~400K)

@ PUBLIC



EtherNet/IP Address Commissioning Tool |

More productive way to assign IP addresses for EtherNet/IP devices

New / enhanced tool

* Delivers Ethernet IP address
assignments to devices making
BOOTP / DHCP requests

* V1 Released 4/2021, v2 3/2022, v3
2023

* Free download on
* Replaces BOOTP tool

@ PUBLIC

Enhanced Operation

« CSV import / export for I[P/ MAC/
host name configand logs

» User option to switch CIP devices
to static mode

* Run in background from tray

« PC port and firewall conflict
verification

V3 adds option to block MACs
from receiving IP address,
system tray operation

EtherNet/IP Address Commissionin

A
[m]
a
(]
[m]
a
[m]
(m]
[m]
[m]

g Tool

Multiple IP address
assignment modes

* Pre-defined / Manually Entered
(similar to old BOOTP tool)

* Merge MAC to configuration item
* Range (x.x.x.x to y.y.y.y)

e Commission from list
(prompt to start, capture MAC
and send IP)

EIPACT 2 v3.00



EIPACT 2 v3.00

Blocked MAC
address list

EtherNet/IP Address Commissioning Tool

MAC address Blockin g U EtherNet/IP Address Commissioning Tool
EtherNet/IP Address Commissioning Too

Avoids rework by ensuring desired IP addresses go @ Unassigned
to correct device

~+- Add [+ impo

* Originally the EtherNet/IP Address Commissioning Tool
responded to the BootP/DHCP request from any device

- | some cases a random unconfigured device or VM
session would be give an IP address that was intended
for a specific automation device

« V3.0 adds an optional MAC address blocking capability

- Once enabled you can add a device MAC address to the
Blocked MAC list so their request won't be processed

/). Block MAC address

- Options to move a MAC address from unassigned and
Configuration tabs

Do you want to enable the MAC address

blocking?
E3

- Import / export list from CSV file

@ PUBLIC



EIPACT 2 v3.00

EtherNet/IP Address Commissioning Tool -

o
Refactored to Slngle executable & sevics - o «x
File Action View Help
e |EEL HEI > o
% Services (Locall | [T Services (Local)
EIP Commission Tool Ul Service fiption  Stetus  StarupType  Log OnhAs A
b *1EP Commission Tool Ul Service EtherNet/IP .. Running Automatic Local Servicd
escription: 3 : :
Erheatiety 1P Address Commissioninl | EIP Commission Tool Windows Service Etherhet/IP .. Running Automatic Local Service
Tool User Interface Service o - The Embed... Manual (Trig...  Local Syste...
C: Encrypting File System (EFS) Provides th... Manual (Tig..  Local Syste...
° ° ° ° ° ogo G Enterprise App Management Service Enables ent... Manual Local Syste...
Single application with system tray simplifies management e B R o
& FactoryTalk Activation Helper Assists Fact.. Running  Automatic Local Syste..
£ FactoryTalk Activation Service Running  Automatic Local Service
{J: FactoryTalk Diagnostics CE Receiver Receives m. Manual Local Service
€ FactoryTalk Diagnostics Local Reader Running  Automatic Local Service
G FactoryTalk Linx Browser Ul FactoryTalk .. Running  Automatic Local Service
&} FactoryTalk Linx CIP Security Service FactoryTalk .. Running  Automatic Local Service
& FactoryTalk Linx Data Bridge Server Provides abi.. Running Automatic Local Service ¥
. . . o < >
e P ly the tool d d with a back d d t
revious € 1001 was aesigned with a backgrouna service and separate bxtended (Stondard/
interf
17 Task Manager - O X

File Options WView

- Service must operate continually (numerous support cases)

Y 5% 51%
Status CPU Memory

v " EIPCommissionToel (32 bit) (6) 02%  147TAMB A

« V3 of the tool changes to one executable

. EIPCommissionWebSer (32 bit) 0% 231 ME
[#=] CefSharp.BrowserSubprocess (32 bit) 0% 5.5 MB
[#=] CefSharp.BrowserSubprocess (32 bit) 0% 45 MB

S T h e tO 0 | cano p era t e fI’O m t h e Wi n d OWS SySt em tray EtherNel/IP Address C“’""‘i“‘iﬁ E CefSharp.BrowserSubprocess Eaz brt; 02%  S4TMB
€ tnsssnet Unassigned Requests CefSharp.BrowserSubprocess (32 bit) ??5 ‘ij? M? .

- Free up resources when the tool is closed = o ’

mmose| (A

. . N . %' EtherNet/IP Address Commissioning Tool 0% 50.9 MB
- Listed from Windows Task Manager (instead of services) v3

B Ematiat? 2de

£ configuration ‘W 0 Fewer details End task
© blacked MAC h -

& setings

B

Rochwell
EtherNet/IP Address Gommissioning Tool Version 3.00. Cepyright © 2023 Rockwell Automation Technelogies, |
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Improved productivity

« FactoryTalk® Service Platform and FactoryTalk® Linx
communications v6.00 software moved to HTML help

* V6.40redesigns
- New appearance / navigation
- Responsive user interface

- Improved search results
with topic breadcrumbs

PUBLIC

Service Platform and Communications Software
HTML Help and Release Notes redesign

A Rockwell
@ Automation

FactoryTalk Services Platform Help

Rockwell
Automation

FactoryTalk Linx OPC UA Connector
Help

FactoryTalk Serv

latform Help

FactoryTalk Linx Help

FactoryTalk Linx onmector Help

FactoryTalk Alarms and Events

Help FactoryTalk Linx Help

FactoryTalk Live Data Test
Client Help

Troubleshaoting FactoryTalk FoctoryTalk Alarms ond Events Help

Legal Notices

yTalk Live Data Test Client Help

Troubleshoating FactoryTalk

Legal Notices

@ Roslwent

FactoryTalk Services Platform Help

FactoryTalk Services
Platform Help

ctoryTalk Linx OPC UA
Connector Help

FactoryTalk Linx Help

toryTalk Linx

toryTalk Linx
configuration

toryTalk Linx
configurations adoption

Communication Setup
editor

Communication Setup
editor settings

DCOM security

toryTalk Linx Net

Brow:

r overview

Configure FactoryTalk Linx
for applicat

ns

Configure for local stand-

alone applications

Search

FactoryTalk Linx Help

FactoryTalk® Linx is a FactoryTalk® Live Data server and communicatic)
infarmation from Allen-Bradley® control products to the Rockwell Aut
design software. While FactoryTalk Linx can communicate with most A
many other control products, it is optimized to work with Logix 5000™
PlantPax process controller using EtherNet/IP. It gives the fastest data
on automation networks and control system operation. Use FactoryTal

* Browse devices in the network - The network browser provides
permit the user to navigate the topology, perform device com
statistics.

Acquire data - FactoryTalk Linx provides a scalable solution thaj
computer with a single controller, to large distributed and even]
with many controllers.

Use the FactoryTalk Linx Gateway Remote Proxy Server - Remo!
one computer to bridge through a central FactoryTalk Linx Gatd
communicate with automation system devices on a different n

"7\ Rockwell hort n
@ Automation e
201 document(s) found for shortcut Page 1/21

Shortcut Validation Report

FactoryTalk LinkHelp  Configure for FactoryTalk View ME applicat

Create and test a FactoryTalk View ME application  Convert a runtime applicat

to adevelopment application

When a runtime application is converted to a design application, all of the shortcut device assignments and offline tag file assignments in the application are validated by
FactoryTalk Linx . The.

Shortcut Properties table

TalkLinxHelp  Configure for local stand-alone applications  Shortcut types

Use the Shortcut Properties table in the Communication Setup editor to configure additicnal properties for the selected shorteut, or to enable FactoryTalk Alarms and Events
support. Toallow a...

» Similar results.

Shortcut path synchronization

fTalk LinxHelp  Configure for local stand-alone applications  Shortcuttypes  Verify your shertcut

snfigurations

How do | open the Shertcut path synchronization dialog box? From the Communication Setup editor, click Verify to open the Shertcut Verifier dialog box, and then click
Synchronize . Starting with.

> similar results.

Shorteut status messages

Talk Linx Help  Configure for local stand-alone applications  Shorteuttypes  Verify your shorteut configurations

These are the messages that display in the Shortcut Verifier window when you click Verify on the Communication Setup editor. If a status message is prefixed with: Then
Warning There is a condition

» Similar results.

Configure a Processor shortcut

fTalk LinxHelp  Configure for local stand-alone applications  Shortcuttypes  Processol

Use the below steps to configure shorteuts in FactoryTalk Linx and Studio 5000 Logix Designer . To configure a Processor shorteut From the Explorer window of FactoryTalk
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