FactoryTalk® Linx v6.30, FactoryTalk® Linx
Gateway v6.30, FactoryTalk® Live Data v6.30,

FactoryTalk® Data Bridge v6.30, @ Rockwell
Aulfomaltion
RSLinx® Classic v4.30 (CPR9 SR13)

What's NEW in Communication Software at Rockwell Automation

expanding human possibility”
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Significant v6.30 Capabilities Planned for Q1 CY2022

@ Linx

IR

@ Linx OPC UA Connector @ Linx Gateway

r)iw .
i

CIP Security to CompactLogix™
and redundant ControlLogix®,
standard and Safety

Multiple IP addresses / NIC (co-
exist with FactoryTalk® Logix
Echo) i’

Network browser 5015 duplex
presentation and GuardLink®

Options to close CIP Security port
for devices and Linx

Live Data subscriptions at 600,

msec to 900 msec

Wﬁ_.:‘,' ‘L.;.W"‘.’ L] LT L Peers i 2 0

New base types supported

Access UA server structures /
complex types

Option to include unsupported
types as strings

Deliver OPC UA Server alarms to
FactoryTalk® Alarms and Events
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Array element access /
enumeration

Configuration backup / restore
Limit Professional to 500K tags

Namespace index per data source
(shortcut / endpoint)

Data Bridge — Option to limit
destination updates to trigger tag
changes




@ Linx v6.30 CPR9-SR13.0

Shared services

=  Microsoft Windows = FactoryTalk® Linx Network Browser
= Validation with Windows 10 20H2, 21H1 and Windows * 5015 single view for redundant modules
11 = GuardLink® browsing
- Stop supporting Win 7 and Win 10 32bit * Browse through Compactlogix™ 1769-L36ERM

- Elevated DCOM Authorization level = Display offline devices and options to remove

= FactoryTalk® Linx - Option to disable device CIP Security
- Released with Logix version 34 / FactoryTalk® View 13 = Option to disable LLDP detection
- CIP Security to redundant ControlLogix® and - mg’r:gég?n'eorﬁm IP address and CIP port (44818)

CompactLogix™ L3z (standard and safety) .
= FactoryTalk® Live Data

_ = FactoryTalk® View SE client workstation local tags
= Multiple NIC IP addresses browse, read & write

= Connect to device not previously browsed = FactoryTalk® View SE simultaneous writes to redundant

New @TrackedState, @Redund Enabled and MI tag servers
. ew rackedState, edundancyEnabled an -
@RedundancyState pre-defined tags Added 600,700,800,900 msec data subscription rate

= CIP Security user option to disable port 2221

: L : . = Tag Browser leading zeros to sort array elements
= Permit communications with L8 controllers containing properly

new Time data types = OPC-DA client changed default authentication level to

packet integrity

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 3 A R“IIM e



@ Linx v6.30 CPR9-SR13.0 Cont.

OPC UA and Tools

= FactoryTalk® Linx Gateway = FactoryTalk® Linx OPC UA Connector
- Option for local and/or remote OPC-DA clients = Access to data in structures
- Add Individual array elements into tag groups - f\ddtit_iona)l OPC UA Types (option to convert some
0 strings

= Option to enumerate array elements in namespace _
= OPC UA Server Alarms merged into FactoryTalk®

= Configuration Backup / Restore Alarms and Events
= Configuration file hardening - Controlled access to certificate management
= Controlled access to certificate management m FactoryTaIk® Linx Data Bridge
= Professional edition limited to 500K tags (vs. unlimited) - Option to only refresh destination tags when
= Invalid scope configuration and workstation renamed trigger tag changes
warnings = EtherNet/IP Address Commissioning tool
= Tag browser performance improvements v2.00
= Individual names index for each shortcut / data source = Many usability and productivity enhancements (for
- OPC-DA server changed default authentication level to example, merge new MAC address into
ket i : configuration list and check if port 67 is blocked by
packet integrity firewall)

= Chinese and French local language editions
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RSLC 2 v4.30

RSLinx" Classic

Maintenance update

@i R5Linx Classic Gateway - [RSWho - 1] — O >
Mal ntal n I n conn eCtIVIt for Ie ac CcO nfl u ratl ons oz File Edit View Communications Station DDE/OPC  Security Window Help = & £
g y g y g Eléls.@ Elﬂﬁl About R5Linx Classic Gat 4
v Autobrowse Fiefresh | =y = ° s e
S B Worktoion DESCOPACOND | S A2 o A
* Includes EDS files to support new hardware and firmware s o Gatmmys, Bhemet RS Clasic, a fanly of sl commurialons
| d il 192.168.0.219, 1733-BMS10CGP|  devices.
« Improved resilienc o) 192.168.0.220, 1756- ’
> Y T e oo g Pove [ emmcmastas
o intiec ralcaee 1 ¢ e ﬂ 00, 1756-L85E LOGIX358 ockwell Automation, Ine.
Incorporates changes from patches to previous release e E‘-?‘kai""%in - |0351
T : c @ f] 03, 1756-EN4TR, 1756-E (LR, )
- Completed security ingress testing and resolutions 5§ 04 1756-ENBT/A, 17564 | Business: 4406483434
Elﬁ A, Ethernet Tech. Support: 440-5%8-3434
- Updates for latest Rockwell Automation security requirements N

[ 192.168.1.11, E30

ﬂ 192,168.1.12, 175 MNon-Excluzive License Granted For Use Solely By

» Elevated DCOM authorization level to support Microsoft change -1 192.168.1.13, 508 -
. . . . .. ] 19216814, 1756 =it Allis, Wl =
« Enable communications with L8 version 34 controllers containing ne E{;_; . -
time data types & 08, 1756-DHRIO/B, 175

[]---ﬂ 192.168.0.221, 1756-ENATR, 175
rn ¥ 107 16R N 777 SNRO_I ARERKMAT | NETYT ARERAAA SNAA_T ARERRNAT

- Also patches to earlier version For Help, press F1 TN o

- New types not accessible to OPC Clients
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Linx & RSLinx Classic

Changes to Supported Windows operating systems

Staying current with

H )
Maintaining support for actively maintained Windows versions Microsoft’s lead,
Improving security and
performance

« The FactoryTalk® Linx software portfolio v6.30 and RSLinx® Classic v4.30
- Supporting the latest Windows 10 builds 20H2, 21H1
- Added support for Windows 11

« Blocking installation on Windows 7 and all Windows 10 32bit editions

- Consistent with FactoryTalk® Service Platform and other Rockwell
Automation software

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 6 e A“gfmgll%on



Microsoft Creates a More Secure Operating System Environment
Microsoft raising minimum DCOM Authentication Level

Microsoft change in minimum DCOM Authentication Level affects many Microsoftis addressing a
Rockwell Automation software products in distributed systems vulnerability (CVE-2021-26414) as
Please review Rockwell Automation Product Notice PN-1581to learn described in Microsoft

about directly and indirectly affected products KB 5004442

» Microsoft delivering DCOM patch in three phases Jun2021, Jun2022, Mar2023 . ; .
k P P Microsoft's DCOM Hardening change

effect is industry wide Any
application attempting to establish
DCOM connection not using the new
minimum authentication level will
experience failures

* Deploying Microsoft's June 2022 or March 2023 cumulative update helps
prevent Rockwell Automation products from establishing DBCOM connections;
systems will no longer function properly

- Products using FactoryTalk® Services or FactoryTalk® Live Data are affected
- Products with OPC-DA communications between computers are affected
- Products using Windows DCOM APls to establish connections are affected

FactoryTalk® Service Platform,
FactoryTalk® Linx Gateway v6.30 and
RSLinx® Classic v4.30 default to DCOM
Packet Integrity

-79% Rockwell
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-26414
https://support.microsoft.com/en-us/topic/kb5004442-manage-changes-for-windows-dcom-server-security-feature-bypass-cve-2021-26414-f1400b52-c141-43d2-941e-37ed901c769c
https://rockwellautomation.custhelp.com/app/answers/answer_view/a_id/1133982

Linx

System release

Enabling the latest system capabilities

« FactoryTalk® Linx v6.30 tested and released with Logix version 34 and
FactoryTalk® View v13

« FactoryTalk® View V13 notable features
- Client local tags
- Duplicate writes to redundant HMI tag server
- Access to OPC UA Server Alarms
- Elevated DCOM Authorization level
* Logix version 34 notable features
- New time data types

- CIP Security for ControlLogix® L5580S, CompactLogix™ 5380, 5380P,
5380S2, 5380S3 families

« CIP Security to ControlLogix® redundant controllers

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 8 e A“gfmce“l_!on



Linx

CIP Security to redundant ControlLogix® controllers

Enhances system security in high availability systems

« FactoryTalk® Linx v6.11 and Logix version 32 added support for CIP
Security

- Limited to single controller configurations

« ControlLogix® version 33 added support for ControlLogix L8 controllers in
redundant configurations, but excluded CIP Security

« FactoryTalk® Linx v6.30, FactoryTalk® Policy Manager v6.30 and version
34 redundant ControlLogix L8 controllers add the ability to utilize CIP
Security

- Must utilize 1756-EN4TR v4.001 for communications
- Supports Studio 5000® Logix Designer communications
- Supports acquisition of Logix controller data

- Utilize the FactoryTalk® Linx “Redundant ControlLogix®” shortcut to
provide fast switchover recovery

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 9

FTL = v6.30, Logix = version

34, 1756- ENATR 2= v4.001,

FTPM = v6.30
@ Linx

V Shortcut Name
Prlmary Path
Secondary Path

- B ~ el
o IR ‘*Q“ S

S8 —18

g AN

NS g—.——.

- I |

Primary Secondary
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@ Linx

Localized languages

Increased productivity by working in local
language

 Previous the FactoryTalk® Linx communications
portfolio was limited to English user interface and
documentation

* V6.30 adds Chinese and French localized versions
- Catalog number references English (EN)

- The Rockwell Automation software download
site (PCDC) provides option for alternate
languages

- No additional cost
- Uses same activation

- One language installed per workstation
- GUI, Help, Release notes
* Other languages planned TBD

" FactoryTalk Administration Console

X¢HF)  WEV) IAM

BOW) #EH)

FactoryTalk Linx OPC UA Connector

Explorateur

-ie app
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FactoryTalk Directory

B ENMWEE:
BEMER

SRIaEER:
RSOPCD.UNLTD
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@B FactoryTalk Linx

W FactoryTalk Administration Console
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)

Systéme

Politiques
Ordinateu
(35 Réseaux e
@ ¥ Utilisateur|
Connexior]
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Application
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Fichier Aide

BN

Configuration du serveur

Configurer les paramétres

généraux du serveur

Points de terminaison du serveur UA

Configurer les points de terminaison

du serveur OPC UA

Paramétres avancés

Paramétres avancés pour le

serveur OPC UA

Gestion du certificat
Gérer les certificats
entrants et sortants

Journal de diagnostic
FactoryTalk
Afficher les diagnostics

histonques

FactoryTalk Linx OPC UA Connector

Configuration

Etendue de Factor

Activation a utilise:

Sélection automa

Type d'activation 3
RSOPCD.UNLTD

[¥] Conserver la cd

L Les services Of

Serveur UA

Nom du service :
FactoryTalkLinxGa

Serveur UA
[ ] Bloquer

URL du service de
opc.tcpy//DESKTOH

(V] Enregistrer ave]
[] Activer l'accés

Serveur DA




Linx Network Browser

More productive alternative to RSLinx® Classic browser

gl T

Enhanced Capabilities

» Configure Ethernet drivers in the browser

* Improved driver address management

* View topology and modify config while running

* Topology view ~200 more devices

* Tree zoom (60% to 200%)

* Filter

* Anchor view

» Automatic discovery of bridged devices

* Windows standalone Network Browser v6.10

« CIP Security state indicator v6.11

* Device commissioning v6.20

« Security authorization, audit logging v6.20

 Web user interface component v6.20

* Locate device (Blink LED) v6.21

» Faster Logix 5000™ ControlFLASH™ transfers
v6.21

« Config import/export & backup/restore v6.21

« Communicate to device not browsed v6.30

* Option to disable CIP Security & LLDP v6.30

* New platforms: 5015, GuardLink® v6.30

@O ¥ & 8 8 7 v Qr Filter v

f+ DESKTOP-CS30)5)

™ EDS Auto Upload
4 FactoryTalk Linx - Dg
P B3 Backplane
4 T3 Ethernet, AB_ETH
> B 10882233, | <> egen-
g 1088223411 0 Log Off DESKTOP-CO30J5ALABUSER
4 f] 1088.2235]
4 B3 Backplane, 1756-A10/A or B
B f 01, 1756-172, InstantFizz
> f] 02, 1756-L8SE, IF2_DEMO
B> I 03, 1756-L&5EP, PlantPAxMetadata
ﬂ 04, 1756-ENBET/A, 1756-ENBT/A
A ﬂ 05, 1756-DNB, 1756-DNEB DeviceNet Scanner
4 T A, DeviceNet
ﬂ 00, 1756-DNE, 1756-DNB DeviceNet Scanner
P 01, . 1752-L24BBBE
i 06, 1756-IR6I/A, 1756-IR6I/A BEBBBB
i 07, 1756-0B32/A, 1756-0B32/A DCOUT

@ Cip Security Indicators

1 08, 1756-EN2TR, 1756-EN2TR/C

A £z A EtherNet 8, Bridge 1
b £ 192.168.1.20, 5069-LAGERMW, Ins
P 192.168.1.40, 258... PowerFlex 52¢ "~
B 192.168.1.41, 193-ECM-ETR, E300| W Delete
D B8 PCviaUSB, 17-Node USB CIP Port 3 EDS Upload
> f 09, 1756-L62, 1756-L62/B LOGIX5562
> fl 10.88.22.36, 1756-L85E, 1756-L8SE/B
I &5 Ethernet, AB_ETHIP-1
A 5 Fthernet, Ethernet
b Bi=192.168.109.151, FactoryTalk Linx - Desktop, DESKTOP-C9301S)
P #r Use

i

Device Property

Device Statistics

I

Browsing - node A, EtherMet 8 found

Zoom: 120%

TaiConfigure Shortcut I
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@ Logi Designer
FILE EDIT VIEW SEARCH LOGIC | COMMURNICATIONS TOOLS WINDOW  HELP

S el || % 0B |2 F who adwe 5 5o el e | o) B )
p & [EreTrRETENTEIITT :

i ERUN

S mox | Pan Select Communication Software... & ds B
% Bl Energy S E:
B3 -[:":‘1\ = Ho Controller Goonine 2 | Redundancy X B

Select Communication Software x

Select the communication software you would

e o use,

() AesLino: Classic

(®) FactoryTak Lin

[oc ]/ conce rep

Supported by
« Studio 5000% Launcher version 31
« Studio 5000® Logix Designer version 31

(version 33 defaults to Factory Talk® Linx, version 34 faster download)

» PlantPAx® Process Object Config. tool v4.10.01
* PlantPAx® MPC v2.0

* ControlFLASH™ v14

» ControlFLASH™ + v1

« CCW v12

» FactoryTalk® AssetCentre v9

« FactoryTalk® Policy Manager v1.0

« FactoryTalk® Linx CommDTM v1
(v1.04.00 support for RSLIinx® Classic removed)

* PowerFlex® eHIM v1.0

» Studio 5000 View Designer® v7
« FactoryTalk® Batch v14

« RMC Tool (v9.00)

« FactoryTalk® Logix Echo v1

* More to come...

FTL=v6.30




FTL = v6.30

Linx Network Browser Tab appears when
Device Configuration for CIP Secure capable devices LTS EEL su.pport
CIP Security o

Helps prevent use of CIP Security for DoS attack and avoids IT
network Scans detectlon Of Open port When CIP Securlty IS not Internet Protocol Port Configuration Metwork Configuration CIP Security

being utilized
: Current CIP

r Status Bart 2271 Status

CIP Sscurity Configuration Status Stanus Secunty status

Mot Configured (Factory Default) Enabled

« Port 2221 is enabled on all CIP Security capable devices
Configuration
- IT Network scans detect open port and cypher suites Disable CIF Security (Port 2221)

- If not using CIP Security, a user could enable it and lock down a portion
of the system

- Explicit messages to devices could be used to disable CIP Security and
port 2221

« FactoryTalk® Linx Network Browser v6.30 provides a user interface option to

User option to

disable CIP Security on devices disable CIP
- Device configuration tab provides new option for devices that support CIP Security
Security
- Security authorization and generates audit message CIP Security
- Closes CIP Security port 2221 Once e por s desbec [ cancny e

default configuration. Do you want to continue?

=l =]

- Device requires factory reset to re-enable

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 12 e ngmgll%on




Linx Network Browser
User option to disable LLDP

Reduce network traffic and help prevent protocol
detection by IT network scans

» Link Layer Discovery Protocol (LLDP) added to ODVA
EtherNet/IP specification v1.25 effective 12/2021

- Permits a device to detect connected neighbor devices

- EtherNet/IP products required to support starting March
2022

FactoryTalk® Linx v6.30 Network Browser adds an LLDP option

- When detected in a device a new tab appears in the device
configuration dialog

- Provides option to enable/disable a device’s LLDP discovery
service

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 13

LLDP

FTL = v6.30

configuration tab

Internet Protocal Port Configuration

Link Layer Discovery Protocol (LLDP) permits detection of con

LLDP Configuration and Information

Device LLDP Detection

Enabled *
e

-79% Rockwell
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nected device(s).



FTL = v6.30

Linx w FactoryTalk Administration Console
User option to disable CIP Security Extore - s

@9 1739-A17, Backplani ~ Add Driver
i EtherNet, AB_ETH-1  Show All Inhibited Devices
-2 EtherNet, AB_ETHIP. | Praperties

Helps prevent use of CIP Security for DoS attack and avoids IT | ¢
computer network security scan issues when CIP Security is = i l
Device Properties

not being utilized

User option to

General Advance CIP Securty dlsable CIP
Security

CIP Security Configuration status: CIP Security not Configured.

« FactoryTalk® Linx added CIP Security with v6.11

- Utilized a new port (2221) and incorporated cypher suites

[ Disable CIP Security (Port 2221)

Select this checkbox to disable TCP port 2221 This port is used for CIP Security
communicaton. CIP Security can not be used if this port is disabled.

- The open port / suites can be detected by IT network and computer
scans leading to erroneous vulnerability reports

« FactoryTalk® Linx v6.30 adds an option to disable CIP Security

Reset FactoryTalk Linx to Factary Default / Disabled Settings.

I e e S N
- Releases the port, help prevent open port detection

G’ ﬁ '& Et. E:,. ? o Qw Fils
- Device must be reset to factory defaults to re-enable # APCNSDAIPYSFE2
. . . ! 4 B FactoryTalk Linx - Desktop, APCNSDA1PYSFE2
- Network Browser displays disabled shield icon b 9 Backplane

« Patch for v6.21 available s T

- Rockwell Automation support Knowledgebase ID TBD
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Linx

Improved local IP address and CIP port (44818) management

Enables multiple FactoryTalk® Logix Echo controllers to
operate on the same workstation with fully functioning
FactoryTalk® Linx

« Previously FactoryTalk® Linx experienced conflicts when working with
FactoryTalk® Logix Echo

- Limited to one local IP address per NIC/MAC
- Network Browser inconsistent CIP port (44818) enables / disable

- FactoryTalk® Linx Unsolicited messaging or CIP Security could not be
used with FactoryTalk® Logix Echo on same workstation

« FactoryTalk® Linx v6.30 enhanced to work with FactoryTalk® Logix Echo
- Driver configuration option to support multiple local IP addresses
- CIP Port enable/disable managed on individual IP addresses

- Consistent CIP Port configuration in FactoryTalk® Admin Console and
Network Browser driver configuration

* Note: use Windows Ethernet adapter configuration to support multiple local IP
addresses

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 15

FactoryTalk®
Linx

ECHO CPU

ECHO CPU

IP1 (44818)

IP2 (44818)

Ethernet
NIC/MAC

IP3 (44818)

Ethernet Properties

General Advanced

MAC Ad

192.168.21.184
192.168.21.185
192.168.21.186

0002
0002

Configure Driver

[ Listen on EtherMNet/IP encapsulation p

Cancel

Description IP Address

Windows Default
Intel(R) 82574L Gigabit Metwork Connec tion | 192.168.21.185
Intel(R) 82574L Gigabit Metwork Connec tion | 192.168.21.186

["] Listen on Ethernet/IP encapsulation ports

oK Cancel Apply

-79% Rockwell
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Linx & RSLinx" Classic

Awareness of new Logix type data types

Permit communications with L8 controllers containing new

Time data types

Logix L8 series controller version 34 firmware adds five new time data types
- TIME, LTIME, TIME32, LDT, DT

FactoryTalk® Linx v6.30 and RSLinx® Classic v4.30 updated to recognize the
new types

- Initially tags using the new types are hidden from the namespace
- Support to use the types is TBD

Patches to earlier versions released
- FactoryTalk® Linx v6.21, 6.11, 6.10, 6.00 and 5.90

https://rockwellautomation.custhelp.com/app/answers/answer view/a id/1132822

- RSLinx® Classic v4.21, 4.12, 4.11, 4.10, 4.00.01, 3.90.01

https://rockwellautomation.custhelp.com/app/answers/answer view/a id/1133799

Without these updates FactoryTalk® Linx and RSLinx® Classic are not able to
connect to the controller if the new types are used in a Logix application

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 16

' Program Parameters and Local Tags - Blending [REM a0

Scope: | L Temp ~ | Show: |All Tags
Name =5 = Data Type
B DINT_Tag DINT
FLOAT Tag REAL
B INT_Tag INT
B LINT Tag LINT
B Mew DT_Type_Tag
B Mew LDT Type_Tag
B Mew_LTime_Type_Tag
B Mew_Time_Type_Tag
B Mew_Time32_Type_Tag
B SINT_Tag SINT
L

FTL 2 v5.90, RSLC v3.90.01

Logix = version 34

-79% Rockwell
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FTL = v6.30

ItemlDr Items to Add: 1
I[Damo]@TrackedStateVaIue

Linx FactoryTalk® Live Data
Test Client showing
new FactoryTalk® Linx __

predefined item [ a— —

¥ Active

7 Add Item

@TrackedState predefined tag

Add Branch [termn Properties | Help

Determine if the state of key components in a
Logix application has changed

@5tatus

@TimeT ol ploadGlobalT ags
@Totalten

@TaotalMenDT

E2

i~ Onling @TatalMemGH
@Tataltdemli0

Show: E

J _010_Dry_Seal_Twao_Body_212_CH

v g LB nan voc g ¥mtr 220 CF (\Cps i e Dmpleter ailie
- @iiteCompletes

TD_Sw_LS_271 _CF @wiiteCompleteSuccess

* Logix 5000™ L7 controllers added “Tracked State Value”

Open

1 1 nschedu el Sys_Kmir_ @w:::::::mcilsuasize
with version 30 + Wi e B e o] @it .
; ) ) Ungrouped (o1 Ctrl=C —
- Scans user-selected portion of the application to P e odd | & e an-v [Wbuertine | Advpcas | secEscsion | s |
. H ogIca el Secur ity Alarm Log
generate a unigue code 4 ©IVO Configurat]  Delete Delcte el
4 -1E56 Backp| Do Verify -]
. . T [2]1756

° Routlne IOgIC Changes Cross Reference Ctrl=E Security Authority for Authentication and Authorization i
Erowse Logic... Ctri=L e Hame>

- Add-On Instruction changes Find in Logical Organizer i
Print »

- 1/0 module configuration port Routine.

Include in Tracking Group
Alt=Enter

- Constant tag value changes

Properties

FF_FFFF Configure.

» Eliminates application code to read the value

« Ultilize the value in displays or for historical change
tracking

17 -7\ Rockwell
Auromalkion
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FTL = v6.30

Linx
New ControlLogix® Redundancy predefined diagnostic tag

Permits PlantPAx® and FactoryTalk® View faceplate

i B Add ltem *
users to know the current redundancy-operational
ItemlD [temsz to Add: 1
State I[L?]@HedundancyEnabled ¢ ]@F edundancyE nabled Ok |
Datatype ﬂl
- Previously FactoryTalk® Linx provide @RedundancyMode |Defau E o |
— . ¥ Active
- Limited to ControlLogix5555 controllers Acd Branch lter Properties | el |
- Always returned zero for L6,L7 and L8 controllers - Offline A [@PolComplets ~
B~ Online gEDHEDmp:E:EEaME
- H .- ampleleaLICCess
 FactoryTalk® Linx v6.30 adds two new redundancy predefined L PO
-~ Diagnostic ltems @R edundancyE nabled
taas - Oiffine R edundancbode
g - Online II@FiEn:IL::'u:Iaru: Late
- @RedundancyEnabled (same as Logix GSV results) =ls SRomovdltems
_ glf:ir;nshc Iterns @RemoveltemsDuplicate
- @RedundancyState value representing the current &1 Ol i
ration E1- Connector] @TimeT olploadGioball ags
R ¢ Lt o
- Available as a @Diagnostic item associated with shortcuts - [UAServer 02] v |@TotalemGh v
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 18 T Rockwvell
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FTL = v6.30

Linx

Network Browser 5015 Fault Tolerant Platform Presentation

Avoid confusion from double appearance and detect issues faster

O ¥ & Q v
* The new 5015 Fault Tolerant hardware platform supports =

# APCNSDAS82VG82

redundant network adapters and 1/O modules L L e T
D &5 Ethernet, AB_ETH-1

- Maintain communications and system operation via D Ethemet, AB_ETH-5015 RD

4 F5 Ethernet, AB_ETH-5015 VD

multiple routes to I/O devices

# 1127.002,127.0.03], 501 » s [SO‘ISnP daptef (2), 5015 Enet/IP Adapter (3)]
) @ 127.0.0.2, 5015-AENFT, 5015 Enet/IP Adapter (2)
« FactoryTalk® Linx v6.30 Network Browser enhanced to 127003 5015AENFT, 01 EntP Adptes
A ac ne, 1 Slot ackplane
prese nt redundant hardware rpoo,es'ms-oramn, NG’;T-OFBIHFT (IP2-3, slot 0)
4 [ 01, 5015-OF8IHFT, NGFT-OF81HET (1P2-3, slot 1)
D &5 Port, EtherNet 11

- Adjacent adapters and I/O module f 02, 5015-OFIHFT, NGFT-OFGTHFT (P2-3, slot 2

4 [ 03, 5015-OF8IHFT, NGFT-OF81HFT (IP2-3, slot 3)

- Topology shows chassis once b 88 PCvialSB, 17-Node USB CIP Port 66

V] ' [127.0.0.8, 127.0.0.7], 5015-AENFT, [5015 Enet/IP Adapter (8), Unknown]
. . . . . 127.0.0.8, 5015-AENFT, 5015 Enet/IP Adapter (8]
» Offline module appears with red X to indicate a failure R T T
4 8 Backplane, 1 Slot 5069 Backplane 11
4 [ 00, 5015-OF8IHFT, NGFT-OF81HFT (IP8-7, slot 0)
D &3 Port, 17-Node USB CIP Port 32
V] .01, 5015-OF8IHFT, NGFT-OF81HFT (IP8-7, slot 1)

Browsing network
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Linx

Display offline devices and option to hide / remove offline devices

Locate offline or reconfigured devices more
quickly for faster system recovery

* When previously detected failed to respond,

FactoryTalk® Linx would remove it from the topology
tree

- Difficult to detect / locate failed device

- By contrast RSLinx® Classic would present the
device with a red “X”

* V6.30 now retains the device and incorporates the red
“X” in front of the device to indicate it's not
communicating

- Visual indication a device is hot communicating

O F & € ? v
#+ DESKTOP-6COBIVD

Fy FactoryTalk Linx - Desktop, DESKTOP-6COBIVD
[» B3 Backplane

. Ethernet, AE_ETH-1

11 192.162.0.219, 1783-BMS10CGP, 1783-BMS10CGP Stratix 5700
b § 192.162.0.220, 1756-L84ES, L8_Test_Logic

[ ﬂ = 192,168.0.222, 5069-L46ERMW, 3069-LI6ERMW
[ thernet, AB_ -1
I» == Ethernet, Ethernet
I» =& USB

Browsing - node 192,168.0.219, 1783-BMS10CGP, 1783-EMST0CGP Stratix 5700 found Loorm: 100%

|5@Cunﬁg ure Shortcut

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 20 T Rockwvell
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Linx Network Browser T =

#® PC1

G u ard Li n k® d eVi Ce S u p port b ' 192.168.1.8, 1769-133ERM, 1769-L33ERM/A LOGIXS333ERM

> B 192.168.1.9, 5069-L4200ERMW, 5069-L4200ERMW/A

b § 192.168.1.10, 1756-EN2T, 1756-EN2T/D

b § 192.168.1.11, 1756-EN2T, 1756-EN2T/D

b , 192.168.1.12, 1756-EN3TR 1756 Ethernet Communication Interface, 1756-EN3TR/B
@ [ 192.168.1.13, 5069-L380ERM, 5069-L380ERM/A_3921_BuildVerific

D § 192.168.1.14, 1756-EN2T, 1756-EN2T/D

Enables management of GuardLink® interface and devices in
FactoryTalk® Linx and access by Studio 5000®

' 192.168.1,16, 432ES-1G3, 432€S GuardLink Interface
> &5 GuardLink0, GUARDLINK
4 25 GuardLink1, GUARDLINK 2

D 2% Guardlink2, GUARDLINK 3

192.168.1.19, 1756-EN4TR, 1756-ENATR/A
b j 192.168.1.20, 1756-EN2T, 1756-EN2T/C
b , 192.168.1.21, 1756-EN2T, 1756-EN2T/D

» GuardLink® provides on-machine solution for connecting SIL 3 safety

input devices to a Logix Safety controller Wik, o dimmenii i S
- 440R-ENETR panel mount and 432ES-IG3 on-machine adapter [Fontoe sl

connect EtherNet/IP™ to GuardLink®
- Up to 32 GuardLink® taps per link
- 1000m link distance, max 30m between taps and 10m tap to device

- Full diagnostic information from smart devices _I’ _IJ _J.
- Also connects generic contact devices _ P 63 SN 62 S ¢ SN ) S

* In v6.30, the Network Browser added support for GuardLink®
- New 432-ES-1G3 GuardLink® Interface / bridge and devices

« Discover and presentation of GuardLink® bus and devices in topology

@Gu ar d Li nk A ?\Tp':é'iﬂriii‘?"

PLe I S|L3 TUVFlhemIand

 Includes device properties, statistics and configuration

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 21 e Angfmgll%on



Linx

Leading zeros added to array elements

Enhanced productivity because array elements listed in
the correct order

» Previously array element numbers were per listed based first digit
- Sorting was out of order for anything large then 10 elements
- Difficult locating array elements when browsing for tags

« FactoryTalk® Linx 6.30 places leading zero(s) in the element
numbers

- All array indexes have the same number of digits

- Confirms that array elements are listed in numerical order
- 00,01,02,083...09,10,11,12... Versus 0,1,10,11...19,2,3,4...

- FactoryTalk® Live Data clients like View Studio SE/ME v13 and
Test Client

- FactoryTalk® Linx Gateway v6.30
* OPC UA tag list selection
* OPC-DA and UA data model

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 22

FTL = v6.30

@ Tag Browser
Select Tag

Falders

' _OPC_Incoming[0]
w23 _OPC_Incaming[100]
-0 _OPC_Incoming[101] 1 1 1

o ol with incorrect sorting
{23 _OPC_Incoming[103]
-3 _OPC_Incaming[104]
@3 _OPC_Incoming[105]

FactoryTalk® Live
Data Tag Browser

@ Tag Browser

@3 _OPC_Incoming[106] Select Tag

-0 _OPC_Incoming[107] Foidors T
w3 _OPC_Incoming[108] - i
w3 _OPC_Incoming[109] =3 _OPC_Incoming AN
-3 _OPC_ncoming[10] -2 _OPC_Incoming[000] &
-3 _OPC_Incoming[110] -1 _OPC_Incoming[001] &
..{“_1 _OPC_Incoming[111] -0 _OPC_Incoming[002] &

{:l _OPC_lncoming[112] I:l _OPC_Incoming[003]
i _OPC_Incoming[113] [:l _OPC_Incoming[004] @
@23 _OPC_Incoming[005] 4
Refrezsh All Folders | Tag hilter: D _OPC_Incoming[006] @
-2 _OPC_Incoming[007] &
SR Ve . _OPC_Incoming[008] &
/D ata_srea:[Shortcut] OPC_lncoming D _OPC_Incoming[009] @
Home area: AHMI_Avrea D _OPC_Incoming[010] @

[:l _OPC_Incoming[011]

E a-L3 _OPC_Incoming[012]

&3 _OPC_Incoming[013]

-3 _OPC_Incoming[014]

w-Z3 _OPC_Incoming[015]

Refrezh all Folders | Tag filker:
Selected Tag
V6.30 FactoryTalk®
Live Data Tag Browser
RA I . with correct sorting




. Before v6.30
LI nx @ Logix Designer - InstantFizz in InstantFizz_V32_L35.ACD [1756-L85E 32.11]

. . . . FILE EDIT WIEW SEARCH LOGIC COMMUMICATIONS TOOLS W
Communications to device not previously browsed bew |
. . . ] E E,L:(H - I . Path: AB_ETHIP-1}192.168.0.220
Enhanced productivity by eliminated must manually locate el T offine I Noforces ). ok
a device in the network to enable communications; e
reduced downtime by going online quicker B p— v
Controller Fault H
Power-Up Handle ’ : .
4 E:kg i o Easllﬁfiodggsirltlmr:c:g:iizethceozﬁor?r::'ﬁﬁnicaﬁons path.
* Previously both RSLinx® Classic and FactoryTalk® Linx must discover b L o To checking the path by browsing ki RSWho.
. H c b L FillerD
devices on the network before it could communicate to them & oo - -
- Loads topology information must route messages Sror 102 8004208
- Manual process to find one or more required devices With v6.30
) i ﬁ Logix Designer
O Impacted neW Computers In a SyStem Or When mOVIng File Edit View Search Logic Communications Tools Window Help
applications to another computer 1D | g
« FactoryTalk® Linx v6.30 enhanced to automatically locate the device o A;j:fm”m L

with the provided path o Online -

Connected To Go Online

- Avoids manual browsing delays

R G 0_0 n | I ne m ore q u I Ckly Options  General Date/Time Major Fauts  Minor Fauts  Redundancy  Monvolg
Condtion: The project file "LE_Test_Logic_V2 ACD" was not found in your project
directory. Select new or existing project file.

- Helps prevent nuisance errors o ot
Controller Mame: L8 Test_Logic V2
Controller Type:  1756-L85E ControlLogix® 5580 Controller
Comm Path:  AB_ETH-11192.168.0.220
Serial Number:  00C407C5
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FTLD = v6.30

L I V e D a.t a. [Z] FactoryTalk View Studio - View Site Edition (Network

FactoryTalk® View SE client workstation local tags browse, read & write =~ file View settings Tools Window felp
mEHe D2 E 0L RO

Explorer v

- c c c 2 roc N k (LOCALHO
Improves screen design by isolating object data specific to Eﬁg;mpg,icmmmm

each client workstation | p=e Rimtime Security
LT Scripts
. @ ClientTag

=00 System
« FactoryTalk® View SE Distributed V13 adds a client workstation tag server o | .
- Predefined sets of tags ”;jmm T
« FactoryTalk® Live Data v6.30 enhanced to support the new data source j“ g.ﬂ. ““‘; g
- Tag Browser includes the local data serve as an option gm § g
foem W e

- Runtime screen communications to read/write values - ———

File Group Dats View Help

- Test Client able to access local tags from same workstation el B STl e

@ CliantTags\Bool\boold1 o# Good im 0.000
@ ClientTagr\Bool\boold2 oF Good 1m 0.090
@ Cliae \Bool\boold) OF Good im 0.590
L \Bool\boolld ] Good 1m 090
° \Bool\booldS o Good 1 0990
: \Bool\booldé on Good 1m 0.090
\Bool\boold? on Good 1m 0090
_ Rekesh Al Faders_|Tag er £ \Bool\baoih o Good 1m 0.090
L \Boel\boolly o# Good 1m 0.090
Selected Tag @ CliantTag\Bool\boolld o Good 10 0090
[am"m\;b, @ CliantTags\Flost\fonol 0 Good 1M 0090
@ ClientTags\Flost\fon02 0 Good 1® 0.000
Home area ! @ ClientTags\Flost\ond) 0 Good 1® 0090
@ ClientTags\Float\fosdd 0 Good 1m 0.000
© ClertTags\Float\fioads 0 Good 1® 0.090
@ CliertTagi\Flost\flontdé 0 Good 1 0.000
@ ClientTags\Float\fion0? 0 Good 1 0000
o [] Good 1 0.090
9 Good 109 0.000
11 Good 2 (1)
Good 10 0.990
Good 1m 0.000
Good 10 0.090
\Strng\stringd Good 10 0.0%0
\String\strngts Good 1m 0.090
\String\stringd6 Good 10 0.090
@ ClientTags\String\stringd? Good 1M 0.000
. . - k"" ® CliertTags\Strng\strin Good 1m 0000
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FTLD = v6.30

Live Data .
o InnovationSuite
Added 600 msec to 900 msec data subscription rates el
Third-party
OPC UA Client
Permits more options for data delivery for mid-range E
applications
@ OperationSuite @Linx Gateway
« FactoryTalk® Live Data aligns all data requests to a set of pre-defined E E
rates

- Requests are adjusted to a matching or the next slower rate
- Before v6.30 this support jumped from 500msec to 1Sec @ Service Platform

10 msec, 20msec, 50msec,100msec,250msec,500msec,
{v6.30 600msec, 700msec, 800msed, 900msec},
1sec,2sec,3sec...60sec*

« 10msec, 20msec, 50msec, 100msec, 250msec, 500msec,
1sec, 2sec, 3sec...60sec*

 Starting with v6.30 four new rates are supported
- 600, 700, 800 ms and 900 ms* E

Linx

OPC UA Connector
*actual rate will vary based on operating system, network or controller performance - Third-party
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 25 T Roclwell OPC UA Server
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Linx Gateway

Option for local and/or remote OPC-DA clients

Enhance workstation security

« Before v6.30 FactoryTalk® Linx Gateway modified windows settings to
permit remote OPC-DA clients to access the OPC-DA service

- Unnecessary when clients were operating on same PC

FTLGW 2 v6.30

@ Linx Gateway

Setup
V6.30.00 (CPR 9 SR 13.0)

e

Erglizh (United 5t

Select product to install:

Enhanced
installation
options

Gateway Server OPC UA and DA (local or remote DA clients)

EGatewav Server OPC UA and DA (only local DA clients)

Remote Gateway (DA Client remote configuration)

b3 FactoryTalk Linx Gateway Configuration - Network\Sample

File Help

we  Server Configuration

-

m=  Configure server
general settings

» V6.30 adds a new option when clients are on the same computer

UA Server Endpoints

- Available in installation and in FactoryTalk® Linx Gateway " Conipre OPC U

Server Endpoints

Configuration user interface B Movrces Seingzvor
- Enhances computers security = v

FactoryTalk
E Diagnostic Log
View historical

- More descriptive text for the all install options

- Does not affect OPC UA connectivity

Option to change after
install w/ Admin rights

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 26

Current Activation Type:
Master 500,000

Keep configuration when uninstall

! Both the OPC UA and DA services
UA Server

are enabled, to enhance security, inhibit the service that is not r

Service Name:
| FactoryTalkLinxGateway ‘

UA Server
] Inhibit

Discovery service URL:

opctopy//DESKTOR-GCOBIVD:4840 @ Runnin. g

Register with Discovery Service

[] Enable Tag List and Structure / Array Access




Linx Gateway
Warning when FactoryTalk® Application does not

Enhanced productivity by delivering configuration
Is completed

« V6.00 provided a warning when FactoryTalk® application
was not configured

* V6.21 added several configuration checks / warnings
- UA service enabled but no endpoints are configured

- UA Tag list selected but no tag groups or tags
configured

- UA security enabled but no Trusted® certificate and
there is a rejected certificate present

« V6.30 adds a warning when the selected FactoryTalk®
application does not exist in the directory

- Application was removed / deleted

- Red line on tab and display warning text

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |

exist

i oo

-E@ Sample

E| Systemn
Action Groups
- Policies

[ 1 Users and Groups
- Connec tions
Permission Sets

E FactoryTalk Administration Console

File View Tools Window Help

=08 Metwork (THIS COMPUTER)

[ 1 Computers and Grogps
-,5'2,5 Metworks and Devie s

Flig Aelp

& FactoryTalk Linx Gateway Configuration - Metwork\ Temp

- )
mm  Configure server
general settings

== Server Configuration

UA Server Endpoints
f Configure OPC UA

Server Configuration

FactoryTalk Directory Scope

RMNA://$Global/Temp

The current scope doesn't ex

CUTTENT ALUYauoTT I)«'PE:
Master 500,000

Keep configuration when un

sit in FactoryTalk Directory, choose a new scope.

install

27
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FTLGW 2 v6.30

Linx Gateway

Configuration file hardening

| = | FactoryTalk Linx Gateway - a X

Enhance security and meets IEC62443 requirement PN S S—————" AT p——— =7
Rockwell A [0 Name . Date modified Type Size
- Before v6.21 FactoryTalk® Linx Gateway configuration was saved in — ,
an XML formatted text file =
. V6.21 moved to a database file ~ P ~ e
- Required to support tag group / list definitions ol jo—- et [ o
« V6.30 encrypted the database file - i
- Enhances security by limiting changes to the FactoryTalk® Linx v
Gateway user interface E=
- Files from earlier versions converted automatically -

- Utilize backup/restore in the FactoryTalk® Admin Console to
save or recover the configuration (new with v6.30)

- Utilize tag list import/export to perform mass edits of the
configuration

o8 -79% Rockwell
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Linx Gateway

Configuration Backup / Restore

Greatly reduces the time / effort to restore system operation
after a workstation failure or startup of a duplicate system

« The FactoryTalk® Service Platform v6.30 adds FactoryTalk® Linx
Gateway into the application Backup / Restore

- User option to password protect the backup file

- Includes most (but not all) settings required to restore the
running system

- Includes other FactoryTalk® data server configuration in the
application

- FactoryTalk® Linx drivers and shortcuts
- FactoryTalk® Linx OPC UA Connector endpoints
- OPC-DA client interface settings

- OPC UA certificates, private keys and passwords must be
regenerated and Trusted® after a restore

* Meets IEC62443 requirement for system recovery

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 29

Restore
Archive name:
Directory ID:
Directory type:

Application(s):

Sample

Restore Conter

FactoryTalk

Cwerwrite al
policies, com|
Linx OPC LA

FactoryTalk

Metwork Bro

shortcut to operate) from this computer,

FactoryTalk Linx Gateway configuration

Server configuration, UA Server Endpoint settings, Advanced Settings and UA
Tag List configuration.

Backup

Specify archive name:

| etwork - 93908553-D53F-4477-8A 1D-82BC0B2C34B 7| |

Specify archive location:
| C:\Users\Public\Documents |

Backup Contents

FactoryTalk Directory configuration

All applications, FactoryTalk Directory System folder contents (actions, policies, computers,
users, groups, connections, and permission sets), FactoryTalk Linx shortcut definitions and
FactoryTalk Linx OPC UA Connector configuration for all computers configured in the directory.

FactoryTalk Linx configuration

Metwork Browser settings (e.qg. drivers) and network information {required for shorteut to
operate) from this computer.

FactoryTalk Linx Gateway configuration

Server configuration, UA Server Endpoint settings, Advanced Settings and UA Tag List
configuration.

File Encryption

‘fou have the option to now pratect your backup files with a passphrase. You will be required to
enter the passphrase when you restore any backup file that is passphrase protected.

MOTE: Backup files may be restored on any computer.

CJEncrypt file contents (Clear the check box to create a plain text backup file)
Passphrase

Passphrase:

Confirm passphrase:

Cancel Help

< Back Finish Cancel Help

-79% Rockwell
Auromalkion
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Linx Gateway

Professional edition limited to 500K tags (vs unlimited) --
FactoryTalk® Linx Tag Quantity Architecture

CompactLogix™

Enhance security and meets IEC62443 requirement by reducing Embedded A oo 5480
Windows Core
attack surface
Basic Bﬁ 1888 Station?
: . : ” : dard DA 5000 ——
 Previously the FactoryTalk® Linx Gateway Professional edition did not Standar UA 5000 tation
limit the tag quantit
g q y Extended 82 12’888 Station?!
- Functioned until computer resource fully utilized : :
. . . - Distributed UA 55000 o
« FactoryTalk® Linx Gateway Professional v6.30 imposes a limit of 500,000 UA 32,000 Distributed
tags for both the DA and UA interface Professional DA 500,000 Station or
fQissslolne UA 500,000 Distributed?

- Operational testing performed

» Applications migrated from earlier editions must operate under the new
threshold

- Use the FactoryTalk® Diagnostic Counter monitor to determine
current tag volumes
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Linx Gateway

Add array elements into tag groups

Enables access to array data for less sophisticated clients

FTLGW 2 v6.30

Tag browser
expansion of

- Before v6.21 all array elements were accessible as scalar items

* The V6.21 tag list feature only permitted full arrays to be included
in a tag group

» V6.30 was enhanced to permit individual array contents directly
into tag groups

- Scalar elements
. Structure elements
- Scalar items from within a structure element

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 371

array contents

% Add Tag

(5 Refresh
= _db_outbound {ar

Sample » Demo » Online »

= _OPC_Inbound

Tag Browsed

= _OPC_Outbound

Data Type Access Right

= DispenserLine ¢ MotionSimCount[0]  DINT ReadWrite

7 MotionSimCount[1]  DINT ReadWrite

= HMI_Motion
v = MLHMI ¢ MotionSimCount[?]  DINT ReadWrite
{7 MotionSimCount[3] DINT ReadWrite
= CustomerName
»
= PartName Tag Selected
= OrderName Data Type Access Right
= MotionSimCntr{0] [Dremo]COUNTER ReadWrite

* |l MotionSimCntr

& | []

<7 MotionSimCount[1] DINT ReadWrite

;Momr:‘l_l . Array items R
= Motor_1_I1 Total S¢ added to tag + 100% -
‘ ' group _
-3 Rockwell

Auromalkion



Linx Gateway

Namespace expansion to include array elements

Enables access to array data for less
sophisticated clients

« V6.21 permitted addition of full array tags in tag list
- Clients needed indexed reads to request elements

- Namespace could not expand an array to browse the
items

 Clients limited to scalar items unable to access
arrays data

* V6.30 adds an option to include all array elements in the
namespace

- Increases the namespace transfer duration

- Enhances data access capabilities

PUBLIC | Copyright ©2022 Rockwell Automati

New OPC UA

service
advanced tab

FTLGW 2 v6.30

Option to

File Help

b FactoryTalk Linx Gateway Configuration - Network\Sample

Server Configuration
Configure server
general settings

UA Server Endpoints
Configure OPC UA
Server Endpoints

e

Advanced Settings
Advanced Settings for
OPC UA Server

o2

Advanced Settings

include array
contents in

namespace

Namespace index presented to OPC UA clients™&
(@) Index value of 2
() Index value of 3

Create additional reference for each array element in the OPC UA namespace @

’ UA Tag List
Set OPC UA
tags access rights

.y Certificate Management
Rra Manage incoming and

- Unified Automation UaExpert - The OPC Unified Architecture Clie ewProject” - O *
File View Server Document Settings Help
DPBPBO +=-0 x4 B KD
Address Space @ X Data © Attributes 8 x
G|NOHighlight hd Mode Id Display Mame |7 [:‘E (+]
~ 3 TagGroupdl actoryTalkLimx... M53|5tring[TagG... MeotionSimCntr... Doub | ayribut Val ~
e FactoryTalklinx... NS3[String|TaqG... WallClock{1] 1 rhute e
"""""" - FactoryTalkLinx..., NS3|String|TagG... WallClock[3] 22 v Nodeld ns=3;5=TagC
> @ MotionSimCntr[0] FactoryTalkLinx... MN53[String|TagG... WallClock{5] 23 Namespacelndex 3
> @@ MotionSimCntr[1] IdentifierType String
» @ MotionSimCntr[2] Identifier TagGroupll:
» @ MotionSimCntr[3] MNodeClass Variable
> @ MotionSimCntr[4] . BrowseMName 3, "WallCloc| w
> @ MotionSimCnirls| Client access to < >
» § MotionSiantr{ﬁ} . . |References 8 x
> MeotionSimCntr[7
» @@ MotionSimCntr[8] array detalls In < || | @|Forward ¥ ©
5 @ MotionSimCntr[0] N Reference Target DisplayMame
> ] WallClockl1 I I eS pace HasTypeDefiniti... BaseDataVariableType
> WallClock[2]
» A WallClock{3]
> a Server
> D Types
v IC Viswer b
Address Space Project >
on nc.| 32 -7\ Rockwell

Auromalkion




FTLGW 2 v6.30

Linx Gateway
The only OPC UA server in the market to deliver Logix UDTs

oo : — =
2 Add Tag - o X
File Help
] Refresh . al/Samnla . o Filter
e Server Config Cj : .
B Configure sen
general settin ~ |§l RecipeMaster - i
i P faf Program:Blending > RecipeMaster > n Uaxpert - The OPC Unified Architecture Client - NewPraject - o X
@ Logix Designer - InstantFizz in InstantFizz_V33_L72.ACD [1756-L72 33.11] UA Server Ei . N .
: File Edit View Search Logic Communications Tools Window Help e Canfigure OPC RecipeMaster[0] i@ % 7 Q2 "
g Server Endpoiny &
. 1) - G L -
AR NG Y - F S A A el = Flavor Tag Browsed B x| DatmAcceas vew © ertutes ax
0 Run Mode . : £o3 Advanced Sett * Server Node Id Display Name Value Datatl | B ]
1 Controller OK 3 Path: ...1\192.168.0.221\Backplane \4\A\192. 168. 1. 12\Backplaneld. &% &5 B =1 = el Advanced Set . Name Data Type Access Right 1 FactoryTalkLinx... NS3[String[Taq.. RecipeMasterl00]  Double click to .. Extension! | Aaribute Value ~
T i | OPC LA Server RecipeMaster[1] TalkLinkGatewa 2 FactoryTalkLinx... NS3[StringlTag... RecipeMaster Double dlick to... Extensiont
1/0 Nt Present Rem Run ¥ noForces . | Redundancy : Favorites  Add-0) o ul 1 ;‘ﬂi‘:ﬁgf
i - - Water DINT ReadWrite " -
Controller Organizer » o ox <7 Program Parameters and Local Tags - @ lS‘“E‘PgCLL:: = RecipeMaster[10] ! cess View . Edit Value String
et
= Scape: | & Bending | Show: A1 Tags [ tags access rigl o {Q syrup  DINT ReadWrite Value Variable
b PFlex_700_401 ~ o ” - . Cortificate M = RecipeMaster[11] Orid  DNT N 3, "RecipeMe
me « Usage [alue icate Ci eadWrite i
L DatZTypi:ef- 4 b TankAlm Local i 7 Manage incon RecipeMaster[12] L {gemoizo:a:eqpe <Ll o
1= USEr-| INe
Carbor DINT ReadWrite Recipehlast emo]SodaRecipe
1 Controls ecipeMaster % < Acid Water 200 S
) . adUsericee
5 Counts 4 RecipeMaster0] PR FactoryTalk = RecipeMaster[13] = Flavor  [DemolSTRING ReadWrite - | o Coont 5 50 RolePermissi
# DB_xfer b . T 00 {~ Diagnostic Lo¢ 2 yrup RolePermissi
e ecipeMaster[0].Water - . 1 ns=2s=Role
5 DownTime : RecipeMaster[14] Tag Selected < Water Acid 4 Browse, Writ
i3 Events b Ly 50 = T 4 Recipehast CarbenDioxide 2 BodAttribute ¥
& HMIVars ata Type ess Right e @ Acid >
8 LineDate P RecipeMaster[0].Acid 4 & Carbonl Flavor Mango —
84 MigOrders b RecipeMaster[0].CarbonDi... 2 B : zlya:: [Demo]SodaRecipe °
5 MLHMI b RecipeMaster(0].Flavor ‘Mango' = RecipeMaster[16] ‘ v e wors Water 200 yNome
% MotionVars 4 RecipeMaster[1] {.} Recipehast: [ ster{00]
) ; . . ) o 40
i OEE b RecipeMaster{1]. Water 200 = RecipeMaster[17] Totgl Selectgg.(l (I:?Slgalgnr.ﬂ WiArray.0 + 120% — | |fedeeves ;. dp 6 e
1 OPC_BaseTypes ) , tructure: older: R:;;:; ci o :[O;]
# Operate P RecipeMaster{1].Syrup 40 Recipebasts CarbonDioxide 3 Lierl04]
5 PFlsx700_Input_ID b RecipeMaster{1].Acid § [ hea ][ comee Recipelast Flaver cter03]
w0 p 3 e 4 RecipeMasts . ster(06]
b RecipeMaster{1].CarbonDi.. 3 P . er07]
o
E:‘ simbars b RecipeMaster{1].Flavor > RecipeMaster prertoel
1 SodaRecipe = » @ RecipeMaster ster(09]
b RecipeMaster[2] @ Reciueht Write Cancel bterl10]
= peMaster] a1
F= control i PN izer » O Recipeasterl13] HasComponent  RecipeMaster(12]
; ) > @ RecipeMasterl1d] HasComponent  RecipeMaster(13]
[ Search Resuits teh > 4@ RecipeMasterl15] HasComponent  RecipeMaster(14]
> @@ RecipeMasterl16]
Ready Communication Software: FactoryTalk Linx s @ N er-m MIIES > ::‘E::ﬁ::*:: Re““""““”g .

OPC
4
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Linx Gateway

. % Add Tag - o X
Tag group tag browser performance improvements 3 refresn X
rl RMNA://5Global/Sample Tag Browg
::’:ec‘tor‘l Il _OPC_Ir ;_.'.-'];CP:C;;R\:hange Rea;‘“me‘
Demo [L7]OPC_Exchangel.. ReadWrite
Enhanced system development productivity R £ cusca oo =
4 {3 Refresh Folder {7t RNA:/$Global/Sample + L8 » Online Q) Fiter
H ~ [ RNA-/SGlobal/Sample O Enable Access Right Column
» V6.30 enhances the tag browser to improve data load performance [ -
. Background load the FactoryTalk® application and data server e
N |
- Added a user option to show / hide tag read/write access I

- Performance significantly improved by hiding this field _

CtriScope_04005_STRING

CtriScope_04006_STRING

- Cached namespace to reduce browse communications

Total Selected:0 PScalar0 [WAray:0 =Structure:0
Folder:0 + 100%

= CtriScope_04008_STRING

- Manual refresh available

| Add | Cancel

« Up to 93% reduction in wait times when launching and navigating the .
system namespace

Launch -> shortcut -> online ~45 Sec  ~15 Sec

Select different complex tag ~3 Sec ~3 Sec

Select another scope ~97 Sec  ~16 Sec

Switch to different controller ~88 sec ~6 Sec
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 34 7% Roclawell Logix L85 project with 5K controller + 5K program tags, results may vary
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Linx Gateway

Namespace Index per data source

Enhanced system development productivity

« V6.21 added the ability to create tag access lists and included
structured type information

Type names were generated by including source
information in the name to help prevent issues when one
was used for multiple types

« V6.30 adds an option to use individual namespace indexes for
each FactoryTalk® Linx shortcut and FactoryTalk® Linx OPC
UA Connector endpoint

Avoids name / type definition collisions

Provides more concise data type names

More closely aligned with OPC specification

Clients can utilize the index to sort/filter data by source

New Advance Configuration option to adjust namespace
indexes to deliver system change consistency

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |
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%F FactoryTalk Linx Gateway Configu

File Help

UA Server Endpoints
n/n Configure OPC UA
Server Endpoints

Advanced Settings
Advanced Settings for
OPC UA Server

’ UA Tag List
Set OPC UA
tags access rights

Certificate Management
f= Manage incoming and

outgoing certificates

FactoryTalk

ration - Network\Sample

Advanced Settings

Enable configuration of OPC UA namespace index L ]

|~‘:, Refresh |

‘ \mpart| | Export ‘

Name
General

L7

[E:]

UAServer 02

UAServer 01

[] Create additional referenc

e for each arr emen

Device Path

AB_ETH-11192,168.0.221\Backplan...
AB_ETH-11192.168.0.220
ope.tep://DESKTOP-6C0BIVD:48010

opc.tepif/desktop-6cObivd62541/... | 14

in the OPC UA names, pace O

P

Uniform Resource Identifier (URI)
Rockwell commen URI
RMA://§Global/Sample/[L7]
RNA://$Global/Sample/[L8]
RNA://$Global/Sample/Connector1:[UA...

RNA://$Global/Sample/Connector1:[UA...

File View Server Document ©Settings Help

B Unified Automation UaExpert - The OPC Unified Architecture Client -

~ () ObjectTypes
&' RacaflhiartTuns

D PBE =0 X200 KD
Project g X Data Access Viewy
v [ Project & r Node Id
v [A Servers 1 kLinxGateway — NS13|String|TagGreupD1#Connectorl:[UAS... Power
Q) FactoryTalkLinkGateway 2 IkLinxGateway  N514[String[TaqGroup01#Connectorl:[UAS... Scalar
3 IkLinxGateway  NS11[String[TagGroup012[L7]Wallclock_Text allclocl
= 4 TalkLinxGateway — NS12|String[TagGroup012{L8]Wallclock_Text allclocl

< 12, "Wallclock_Text"
DisplayMam "en", "Wallclock_Tex
Descripti ©

. -

References & X

€ o 2 B Forwar d v Q

Reference Target DisplayName

HasTypeDefiniti... BaseDataVariableType
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@ Linx Gateway & Linx OPC UA Connector

Managed certificate access

Enhanced system security

Certificate Management

- - orc
Incoming Certificate | Ouf

» Previously all user could manage the FactoryTalk® Linx
Gateway and FactoryTalk® Linx OPC UA Connector’s :

Certificate Properties
Trusted Certificates 4 General

Add Remove MName:
OPC UA security certificates o pormmon s s -

UA Local Di s
2 DSCOVEEEN [ BUITINGAdmints ars

. =) Certificate Management DESKIORLo00B VN 4 Certificate
Manage incoming and
- Trust / Reject

outgoing certificates Select User or Group X

FactoryTalk Rejected Certificates Select this object type:

- Regenerate / replace £ piarice o s ==

diagnostics CEms

From this location:
[DESKTOP-6C0BIVD | [ Locations...

* Most IT departments require strict control over certificates PR
« FactoryTalk® Linx Gateway and FactoryTalk® Linx OPC

3 Refresh | || Manage Access Advanced... OK Cancel
UA Connector v6.30 changed the interface to control
o . . . oK Apply Cancel ||
- Initially limited to administrators
- Administrators can approve / authorize other users
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 36 e Rockwell
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FTL = v6.30, FTAE =2 v6.30
Linx OPC UA Connector

OPC UA Alarms integrated with FactoryTalk® Alarms and Events SR
/| Enable alarm and event support
Endpoint @ Communicating with server
Simplifies integration of FactoryTalk® View SE with other alarm prT?TE’nablesew-amnodpnaiﬁu
systems and vendors settings Severity Range
Prionty Low High
Urgent 1f-3) 1000
 Previously linking alarms from third-party systems with FactoryTalk® .. il 750
Alarms required configuration of HMI alarms Medium 251 500
Low 1 250
- Additional effort to recreate alarms iy
- By contrast Logix alarms are automatically added [ Enable bistory
Database definition

« The FactoryTalk® Linx OPC UA Connector and FactoryTalk® Alarms and
Events v6.30 added support for OPC UA Alarms Alarm Computer name

- Enabled / configured in the OPC UA Connector diagnostic ONMibase name

_ _ o counters el o
- FactoryTalk® Alarms and Events will retrieve alarm definitions from T S
the OPC UA Server, receive alarm state change messages and
return operator feedback

Node IDs Detected Communications Erors Longest Processing Time (msec.)
4250 0 00
Parformance \Writes/Second:  Performance Reads/Second:

- FactoryTalk® View SE v13 Alarm Summery screen includes OPC UA
alarms and provides consistent operator interactions

-79% Rockwell
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;
Linx OPC UA Connector

OPC UA Alarms integrated with FactoryTalk® Alarms and Events configuration and display

4 Alots Selings V7V O==240T828NFrey - XQOE® 5
. ! | o | Event Time \ Alarm Name | Condition Name
Enable alarm and event support Endpoint I & 917200 134T M - edBoilerManualLimitAlarm LIMIT_HI
: ; I A 9/17/2021 7:45:23 PM .ar@Alarm.OffNormalalarm  TRIP
@ Communscating with server alarm I A& 9212021 71522 AM wAlarmVar@Alarm, TripAlarm  TRIP
Priorities settin gs A 4 9222021 6:27:20 AM (Status] STATUS
[ ] Enable server-assigned pricrities
Seventy Range
Prionty Low High
OPC Server:
Urgent | 751 1000 Tags Detected Node IDs Detected: Communications Erors
~ ] 3599 4290 0 00
S = _ 750 - - Periormance Reads/Second:
Medum 251 500 :
= = = Alarm OPC
*““WEMM | | UA alarms in
ory
- FactoryTalk®
Database definition :
: L Severity: 100
Alarm State: S Al Tk Gt Mo 1000 View SE alarm
: : 9/17/2021 7:45:23 PM Limit Value Exceeded: 15,14
T diagnostic : summary
Database name counters : 93 Ve viewer
Cache file path; ;
C\ProgramData\Rockwell\ Alarms /Connectorl
A3 Yo a1 f0o @o Fi
-73 Rockwell
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Confirms that FactoryTalk® software can access OPC UA
data require to monitor and control most applications

« The FactoryTalk® Linx UA Connector expands it data access
capabilities with each release

- V6.00 Scalars

- V6.11 Scalar arrays

- V6.20 Tags defined in tags
- V6.21 Subtypes

* V6.30 now provides access most data constructs from OPC UA
Servers

- Structures and complex types
- Additional OPC defined types

- Option to convert unsupported base types to strings

- Tag meta / extended properties

Linx OPC UA Connector

Access structures and other OPC UA data types

PUBLIC | Copyright ©2022 Rockwell Automation, Inc. |

V6.21no
structures
available

FTLUAC 2 v6.30

B Add Item

Iternl D

[ratatype
I Mative - I

v Active

-- AirConditioner_! A
-- AirConditioner_|
-- AirConditioner_*
-- AilConditioner_!
-- AirConditioner_!
-- AiConditioner
-- Furnace_1

-- Fumace_10

-- Furnace_2

-- Furnace_3

-- Fumace_4

-- Furnace_5 ™

e

>

*

Ok |

Cancel |

Advanced |

Add Branch Itemn Properties | Help |

Items to Add: 1

B Add Itern

ItermlD Items to Add: 1

Datatype

V6.30 with

structure
support

-7% Rockwen

s

0K |
Cancel |
Advanced |

Add Branch Item Properties Help

[ Furnace_T(
[ Fumace_2
B Fumace_3
[ Furnace_4
-- Furnace_5
[ Fumace_f
&l Fumace_7

L ControllerConfigurations. dirConditionerControllers[0]. Devicedddres
ControllerConfigurations. AirConditionerContrallars[ 0] HuridityS etpe
ControllerConfigurations. AirConditionerControllers[0]. M ame

ControllerConfigurations. AirConditionerControllers[0]. TemperatureS

ControllerConfigurations. FurnaceControllers[0]. Devicedddress
ControllerConfigurations. FurnaceControllers[0].MN ame
ControllerConfigurations. FurnaceControllers[0]. TemperatureS etpoil
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Linx Data Bridge

Option to only refresh destination tags when trigger tag changes

Supports a broader set of applications by
permitting controller to determine when data is
delivered

Hame: Group_1 Group Update Rate: 250 miec & |+ Ensure data type consistency
Tag to trigger automatic refrech: @)
[LBICIScope_D3001_BOOL [2]71 it tag rigger | Refresh Destination Tags

[ Only update destination tags with refresh trigger ] Update destination tags with refresh trigger quality changes

* V6.21.01 added the ability for destination value to be
updated when linked tag value changes state

disgnostics

- Enables a controller to force a refresh

* V6.30 extends this feature to provide an option to
disable automatic updates and only update the
destination when commanded by the tag trigger

Mame: Group Update Rate: 250 mbSec 1 Ensure data type consistency

Tag to trigger automatic refresh: ()

- Useful for collection of data at a preset interval for
reporting or analysis

[L8]CtrlScope_03001_BOOL [ Inhibit tag trigger | Refresh Destination Tags
- Also changes Group Update Rate to actual rate used by /] Update destination tags with refreh trioger auality changes
FactoryTa|k® lee Data Pair Name |Sﬂun:eTag | Destination Tag
PUBLIC | Copyright ©2022 Rockwell Automation, Inc. | 40 e Rockwvell
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EtherNet/IP Address Commissioning Tool

— O
Usability and Productivity enhancements Language e @ Help
selection English
Reduce the time required to bring automation system device B P i
1 — ¥
online Column Column Eemid:
- = spano
sort filter
. . Francais
* V2.00.00 adds many improvements to the user interface
) ) L . EDIP L Description | taliano
- Link received MAC to config list item .
_ _ _ Cactoe 192168100104 [ U | BAE
. Tgble column whitespace reduction, adjustable Columns 192.168.109.101 [Fyrer 1| =0
width and filter 102 162109107 Portugues
- Confirm / warn port 67 access in Windows firewall 192.168.108.106 "
. . . . 192.168.109.105
- User selection to move to different item in : SR
commission from list Firewalll N
- Localized user interface LT E—
@ Port 67 is disabled or blocked by firewall. English ¥ (3 Help

-79% Rockwell
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EtherNet/IP Address Commissioning Tool

Merge new MAC to item in configuration

Enhanced productivity for predefined
configurations and device replacement

Host name

* Originally if a MAC address was not in the user’s
configuration, they had to manually enter an IP
address for the device

- Slower error-prone process

Select Linked Items

Only display items without MAC address Q Filter

» v2.00 provides an option to link a new MAC to an

existing item in the configuration 0w vewoese
192.168.1.3 SomeDevice
O 1sz216e12 AnctherDevice

- Merge device MAC address into predefined O versars o
configuration

- Replaces a MAC if one was already captured,
making device replacement easier

- Saving time and reducing errors

-79% Rockwell
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